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ELEVENTH EDITION PREFACE

The previous (tenth) edition of this book was originally written in late 2022. In late 2024, I was asked to update
this book, as it is required reading for numerous college courses, university degrees, and government training
academies. It had been two years since our last update, which is an eternity in technology. I never want stale or
inaccurate information being presented within training programs, so I created this revision. I estimate that 20%
of the content is brand new, 20% has been updated to reflect changes throughout 2024, and the
remaining 60% is recycled from the previous edition. This edition also includes the entirety of the digital
supplement guides The Ultimate Virtual Machine and Leaks, Breaches, & Logs, which replaced all tenth edition
content related to those topics. You could say that this edition is a "Complete Works" of all available OSINT
material which is relevant for 2025. Much of the remaining tenth edition content was still applicable and only
needed minor updates to reflect changes since 2022. If you have read the previous edition, you will find most
of those overall strategies within this book. However, I have added many new methods which complement the
original text in order to cater to those who always need accurate information. I also removed a lot of outdated
content which was no longer applicable. I believe there is much new value within this updated text.

My primary goals with this new edition are two-fold. First, we need to continue our path of self-reliance which
was introduced in the previous editions. This edition introduces a completely rebuilt Debian Linux OSINT
virtual machine which is simpler to create, full of new features, and easier to operate. It is also much more stable
and private than previous Ubuntu builds. I present all required commands to replicate my own system and offer
an automated script which allows you to generate your own working environment. Second, I have reworked all
of the OSINT techniques throughout all chapters. Many of the search methods targeted toward Facebook,
YouTube, X (Twitter), Instagram, and other online services which were presented in the previous editions have
begun to fail as these companies change their products. The updated tutorials here offer new solutions.

The biggest change within this edition is the addition of my co-author, Jason Edison. Jason runs the official
IntelTechniques online video training program and conducts live training sessions globally. I brought him in for
many reasons. This book is a monster, and keeping it updated takes a lot of time. I recruited him to help me
make sure we had a book worthy of a new edition. More importantly, I no longer personally conduct OSINT
investigations as part of my daily routine. Jason still works for the government in an OSINT capacity and is
buried within OSINT investigations every day. I wanted an active investigator to play a large role within this
publication, and I am no longer that type of investigator. While we both have a passion for OSINT, Jason lives
in that wotld more than I do now. In order to keep a fluid theme, we will use the first-person of "I'" "me", and
"my" throughout the book. This is a collective first-person presentation, and we both stand by the entire guide.

Please consider the following technical note in regard to this book. I typically push my self-published titles
through five rounds of editing. The fees associated with editing a book of this size (over 300,000 words) are
substantial. This edition was put through only two rounds of editing, so I expect a few typos still exist. If you
find any, consider reporting them to books@inteltechniques.com. We also want to hear when things break. My
staff cannot respond directly to any emails, but we can correct future copies. The decision to restrict editing was
mostly due to hard deadlines for courses, but book piracy also played a strong role. We have seen a drastic shift
from most readers purchasing the book to the vast majority downloading illegal free PDF copies available a few
weeks after the initial release. If you purchased this edition, I sincerely thank you. You represent a shrinking
society. If you downloaded this book from a shady site, please consider purchasing a legitimate copy. We now
offer both print and digital PDF versions. Details are at https://inteltechniques.com/books.html.

Keeping a book up to date about ways to access information on the internet is a difficult task. Websites are
constantly changing or disappearing, and the techniques for collecting all possible public information from them
are affected. However, new resources appear constantly, and much of this book contains new techniques which
were previously not available. This book was accurate as of December 1, 2024. If, or more likely when, you
find techniques which no longer work, use the overall lessons from the entire book to push through the
changes and locate your content. Once you develop an understanding of the strategies, you will be ready to
adapt. I am truly excited to introduce a new level of OSINT. ~MB (& JE)
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INTRODUCTION

OSINT TECHNIQUES

I taught my first Open Source Intelligence (OSINT) course in 1999 to a small group of local police chiefs in
Illinois. I had not heard of the term OSINT at the time and I did not realize there was an official name for the
methods I was teaching. I simply thought I was demonstrating a powerful way to use the internet as a part of
everyday investigations. Most in the room had little interest in my session, as they had not experienced the
internet much. Well, times sure have changed. OSINT is now quite the buzz word within several communities.
Hacking conferences proudly host OSINT training sessions; cyber security groups include it within their
strategies for hardening customers' systems; law enforcement agencies dedicate entire investigation units to
online research into criminals; journalists rely on the methods every day; and even the social engineering crowd
has adopted it as part of their playbook. I never anticipated OSINT would become a household name within
most technology circles.

As my company continues to provide OSINT training sessions, the audiences seem to grow every year. It is no
longer a course reserved for tech-savvy employees. We now see people with minimal online experience being
thrown into investigation and analyst positions. We see crowds desperate for the latest investigation techniques,
only to see those methods disappear without notice as social networks come and go, or change their search
options. Search techniques seem to be more fickle than ever, and I am always concerned about losing online
resources.

Open Source Intelligence, often referred to as OSINT, can mean many things to many people. Officially, it is
defined as any intelligence produced from publicly available information that is collected, exploited, and
disseminated in a timely manner to an appropriate audience for the purpose of addressing a specific intelligence
requirement. For the CIA, it may mean information obtained from foreign news broadcasts. For an attorney, it
may mean data obtained from official government documents which are available to the public. For most people,
it is simply publicly available content obtained from the internet.

Opverall, this book includes several hundred sources of free information and software which could identify
personal information about anyone you might be investigating. All of the resources are 100% free and open to
the public, with a few minor exceptions. Each method is explained, and any creative search techniques involving
the resources are detailed. When applicable, actual case examples are provided to demonstrate the possibilities
within the methods. The topics in this book can be read in any order and referenced when a specific need arises.
It is a guidebook of techniques that I have found successful in my investigations.

Locating this free online information is not the final step of OSINT analysis. Appropriate collection and
reporting methods will be detailed and referenced. Whether the data you obtain is for an investigation, a
background check, or identifying problem employees, you must document all of your findings. You cannot rely
on the information being available online forever. A website may shut down or the data may be removed. You
must preserve anything of interest when you find it. The free software solutions presented here will help you
with that. OSINT search techniques do not apply only to websites. There are many free programs which
automate the search and collection of data. These programs, as well as application programming interfaces, will
be explained to assist the advanced investigator of open source intelligence. In summary, this book is to serve
as a reference guide to assist you with conducting more accurate and efficient searches of open source
intelligence. This is not a debate of the various opinions about online reconnaissance for personal information.
It is not a historical look at OSINT or a discussion of your administrative policy. Furthermore, it is not a how-
to guide for criminals to steal your identity. Nothing in this book discusses illegal methods.

When [ first considered documenting my OSINT techniques, the plan was to post them on my website in a
private area for my co-workers. This documentation quickly turned into over 250 pages of content. It had grown
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too big to place on my site in a manner that was easy to digest. I changed course and began putting together this
book as a manual to accompany my multiple-day training sessions. It has grown to a huge textbook which could
never include every beneficial resource on the internet.

Many readers work in some form of law enforcement or government agency. Police officers can use these
techniques to help locate missing children or investigate human trafficking. Intelligence analysts can apply these
methods to a large portion of their daily work as they tackle social media posts. Detectives can use the search
techniques to re-investigate cases that have gone unsolved. I embrace these techniques being used to locate facts
which can help solve crimes. This book also caters to the private sector, especially security divisions of large
corporations. It can help these teams locate more concise and appropriate information relative to their
companies. These methods have been proven successful for employees who monitor any type of threat to their
company, from physical violence to counterfeit products. I encourage the use of these techniques to institutions
which are responsible for finding and eliminating "bad apples". This may be the human resources department,
application processing employees, or "head hunters" looking for the best people. The information about a
subject found online can provide more intelligence than any interview or reference check.

Parents and teachers are encouraged to use this book as a guide to locating social media content posted by
children. In many households, the children know more about the internet than the adults. The children use this
to their advantage and often hide content online. They know that it will not be located by their parents and
teachers, and often post inappropriate content which can become harmful in the wrong hands. This book can
empower adults and assist with identifying important personal information which could pose a threat toward
children. A large portion of my intended audience is private investigators. They can use this book to find
information without possessing a deep understanding of computers or the internet. Explicit descriptions and
occasional screen captures will ensure that the techniques can be recreated on any computer. Several universities
have adopted this book as required reading, and I am honored to play a small role in some amazing courses
related to network security.

I realize that people who use these techniques for devious purposes will read this book as well. Colleagues have
expressed their concern about this possibility. My decision to document these techniques came down to two
thoughts. First, anyone that really wants to use this information in malicious ways will do so without this book.
There is nothing in here that could not be replicated with some serious searching and time. The second thought
is that getting this information out to those who will use it appropriately is worth the risk of a few people using
it for the wrong reasons. Please act responsibly with this information.

Finally, a parting thought before you begin your journey through OSINT analysis and collection. This book was
written as a reference guide. It does not necessarily need to be read straight-through sequentially, but it was
written as a chronological guide for most investigators. I encourage you to skip around when needed or if you
feel overwhelmed. The second chapter about Linux may make you want to abandon the teachings before ever
utilizing an online resource or website. When you encounter material that seems too technical or not applicable,
please move on to the next chapter and consider returning later. The book is suitable for all skill levels, and there
is something here for everyone. You can always return to the advanced topics when you are ready.

IMPORTANT! Digital Commands and Files

Throughout this book, I present numerous Terminal commands which must be entered exactly, and I refer to
several files which can be downloaded in order to simplify your usage of the various tools, techniques, and
scripts. These are all hosted on my website and available free to you. As each file or script is referenced, I provide
a download link to simplify the learning process, but you can also access all digital content at any time at
https:/ /inteltechniques.com/osintbookll. The username is osintll and the password for this book is
bk3t7. Please embrace this online page, and the files and the commands offered within it, as a vital part of this
book. They should minimize frustration and save time as you complete the tutorials. Copying and pasting from
the online site will be much easier than replicating from this book. This also allows us to update commands as
they change. Always check this site for the latest information, as the book can become outdated.

Order 0155851055



SECTION I

OSINT PREPARATION

This entire section explains the essential steps which I believe any online investigator should complete before
ever conducting a search online. We should never jump into an investigation without being digitally secure with
a clean computer and software which has not been compromised from previous activity. We should begin each
investigation with confidence, knowing we are working within an environment without any contamination from
previous investigations. It will take a lot of work to create our perfect playground, but replicating a pristine
environment for each investigation will be easy. Much like a DNA forensics lab must be configured and ready
before an investigation, your OSINT lab should face the same scrutiny.

The first four editions of this book began with search engine techniques. Right away, I offered my methods for
collecting online information from various popular and lesser-known search websites. This may have been due
to my own impatience and desire to "dive in" and start finding information. This edition will begin much
differently. Before you attempt any of the search methods within this book, I believe you should prepare your
computing environment. I was motivated to begin with this topic after teaching a multiple-day OSINT class.
On day two, several attendees brought laptop computers in order to attempt the techniques I was teaching
during the course. During a break, 1 observed police officers searching Facebook on patrol vehicle laptops;
private investigators using old versions of Windows while browsing suspects' blogs; and cyber security
professionals looking at hacker websites without possessing any antivirus software, script blockers, or a virtual
private network (VPN).

I have also been guilty of all of this. Early in my career of researching OSINT, I did not pay much attention to
computer security or proper browsing habits. While I was aware of malicious software, I knew I could reinstall
Windows if something really bad happened. This was reactive thinking. I believe that we must all proactively
address vulnerabilities in our own privacy and security while conducting online research. This section is not
meant to be a complete guide to computer security. Instead, I hope to quickly and efficiently propose the most
beneficial strategies which will protect you from the majority of problems. Applying the changes mentioned in
this section will provide a valuable layer of security to your online investigations and overall computing habits.

Virtual machines are an important part of our arsenal and we will be referring to "host" and "guest" operating
systems throughout the chapters. The "host" is your existing desktop or laptop computer and the "guest” is any
operating system which is running virtually. I will explain how to ensure your computer host is secure; configure
virtual machines for each investigation; embed Linux applications into Windows and Mac hosts; customize
OSINT software which will be available at all times; create your own set of search tools to automate queries;
prepare a virtual Android environment for mobile investigations; and easily clone all of your work for immediate
replication if anything should become corrupt, damaged, or compromised. Your efforts now will pay off ten-
fold in the future.

There is a lot to digest here. Please allow yourself to skip over any technical sections and return to them once
you understand the overall intent of the material. Many readers will skip to Section Two and start practicing
various online OSINT techniques. Some will navigate directly to Section Three to start exploring breach data.
Others might read through the entire book before ever touching a computer. Approach the content in the way
which suits you best. Most importantly, do not let the technical aspects deter you from finding areas which will
benefit your own investigations the most.

I offer one last vital piece of information before we start. I encourage you to generate your own opinions as you
read along. You may disagree with me at times, which is ideal. That means you are really thinking about how all
of this applies to you. If everyone unconditionally agrees with every word I say, then I am probably not
saying anything interesting. If this book only presented content which no one could dispute, then there
was no need for the text. Please read with an open mind and willingness to try new things. Let's begin.

8 Section ]
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CHAPTER ONE

WHY VIRTUAL MACHINES?

What data is on your computer? Is there a virus, malicious software, or spyware hanging around from casual
browsing in questionable places? Does your internet cache include tracking cookies from Amazon, Facebook,
Google, and others? Is there evidence of your last investigation stored within your bookmarks, documents, or
download queue? If the answer is "maybe" or "I don't know" to any of these, you have a contaminated computer.
If your investigation enters court testimony, you may have a lot of explaining to do once an expert witness who
specializes in computer forensics takes the stand. If your screen captures display evidence unrelated to your
investigation, you could compromise the entire case. You may think I am being overly cautious, but we can no
longer take any chances when it comes to the purity of our online evidence.

This is where virtual machines (VMs) can eliminate most of our concerns, especially Linux VMs. Linux operating
systems have been a part of my OSINT investigations and trainings for many years. They are lightweight, run
on practically any hardware, cost nothing, and provide a level of security that cannot be obtained through
traditional operating systems such as Microsoft Windows. 1 can navigate to any malicious website, download
every virus possible, and eliminate all traces of my activity by simply deleting the VM and cloning a new machine.
Upon reboot, there are no viruses and everything works exactly as intended when the system was created. VMs
provide unlimited disposable environments.

Virtual machines conduct virtualization of a particular computer system. They are computer operating systems
on top of computer operating systems. Most commonly, a software program is executed within an operating
system, and individual operating systems can launch within that program. Fach virtual machine is independent
from the other and the host operating system. The environment of one virtual machine has no impact on any
others. Quite simply, it is a way to have numerous computers within your single computer. You can safely
investigate a single target within a secure environment with no contamination from other investigations. You
will be able to clone an original VM in minutes and will no longer need to worry about persistent viruses, tracking
cookies, or leftover evidence.

Many years ago, this may have been intimidating to non-technical users. Today, implementing a Linux VM into
your investigations is relatively easy. Once you start exploring the world of online search techniques, you will
likely encounter malicious software or viruses at some point. If you investigate cyber criminals, this will be
sooner rather than later. The malicious code will almost always target Windows machines. By choosing Linux
as your investigations system, you greatly lessen the concern about infections.

By conducting all of your work in a VM, you protect the host operating system from infection. By isolating each
of your investigations into their own VM, you prevent any contamination from one to another. Finally, by
generating a new VM for every case, you protect the integrity of all past, current, and future investigations. 1
cannot stress the importance of isolated VMs enough. If you ever face a motion of discovery for a copy of your
investigative environment, your VM will save you many headaches.

During my final year of government work, I testified at the trial of a person who was transporting minors to
several states to be sexually abused by paying offenders. The defense asked the judge to grant them full access
to my investigative computer for scrutiny of my work. Since I conducted the entire online investigation within
a VM, I convinced the judge that the defense should only receive a copy of the VM and not a clone of my entire
computer, which had been used for other cases. Handing over a 4 GB file was much easier than allowing my
hard drive to be cloned and scrutinized. I hope you see the value of not only conducting investigations within a
VM, but saving the state of your work for future inspection. This guide will revisit both of these considerations
many times.

N s
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I have known the value of VMs for a long time, but I was only scratching the surface of their potential. In 2016,
I was contacted by David Westcott. We knew each other through our OSINT work, and he asked if I was
interested in creating a custom OSINT virtual machine. I had always considered this, but had concerns about
my skills at hardening Linux systems and pushing out finished builds. David had worked on other public Linux
releases, and was much more comfortable distributing custom systems. I began designing my dream OSINT
build, sending him weekly requests, and he began taking the ideas and executing them within a test product. By
2017, the first public version of our new operating system was released and titled Buscador (Seeker in Spanish).
This concept is not new. Many readers are likely familiar with Linux digital security distributions such as Kali.
We wanted that same experience for the OSINT community. Buscador was designed from the ground up with
considerations for OSINT investigations. The web browsers were pre-configured with custom settings and
extensions, and numerous OSINT software applications were already preconfigured to accept search queries.

An important part of Buscador was the applications. On many Linux builds, launching software is not similar
to traditional operating systems. While the software is installed, you must still launch a Terminal window and
type the specific commands required. This can be very difficult and unforgiving. There are seldom point-and-
click icons that launch similar to Windows. This has always created a barrier between the geeks and the norms.
Either you know how to issue Linux commands ot you do not. If you don't, then you never get to take advantage
of the power of Linux and Python. We wanted to eliminate that barrier. We wanted to make powerful Linux
programs easily accessible to everyone. My initial thought was to create Bash scripts similar to batch files in
Windows, but David came up with a much easier and more appropriate way. Every tool inside Buscador had its
own icon in the Dock, executed by clicking with a mouse, which walked the user through the menus. After
collecting the required data, each program executed the proper commands behind the scenes and delivered the
content directly to the user. We believed this to be unique in our community. Every person, at any skill level,
could use Buscador as a Linux virtual machine for immediate OSINT work.

Today, my views of pre-built virtual machines have changed. While I am proud of our work with Buscador, 1
believe you should no longer rely on systems from third parties. Buscador is no longer updated with new
versions, and there is no online repository to apply updates to the many applications within the virtual machine.
I no longer offer a direct download link to Buscador from my site because security patches have not been applied
since 2019. Anyone using Buscador now receives errors due to outdated applications and most users do not
have the training to apply their own updates in order to correct any issues. Creating a virtual machine which was
user friendly had many benefits, but also some unintended consequences.

My goal in this book is to help you easily create and maintain your own OSINT Linux virtual machine with all
of the easy-to-use features of Buscador. Together we will install and test numerous OSINT applications. We
will then build custom scripts to make our daily usage of these applications easy. We will revisit and apply the
lessons from my previous books, but then expand our options into many new features. We will easily archive
our investigative work when warranted, and have the confidence to present our findings when demanded.

Overall, we should never rely on a single source for our OSINT tools. It is easier than ever to build your own
OSINT VM while keeping it updated. By the end of this guide, you will possess a custom OSINT Linux machine
which rivals any pre-built options available through various providers. Better yet, you will have built it yourself
and can replicate your steps whenever desired, while also being able to explain your actions.

In a perfect world, we would possess a dedicated computer for each online investigation which we conduct. We
do not live in that world, so virtual machines are the next best thing. You still conduct all of your actions on a
dedicated local machine, and do not need to rely on cloud-based services to access your work.

The next six chapters are divided for macOS, Windows, and Linux users. I encourage you to read through all of
them, but I respect anyone who skips to the chapters about their specific host. If you only possess one computer
for OSINT work, then you should only apply the two chapters which match the operating system within that
host. I present them in order of recommendation (macOS, Linux, then Windows), but everything within the
rest of this guide functions the same on any of these options.
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CHAPTER TWO

macOS HOST OPTIMIZATION

At risk of sounding hypocritical, I prefer modern macOS machines for most OSINT use over Windows and
Linux. Before readers of my book Extreme Privacy and listeners of my former podcast scold me, please consider
my reasons. I always have at least two computers which are part of my daily office usage. My personal machine
is a Linux laptop. It is only for personal activity and is never used as part of any investigations. My OSINT
machine is a MacBook Pro with an M-series Apple Silicon chip. It is blazing fast and executes virtual machines
better than my Linux host. Itis also quite secure by default. I never touch the host operating system, and conduct
all investigations within various virtual machines. I rely on a free and open-source application called UTM for
VMs, which I find to be supetior to the Linux and Windows options explained within the next chapters. Let's
tackle macOS.

In a perfect world, you have an unlimited budget and are ready to purchase new hardware which has no
association from your true identity to Apple. However, we do not live in that perfect world. Whether you are
ready to purchase new equipment or need to recycle current hardware for future use, this chapter will explain
all options and considerations. Let's start with new gear.

When Apple computers switched to their own ARM-based processors, instead of using trusted Intel chips, 1
was bummed. Numerous applications no longer functioned correctly and virtual machines were troublesome.
Those days are over. The latest machines which include Apple's M-seties processors are blazingly fast with low
power consumption and minimal heat. Apps work better than ever. I have yet to hear my internal fans on my
MacBook Pro, which was a daily occurrence on older machines. I now recommend the latest hardware available
and believe the products with Apple's chips are supetior to those with Intel processors. If you ate buying new
gear, make sure you are taking advantage of these benefits.

Selecting a machine is a very personal choice. Laptop options include the MacBook, MacBook Air, and MacBook
Pro while desktops include the Mac mini, Mac Pro, and Mac Studio. I have never owned a Mac desktop, but I
have purchased my share of Apple laptops. Today's least expensive small laptops will probably meet the needs
for casual users, but the MacBook Pro models are all 1 will consider. I believe the latest 14" MacBook Pro
laptops hit a sweet spot with productivity and value.

As I write this, the latest MacBook Pro's possess the M3, M3 Pro, and M3 Max processors. The previous
generations possess the M1/M2, M1/M2 Pro, and M1/M2 Max chips. I am writing this from a 2021 14"
MacBook Pro with the M1 Pro processor. What should you choose? Well, there are many conflicting opinions
on this, and mine might not match yours. However, here is my advice. If you want the most affordable M-series
machine, I believe any M1 or M2 processor on a MacBook Pro will suffice for OSINT work. If you want the
latest machine for longevity of the hardware with operating system support, then the M3 series might be best
for you. Either way, I recommend the Pro processors for most people. These provide more cores than the
standard chips and more overall power. However, the Max processors would be overkill for most readers.

I believe most readers would get by with the minimal number of processor cores available with the latest 14"
MacBook Pro, which is currently 11 (CPU) and 14 (GPU). Increasing the number of cores can assist with
resource-intensive tasks, but most users would never take advantage of the power. You know if you need the
extra boost. Since we will rely heavily on VMs, I recommend 32 GB of RAM. The standard 512 GB of storage
may work for some (1 TB is better), and external drives are more affordable than embedded storage upgrades.
My machine possesses a 4 TB internal storage drive because I work with large data sets (breach data) and need
the fastest possible drive when working with the files. While these are great specs, I overpaid for the luxury.

I firmly believe that the newer M3 2023 models are worth the minimal current price increase from the previous
2021 generation. However, I have seen brand-new previous-generation laptops deeply discounted at various
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Apple resellers. If I were buying a new machine today, it would definitely be the newer M-series model. If you
already possess an M1 machine which meets your needs, I see no reason to upgrade to the M2 or M3. The real-
wotld comparisons will be negligible. If you upgrade from an Intel processor to an M1/M2/M3, I believe you
will be shocked at the difference. My point is that I recommend a machine with newer ARM-based M1, M2, or
M3 processors for most readers. While you can use older hardware with Intel chips, and almost all of this guide
will still apply, you are missing out on a phenomenal increase in power and battery life.

I will now assume that you possess your desired macOS device if you plan to go that route. Regardless of its
condition or previous usage, I believe every reader should now reformat the drive and apply a fresh install of
the operating system. This ensures that we are all on the same page for an identical experience. Make sure you
have completely backed up all important data before continuing, as the following processes will erase
everything on the drive.

If you purchased a brand new M1, M2, or later device which does not possess an existing Apple ID account,
and has never been turned on, you can skip to the next section. If you are working from an existing device,
regardless of the processor type, we should consider several tasks. First, update the operating system to the latest
available version. As I write this, my machine possesses Apple's Sonoma version of macOS, specifically 14.0. By
the time you read this, that exact number will change. I always recommend the latest stable version available,
and avoid any beta (test) builds. The following assumes you possess macOS Sonoma as your operating
system and are able to update to the latest version of macOS Sonoma. This will require devices made after
2018, but unsupported devices can still take advantage of the rest of this book using previous versions of macOS.
You will need to slightly modify the steps for your specific operating system.

Open the "System Settings" application; click the "General" option and then the "Software Update" setting.
Allow your machine to download and install all available updates, and then reboot. Once your machine is fully
updated, conduct the following within macOS to reinstall a fresh version of the operating system.

e Open the "System Settings" application.

e Click the "General" option and then "Transfer or Reset".
e Click the "Erase All Content and Settings" button.

e Enter your password within the "Erase Assistant".

e Confirm all warnings and allow the process to complete.

Previous versions, such as Ventura, Monterey, or Big Sur, should also provide the option to reset the system
through either the "Erase Assistant”" or "Recovery" mode. You will need to research options for your non-
Sonoma version. Upon reboot, you should possess a clean installation of macOS ready for initial configuration.

I will now assume that you either have a brand-new computer or a recently-reset device. Either way, it should
appear as a new installation when turned on for the first time. Regardless of your processor type or history with
the machine, the following applies as if you were a new user.

Upon launching macOS for the first time, your experience may be unique from mine. Updates to the operating
system from Apple and specific hardware configurations could present minor variations from the steps outlined
here. I took the following actions within a new macOS Sonoma installation, which had not been updated to the
latest release. It was the original stock Sonoma version 14.0. Yours may appear slightly different.

e Select desired language and click the right arrow.
e Select country and click "Continue".

e  Click "Customized Settings".

e  Confirm preferred language.

e Confirm location.

e Confirm dictation (required).
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e Click "Not Now" for Accessibility options.

e If prompted, choose "My computer does not connect to the internet".

e Click "Continue" and "Continue" again if requested to connect to the internet.

e (lick "Continue" for Data & Privacy notification.

e Click "Not Now" for the Migration Assistant.

e  Click "Set Up Latet" to bypass the Apple ID requirement.

e Confirm by clicking "Skip".

e Click "Agree" to the Terms and Conditions.

e Confirm by clicking "Agree".

e Create a local computer account. This should be a generic name, such as "Laptop" or "Computer", and

should include a very strong password which you can remember. I never provide any password hint to
this screen. Click "Continue" when finished.

e Do not enable "Location Service" and click "Continue".
e Confirm choice by clicking "Don't Use".

e  Seclect your desired time zone and click "Continue".

e Desclect all analytics options and click "Continue".

e Click "Set Up Latet" to bypass "Screen Time" settings.
e Disable Siri and click "Continue".

e Choose your desired screen mode and click "Continue".
e TLaunch "System Settings" from the Dock.

e  Seclect "Wi-Fi" from the left menu and disable it.

e Disable both "Ask to join networks" and "Ask to join hotspots".
e Select Bluetooth from the left menu and disable it.

Next, I want to configure the operating system's firewall. This is much different than the software firewall
explained in my macOS privacy guide. This is only responsible for the way the operating system treats incoming
connections. The following steps enable the firewall and configure it to block incoming connections unless we
specifically allow them when prompted. It also stops the OS from confirming incoming requests for
information.

e Seclect "Network" from the left menu and select "Firewall".

e Enable the Firewall and click "Options".

e Disable "Automatically allow built-in softwate to receive...".

e Disable "Automatically allow downloaded signed software to receive...".
e Enable "Stealth mode".

e (Click "OK".

If you want to truly ensure that Siti is not listening in on your activity, you can conduct the following, which
may be redundant.

e  Select "Siri & Spotlight" from the left menu.
e  Click "Siri Suggestions & Privacy”.
e  Click each option and disable all toggles, then click "Done".

Let's conduct a few more configurations within System Settings.

e Seclect "Privacy & Security” from the left menu.
e  Seclect "Analytics & Improvements" and verify all are disabled.
e Seclect "Privacy & Security” from the left menu.
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e  Seclect "Apple Advertising" and disable "Personalized Ads".
e  Seclect "General" from the left menu.

e  Seclect "Software Update".

e Click the "i" in the circle and deselect everything.

Next is likely the most important setting within this chapter. By default, the data stored on your macOS system
is not encrypted. Physical access to your computer using sophisticated forensic equipment could extract your
data. If you lose your laptop, or it is stolen, there is a chance that the culprit could acquire your sensitive files.
The best way to prevent this is to apply full-disk encryption through Apple's FileVault with the following steps.

e Seclect "Privacy & Security” from the left menu.

e  Click "Turn On..." next to "FileVault".

e  Enter your system password and click "Unlock".

e Choose "Create a recovery key and do not use my iCloud account”.
e Document this recovery key somewhere safe and click "Continue".

Your device will now encrypt the drive, including all data stored within it. This is a vital piece of protection
which I believe should be enabled by default.

Your macOS device should now be more private and secure than it was, but I have a few additional settings 1
like to apply. These are all personal preferences, and you may want to tweak these differently.

e  Seclect "Desktop & Dock" from the left menu.

e Disable "Show suggested and recent apps in Dock".

e Disable "Show recent apps in Stage Manager".

e  Seclect "Wallpapet" from the left menu.

e Choose a solid color instead of the default macOS image.

e Seclect "Lock Screen" from the left menu.

e Change "Start Screen Saver when inactive" to "Never".

e Change "Turn display off on battery when inactive" to "For 1 hour".

e  Change "Turn display off on power adapter when inactive" to "For 1 hour".
e Change "Require password after..." to "Immediately”.

These settings prevent the macOS screen saver from kicking in, and instead disable the display after a set amount
of time. This also makes sure that your password is required the moment a screen is disabled or the device is
placed into standby mode, such as closing the lid of a laptop.

Next, I want to modify the default way in which Apple allows you to see the data stored within your device.
Apple is proud of the "simple" features of macOS. Things just work and you are not bombarded with complex
options. However, you are also severely restricted. As one example, macOS hides all "hidden files" from view
within Finder. While most users do not care about this data, I do. Much of my most important data is within a
hidden "Library" folder to which I have no access. Let's fix that.

e Open Finder and select the "Macintosh HD" in the left menu.
e Select "Users", and then your device's username.
e Notice the view of this folder, which should appear similar to the following.
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{8 Downloads
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On your keyboard, press and hold shift + command + .

(period). Your view should change similar to the

following image. You can now see all files determined to be hidden by macOS. This will be vital once we backup

our system.

4. Applications —~—
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® Downloads
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Shared
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While we are in Finder, let's modify some settings.

e  Click Finder in the upper-left menu bar and then select "Settings".

e Choose the "General" tab and consider my choices presented next.

e Choose the "Tags" tab and consider my choices presented next.

e Choose the "Sidebar" tab and consider my choices presented next.

e Choose the "Advanced" tab and consider my choices presented next.

2] Finder Settings o Finder Settings
QO M %
& O MO % G Tom  sieber (RERY
General Tags Sidebar Advanced
Show all filename extensions
Show these items on the desktop: Show warning before changing an extension
Hard disks Show warning before removing from iCloud Drive
External disks Show warning before emptying the Trash
CDs, DVDs, and iPods Remove items from the Trash after 30 days
Connected servers Keep folders on top:
In windows when sorting by name
New Finder windows show:
On Desktop
I3 Documents ke
When performing a search:
Open folders in tabs instead of new windows Search the Current Folder e

Q

Tags

Show these tags in the sidebar:

© Recents
4 Applications
=) Desktop
@ [ Documents
© Downloads
E3 Movies
1 Music
@) Pictures

G} osint

23 iCloud Drive
& Hard disks
© & External disks
@ CDs, DVDs, and iOS Devices
< Cloud Storage
%’ Bonjour computers

& Connected servers

O Recent Tags
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You should now have a stable and protected operating system ready for third-party applications. As a reminder,
you have not associated your new machine with an Apple ID, and hopefully you never will do so. Without this
connection, Apple has limited capabilities associating the activity occurring on your machine with a specific user
or account. By refusing to attach an Apple ID, you are much more private and secure. I have not assigned an
Apple ID to my current (or previous) machine, and I never will again in the future.

Encrypted External Drives

In a later chapter, I explain how to export virtual machines onto an external USB SSD, and the importance of
encrypting the data within this drive. I believe this applies to any external drive which we connect to our macOS
devices which will not be used to transfer data from our VM. You should NOT apply the following to a
drive you will later want to access within your OSINT Linux VM. This is only for drives which will be connected
to your macOS host for the purposes of backing up data. USB drives are often lost or stolen. Therefore, we
should always encrypt the data stored on them. This is not always easy. Sometimes, macOS hides the settings
we need to protect an external device. As an example, I inserted a small USB drive which was formatted as
"FAT32", which is common for universal drive access. I wanted to erase the drive and encrypt it. However, the
Disk Utlity application (Applications > Ultilities) only displayed the following options. Right-clicking the drive
in Finder also did not present an option to encrypt the drive.

Erase "UNTITLED"?

o
Erasing “UNTITLED" will permanently erase all data stored on it. You
| can't undo this action.
f
I Name: | UNTITLED

,.; Format SVAVESTeN( Y 7))

Security Options. ~ Mac OS Extended (Journaled)
Mac OS Extended (Case-sensitive, Journaled)

‘ MS-DOS (FAT) r
ExFAT

The first step to take within the Disk Utility application is to select "Show All Devices" under the "View" menu.
Next, select the device (not the formatted volume) within the left menu and click the "Erase" button. This may
still only present volume formats which cannot be encrypted. Be sure to change the "Scheme" to "GUID
Partition Map". You should now see an option of "APFS (Encrypted)" under "Format". This option will encrypt
the entire external drive with macOS encryption. I believe this is the best option for users who will only need to
access this drive from a macOS system.

r ) |

h Erase “Kinnectan NataT lar 2 0 Madia”?
| Erasing APFS
data sto Y ()}
APFS (Case-sensitive)
Name  APFS (Case-sensitive, Encrypted)

Format  Mac OS Extended (Journaled)
Scheme Mac OS Extended (Case-sensitive, Journaled)

N . , MS-DOS (FAT)
Security Options.
EXFAT
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Rosetta

I highly recommend you ensure that Rosetta is installed on your system. This software, which is provided by
Apple, helps applications which do not support ARM-based devices run smoothly on new macOS systems. You
likely already have it installed, but you can confirm with the following command. You will need internet access
enabled for the rest of this chapter.

softwareupdate --install-rosetta --agree-to-license
Antivirus & Antimalware

Mac users do not have any built-in antivirus protection, and most do not need any. The software architecture
of Mac computers is much more secure, and viruses are rare (but they do still occur). I do not recommend free
commercial products such as Avast, Kaspersky, and others. They tend to be more of an annoyance than helpful,
and their business practices can be questionable. However, I do believe that it is irresponsible to have
absolutely no protection whatsoever on an investigative machine. I was once asked during testimony of a
federal trial to disclose any security software present within my investigation computers. I was glad my response
was not "none". This would have likely introduced a defense blaming an infected workspace. I was proud to
disclose my open-source solutions.

When I conduct investigations from a Mac computer, I always possess three software applications which can be
executed at any time without any of them running full-time in the background of my operating system. However,
we must first install Homebrew. Homebrew (often referred to as Brew) is a very beneficial program when there
is a need to install macOS software which would usually already be present on a Linux computer. It also happens
to have pre-configured versions of the applications I am about to discuss. The easiest way to install Brew is to
visit the website brew.sh and copy and paste the following command into the Terminal application
("Applications" > "Utilities" > "Terminal").

/bin/bash -c¢ "$(curl -fsSL
https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)"

After Brew installation is complete, you will likely be presented with one or two commands which need to be
manually executed within Terminal. My installation presented the following notice.

==> Next steps:

- Run these two commands in your terminal to add Homebrew to your PATH:
(echo; echo 'eval "$(/opt/homebrew/bin/brew shellenv)"') >> /Users/ventura/.zprofile
eval "$(/opt/homebrew/bin/brew shellenv)"

This is unique to my installation, as my chosen username was "ventura" at the time. Copy any commands
presented here and paste them within the same Terminal window, executing each by striking return. Let's test
everything with a few commands.

e Dbrew doctor - This command confirms that Brew is configured properly and that all paths are set.
You should receive a notice that "Your system is ready to brew".

e Dbrew update - This command checks for any pending updates to Brew itself. You should receive a
response of "Already up to date".

e Dbrew upgrade - This command updates any installed programs. You should receive no response
since we have not installed anything.

e Dbrew analytics off - This command disables Brew's embedded analytics which monitor the
number of times an application is installed using Brew. These metrics are only used to understand how
users interact with the product, but I prefer to limit my exposure.
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You are now ready to use Brew as a software installation repository. Treat this as a replacement for the App
Store, but it does not require an Apple ID. Let's use it to install our first three applications.

Task Explorer (objective-see.com/products/taskexplorer.html): This free Mac-only application is simple yet
effective. It identifies all running processes and queries them through a service called Virus Total. If it finds a
suspicious file, it alerts you with a red flag in the lower-right corner. Clicking the flag allows you to see more
details about the potential threat. I execute this program weekly from any Mac machine I am using. If you have
picked up a virus on your host, this program should quickly identify it. However, it does not remove any
infections. For that, you will need to research any suspicious files. Install this application with the following.

brew install --cask taskexplorer

KnockKnock (objective-see.com/products/knockknock.html): Similar to the previous option, which is
maintained by the same company, this program conducts a scan of your Mac device. However, it is looking for
persistent programs which are set to launch upon boot. Since most viruses inject themselves to launch the
moment your computer starts, this program may identify threats which were missed by the previous program if
they were not running at the time. After opening this application, click the scan button and allow the process to
complete. You will receive a notification about any suspicious files. I execute this weekly along with Task
Explorer. Please note that it also only notifies you of issues, and does not remove them. Install this application
with the following Terminal command.

brew install --cask knockknock

ClamAYV (clamav.net): ClamAV (not to be confused with the unnecessary paid option of ClamXAV) is a
community-driven and open-source antivirus database, which is freely available to anyone. It usually does not
score very high on "Top 10 Antivirus" websites, which ate commonly paid advertisements. However, it is
completely free; does not run on your system non-stop; only executes when you desire; and can be completely
removed easily. Unfortunately, there is no easy software installation process, and no point-and-click application.
You will need to manually update the database through a Terminal command, then scan your system. ClamAV
does not remove any viruses by default, it only discloses the presence and location of suspicious files. In my use,
ClamAV has never found a virus which impacted a macOS computer. Instead, it has identified numerous
malicious files which target Windows machines, but were present on my system (mostly as email attachments).
This notification allowed me to manually remove those files, which could prevent future infection of my
Windows virtual machines. Remember, you may not NEED antivirus software on your OSINT macOS host,
but possessing it will allow you to defend any scrutiny if your investigation should appear in court. The following
instructions will configure macOS to be better protected. Enter the following commands, hitting "Return" after
each line, into the same Terminal application previously used.

brew install clamav

sudo mkdir /usr/local/sbin

sudo chown -R “whoami :admin /usr/local/sbin
brew link clamav

cd /opt/homebrew/etc/clamav/

cp freshclam.conf.sample freshclam.conf

sed -ie 's/"Example/#Example/g' freshclam.conf

These steps will install ClamAV; switch to the installation directory; make a copy of the configuration file; and
then modify the configuration file to allow ClamAV to function. You are now ready to update your antivirus
database and conduct a scan. Type the following commands into Terminal, striking return on your keyboard
after each line.

freshclam -v
clamscan -r -i /
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The first option will download all virus definition updates, and should be executed before each scan. The second
option conducts a scan of the entire computer, and will only prompt you with details of found viruses. While it
may appear to be dormant, it is working, and will notify you upon completion. All of these commands must be
exact. Always copy and paste them instead of manually typing from the book.

ClamAV may occasionally present a false-positive report of a virus. Do not panic. Research the file on the
internet and identify the issues. If you receive reports of malicious files within email, simply delete those
messages. Note that the above scans only SEARCH for viruses, they do not REMOVE threats. If you would
like to conduct a scan and automatically remove suspicious files, you must conduct a different command. Please
note this could be dangerous, and could permanently remove necessary files. I always run a scan, research the
threats found, and execute the following scan ONLY if I am confident the files should be removed.

clamscan -i -r --remove=yes /

I confess I do not execute ClamAV often. A full scan can take hours and is unlikely to locate threats not found
by the previous two applications. However, Task Explorer and KnockKnock do not protect against malicious
applications which target Windows environments. ClamAV may find files which are malicious even if they are
not a direct threat to your Mac computer. If you conduct government investigations, especially those which may
result in prosecution, I believe you have an obligation to possess and execute some type of traditional antivirus
software. ClamAV is a safe and reliable option. If I were still investigating federal crimes, I would conduct a
complete scan of my Mac computer with all three of these programs weekly. If nothing else, it allows me to
confirm in my report that my machine was clean.

Telemetry

Apple computers collect and send as much, if not more, telemetry as Windows machines. Apple insists this is
for your benefit and to help create a fun and efficient computer experience. If you would like to stop Apple
from collecting any details about your usage, you will need to install a software firewall application. I use a paid
program called Little Snitch, but a free option called LuLu may work just as well for your needs.

First, you should question whether you need this type of protection on an OSINT machine. As I stated
previously, I never conduct any investigations within the macOS operating system. I only rely on virtual
machines, and my activities within those machines are not seen by Apple. Since these firewall applications cannot
intercept data within the VMs we will create later, a firewall might be overkill for this situation. 1 explain more
options in my macOS privacy guide for personal macOS devices. If you do not conduct investigations within
the operating system, and rely only on virtual machines as explained throughout this guide, then I do not believe
a software firewall is as important.

VPN Configuration

Virtual Private Networks (VPNs) provide a good mix of both security and privacy by routing your internet
traffic through a secure tunnel. The tunnel goes to the VPN's server and encrypts all the data between your
device and that server. This ensures that anyone monitoring your traffic before it reaches the distant server will
not find usable, unencrypted data. Privacy is also afforded through the use of a distant server. Because your
traffic appears to be originating from the VPN's server, websites will have a more difficult time tracking you,
aggregating data on you, and pinpointing your location. While conducting OSINT research, a VPN prevents
websites from knowing your true location or company network details. If you visit your target's personal website,
you do not want that person knowing any identifiable information about the connection.

Virtual Private Networks are not a perfect anonymity solution. It is important to note that VPNs offer you
privacy, not anonymity. The best VPNs for privacy purposes are paid subscriptions with reputable providers.
There are several excellent paid VPN providers out there and I strongly recommend them over free providers.
Free providers often monetize through very questionable means, such as data aggregation. Paid VPN providers
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monetize directly by selling you a service, and reputable providers do not collect or monetize your data. Paid
providers also offer a number of options which will increase your overall privacy and security.

I currently use and recommend Proton VPN. I offer further information and the best affiliate purchase links on
my site at inteltechniques.com/vpn.html. Putrchases include unlimited use, connection to multiple devices
simultaneously, and fast speeds. I pay for my VPN with Bitcoin in an alias name, but that may be overkill for
many readers. For most readers, I recommend sticking with the standard macOS application provided by the
VPN company. These branded apps should suffice for most needs. Proton VPN can be downloaded with the
following Terminal command.

brew install --cask protonvpn

Once installed, simply provide your account credentials and launch your VPN connection. Fortunately, Proton
VPN has made their applications completely open-source. This makes it much more difficult to hide malicious
programming within them.

My VPN policy is quite simple, but my opinions about VPN companies can be complex. Any time that I am
connected to the internet from my macOS device, I am connected through my VPN. Any VMs running within
this host are also protected with the same VPN IP address. I rely on Proton VPN through their app on my
macOS device only while I am traveling. Home devices are protected through a firewall with Proton VPN, as
explained in Extreme Privacy: VPNs & Firewalls. At home, I never need to launch a VPN within my computer
itself due to the VPN firewall.

Password Manager

While you conduct your online investigations, you will likely create and maintain numerous accounts and profiles
across various services. Documenting the profile details, including passwords, for these services can be a
daunting task. A password manager provides a secure database to store all of the various settings in regard to
these profiles. My choice is KeePassXC. I believe we should all have a robust password manager on our OSINT
host machine, and not necessarily within a VM. Since we may often delete, rebuild, or export our VMs, storing
our passwords within them may be risky. If we store all passwords on the host machine which runs the VMs,
we always have access to any account.

KeePassXC is an open-source password manager that does not synchronize content to the internet. There are
many convenient online password managers which are secure and keep all of your devices ready for automated
logins. Those are great for personal security, and millions of people are safely using them. However, it is not
enough for our needs. Since you will be storing data connected to online investigations, you should protect it in
an offline solution. KeePassXC is cross-platform and free. It will work identically on Mac, Windows, or Linux.
The following installs it on macOS.

brew install --cask keepassxc
Next, conduct the following as an exercise.

e Launch KeePassXC and select "Database”" > "New Database".

e Provide a name to your new password database, such as Passwords, and click "Continue".
e  Move the encryptions settings slider completely to the right and click "Continue".

e Assign a secure password which you can remember but is not in use anywhere else.

e Click "Done" and select a safe location to store the database.

o  Close the program and verify you can open the database with your password.

You now have a secure password manager and database ready for use on your host machine. Whenever you
start using Linux virtual machines, as explained soon, all of your passwords will be available within the host, and
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the VM will store no credentials. Next, assume you are ready to change the password to your covert Facebook
profile. Navigate to the menu which allows change of password. Next, conduct the following within KeePassXC.

e Right-click within the left column and select "New Group".

e Name the group Facebook and click "OK".

e  Select the Facebook group on the left menu.

e In the right panel, right-click and select "New Entry".

e Provide the name of your covert account, username, and URL of the site.
e  Click the black dice icon to the right of the "Password" field.

e  C(lick the eyeball icon.

e Slide the password length slider to at least 40 characters.

e Copy the generated password and paste into the "Password" and "Repeat” fields.
e Change your Facebook password to this selection within your account.

e Click "OK" and save the database.

You successfully created a new, secure, randomly generated password for your covert profile. You will not
remember it, but your password manager will. Allow your password manager to generate a new random
password containing letters, numbers, and special characters. If the website you are using allows it, choose a
password length of at least 50 characters. When you need to log in, you will copy and paste from the password
manager. For each site which you change a password, your password manager will generate a new, unique string.
This way, WHEN the site you are using gets breached, the passwords collected will not work anywhere else.
More importantly, recycled passwords will not expose your true accounts after the breached data becomes
public. There should be only a handful of passwords you memorize, which brings us to the next point.

The password to open your password manager should be unique. It should be something you have never used
before. It should also contain letters, numbers, and special characters. It is vital that you never forget this
password, as it gives you access to all of the credentials that you do not know. I encourage users to write it down
in a safe place until memorized. It is vital to make a backup of your password database. When you created a new
database, you chose a name and location for the file. As you update and save this database, make a copy of the
file on an encrypted USB drive. Be sure to always have a copy somewhere safe, and not on the internet. If your
computer would completely crash, and you lose all of your data, you would also lose all of the new passwords
you have created. This would be a huge headache. Prepare for data loss now.

I no longer recommend the KeePassXC browser extension for OSINT investigations. There is nothing insecure
about it, but it requires you to copy the master database within any virtual machines unnecessarily, and technically
provides some connection from one investigation to another within the VM. This is not a huge deal, but we
should always be willing to scrutinize our strategies and become more secure investigators.

By keeping your passwords in an offline database, you eliminate this entire attack surface. By keeping your
password manager ready in your host machine, you will have immediate access to it regardless of which virtual
machine you are using during an investigation.

Summary
I will assume you now possess a sanitized macOS device ready for your investigations through a VM. Ideally,

you will never conduct any personal or investigative tasks within this environment. It will only serve as the host
for the many VMs which you will soon create.
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CHAPTER THREE

macOS VM SOFTWARE

This is where I deviate heavily from some previous editions. In the past, I relied solely on VirtualBox VM
software for all Windows, macOS, and Linux machines. While VirtualBox still works well for Windows and
Linux, it is not recommended for Apple devices. There are two reasons, and the first is Apple silicon chips. All
modern (and future) macOS machines now use Apple's own processors based on the ARM architecture.
VirtualBox does not fully support this, and maybe never will. Second, Apple's operating system security can be
a hurdle when installing VirtualBox. With almost every application update, I need to confirm that I want the
software installed; modify system security settings; and allow my system to reboot. I present a much simpler and
mote stable option for Apple devices called UTM (mac.getutm.app).

UTM is a free open-source virtualization and emulation program which allows macOS users to launch practically
any virtual system within machines which have either Intel or ARM (Apple) processors. This means it will work
with any Apple computer, regardless of the hardware. UTM employs Apple's Hypervisor virtualization
framework to run ARM operating systems on Apple Silicon at near native speeds. On Intel-based machines,
traditional x86/x64 operating systems can be virtualized. In addition, lower performance emulation is available
to run x86/x64 on Apple Silicon as well as ARM64 on Intel. This allows us practically any option desired, and
is unique to this program. Even the paid alternatives do not offer all of these features. The software relies on
QEMU, which has always been otherwise difficult to configure. I now rely solely on UTM for all VMs on my
macOS machine, and I find it to be superior to a Windows or Linux host. If you have Homebrew installed, the
following Terminal command downloads and installs UTM.

brew install --cask utm

Upon opening UTM, you have the option to "Create a New Virtual Machine". If this is ever not visible, you can
replicate the action by clicking "File" > "New" within the program's menu. Choosing this selection presents
options which may be new to readers. You can select to either "Virtualize" or "Emulate” your new VM. We
should understand the difference.

Virtualize: This process is accomplished with the help of hardware, typically the hypervisor. It virtually shares
the hardware resources of a single physical computer into multiple virtual devices by allocating dedicated
resources from the host system to the newly created virtual system. This is typically much faster than emulation
and the option we will choose for our new VM. If you have an M1, M2, or newer Apple processor, you cannot
virtualize x86/x64 operating systems, you can only virtualize ARM-based systems. Similatly, you cannot
virtualize ARM-based systems from a x86/x64 machine. When using virtualization, the operating system must
be created for the processor present within the device.

Emulate: This process is much more forgiving, but can be slow. It uses software to emulate specific hardware.
This means that the VM needs a software interpreter translating its code into the host system's language. This
eats up a lot of resources and can make things drag. Since the VM does not run on the host's physical hardware,
emulation is slower when compared to virtualization. By contrast, in virtualization, the guest system gets direct
access to the host's allocated resources, resulting in better speed. It is great to have this option, but we will not
use it within this chapter.

UTM macOS VM on macOS Host (ARM Processor)

Let's build our first VM within UTM together. If you own an Apple computer with an M1, M2, M3, or later
Apple processor, you can easily run multiple macOS virtual machines within UTM. This provides a "test" copy
of macOS for any experimentation without modifying your host operating system. I find these macOS VMs to
run almost as fast as the native host, which is quite impressive. The following applies only to Apple processors.
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First, you must download an "IPSW" file from a legitimate Apple source. I prefer to visit the following website
and download the latest "Final" IPSW file, such as UniversalMac_14.2.1_23C71_Restote.ipsw.

https://mrmacintosh.com/apple-silicon-m1-full-macos-restore-ipsw-firmware-files-database/
The full URL source of the file was as follows.

https://updates.cdn-apple.com/2023FallFCS/ fullrestores /052-22662/ECE59A41-DACC-4CA5-AB23-
FDED1A4567DE/UniversalMac_14.2.1_23C71_Restore.ipsw

Once you have the IPSW file on your machine, you are ready to continue with installation.

e TLaunch UTM and click "Create a New Virtual Machine".

e Choose "Virtualize" and then "macOS 12+".

e (lick "Browse" and select your downloaded IPSW file.

e Modify the RAM to 50 % of your current resources.

e Modify the CPU to half of the "Performance" cotes. My 10-core M1 Pro has 8 performance cores, so
I chose "4" for this option.

e Click "Continue"; specify the desired size of the drive; click "Continue", then "Save".

e Click the "Settings" icon and click the "Display" menu.

e Choose the display of your device, enabling "HiDPI".

e Click "Save" and exit the settings if necessary.

If you want a shared drive for accessing files across each version of macOS, complete the following.

e From the macOS host, open "System Settings" > "General" > "Sharing".
e Enable "File Sharing" and click the information button.

e  Click the "+" and browse to the desired shared folder.

e Click "Add" then "Done".

e In the UTM program, open the settings for the macOS VM.

e Ensure "Network" is set to "Shared Network" and click "Save".

e Inthe UTM VM settings, click the shared directory menu and select "Browse".
e  Seclect the same folder previously shared and click "Open".

e Launch the macOS VM and open Finder.

e Go to "Finder" > "Settings" > "Sidebar" and enable "Connected Servers".
e Click "Network" within Finder and double-click the host.

e (Click "Connect As..." and enter your host OS credentials.

e Enable "Remember this password..." and click "Connect".

If you want to temporarily disable internet connectivity from your host device while you configure your
operating system and firewall, conduct the following before the initial boot.

e Right-click the "Network" menu item and select "Remove".
Conduct the following to re-enable internet connectivity from the host machine.
e Select the desired VM within UTM.

e Click the "Settings" icon in the uppet-right.
e (lick "New" in the left menu and select "Network", then click "Save".

Order 0155851055 macOS VM Software 23



It is important to note that UTM uses Apple's native virtualization framework on Apple Silicon hardware.
Therefore, connections within any UTM virtual machine cannot be intercepted by a software firewall, such as
Little Snitch. This is why you never see options to block traffic from within UTM VMs. I do not have an issue
with this because I am mostly running Linux VMs within UTM which do not possess abusive telemetry.
However, you may encounter a scenario where you want to run a VM without any network connectivity to the
internet. When this occurs, conduct the previous steps.

Before launching, I recommend modification to the screen resolution. I right-clicked on my machine within
UTM and selected the Display menu item. I then changed the resolution to 3840 x 2160 and activated "HiDPI".
This substantially increased the VM resolution for my external monitor. You should play with these options
until you find the setting appropriate for your machine.

Launch your new macOS VM. You may need to confirm the installation by pressing "OK". Allow the process
to complete, which may take some time. Once complete, you have a fully-functioning macOS VM which should
be as smooth and responsive as the native host. You have the ability to copy files to and from the VM when
needed. It could be used to test software before committing on your macOS host or to conduct sensitive activity
which may be inappropriate for your daily host. I conduct many online investigations within both macOS and
Linux virtual machines.

Note that the drive for your macOS VM will be 100% full. Whatever size you set will create a file that size for
the VM. There is currently no shrinking option for macOS VMs, but we will shrink our Windows and Linux
VMs later. Let's take a look at the file we generated by creating this VM. Within UTM, right-click on your new
macOS VM and select "Show in Finder". You should be presented the Finder application which has been
navigated to the default VM storage folder within macOS, which should be the following.

/Users/[your macOS username]/Library/Containers/UTM/Data/Documents/

In my example, the single file holding all of the data within my macOS VM is called "macOS.utm" and is 68.77
GB in size. This file size will never change regardless of the actual amount of data held within the VM. This
only applies to macOS VMs, and I will show the difference with a Windows VM in a moment. Knowing how
to open this storage location will be important when I explain VM backups and archives.

UTM Windows VM on macOS Host

UTM can also host Windows VMs, but they must be based on ARM builds if you want them to load in M1 or
newer processors. This section is completely optional. I respect if some people prefer to avoid Windows
altogether. If you would like the practice, you will need an official Windows 11 ARM-based ISO installation file.
Microsoft does not make this easy, but downloading a Windows installation file is completely legal. I prefer to
use a program called CrystalFetch, which obtains Windows installation media directly from Microsoft and
converts it into the proper format. It can be installed within macOS with the following command.

brew install --cask crystalfetch

After installation, conduct the following,.

e Launch the program.

e Select "Windows 11", "Apple Silicon", and your desired language.

e Choose the desired edition (Default is fine).

e Click "Download" and accept the terms.

e Allow the download and conversions process to complete.

e When prompted, select the desired file storage location and click "Move".

You now have a Windows 11 ISO, which can be used to create a VM within UTM with the following steps.
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e  Within UTM, select "File" then "New".

e Choose "Virtualize" and then "Windows".

e  Click "Browse" and select your downloaded ISO file.

e C(Click "Continue".

e Modify the RAM to 50 % of your current resources.

e Modify the CPU to half of the "Performance" cotes. My 10-core M1 Pro has 8 performance cores, so
I chose "4" for this option.

e Click "Continue" and specify the desired size of the drive.

e C(lick "Continue" then "Save".

e Click the "Display" menu item and change the Display Card to "virtio-ramfb".

e Ensure all possible check boxes are selected.

e Click "Save" and exit the settings if necessary.

If you want a shared drive for accessing files across each OS, complete the following.

e In the UTM window, click "Browse" next to "Shared Directory".
e  Seclect the desired shared host folder and click "Open".

Launch the Windows 11 VM and press any button to install Windows 11. You can now go through the
installation process and declare you "don't have a product key". When prompted within Windows, install the
UTM Guest Tools. Once Windows 11 is successfully installed, shut the VM down and "cleatr" the installation
file from within the VM settings CD-ROM. If you have a Windows 11 license, you can apply it within the VM
once fully rebooted. If not, you can either purchase a license online or run this VM in trial mode, which will
eventually expire based on the version downloaded. If desired, you could replicate all of these steps to create a
new VM after the expiration and continue use of Windows 11 for free. You now have the UTM for macOS
basics covered. Later, we will use UTM to create the ultimate Linux OSINT VM for macOS. Next, we should
understand some advanced options within UTM.

UTM USB Connection

UTM offers simple USB device access for Windows and Linux VMs. If you are running a macOS VM within
macOS, the previous strategy of a shared folder works best. While any USB drive is attached to the host
computet, select the "USB Devices" icon in the upper-right of the UTM Windows or Linux VM window. This
presents a list of attached USB devices. You can select the USB storage device which will remove it from the
host (macOS) and allow access within the VM (Windows or Linux). Note that this transfer will likely generate a
macOS warning about removing a drive without ejecting it first, but there should be no harm in this. If you plug
in a USB device while the VM is running, it should prompt you to choose where you want it used (host or VM).

By default, UTM uses a generic USB 3.0 driver for access to external USB drives. This should work for most
purposes. On occasion, I have had to switch this to the USB 2.0 driver when inserting older USB drives. If you
encounter a USB drive which cannot be recognized by the VM, shut down the VM and go to the UTM VM
settings. Change "USB 3.0" to "USB 2.0" (or vice versa) within the "Input" tab. You can also disable USB
support entirely in this menu, but it is generally not recommended.

UTM Read-Only VM Execution

One of my favorite features of UTM is the ability to launch a VM without saving any changes. This is beneficial
when you want to test something but do not want to cause any irreversible damage to the VM. I often launch a
pristine Linux VM in a read-only environment to install new software for the first time to identify any potential
issues. Once I know I want to commit to the application, I shut down the read-only VM and relaunch it in
normal mode. Before launching any Windows or Linux VM, right-click the desired VM and select "Run without
saving changes". Any activity conducted during this session will not be preserved within the VM.
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UTM VM Exports and Clones

While a VM is shut down and the VM window is closed, you will see options within the main UTM application
for the selected VM in the upper-right. Let's focus on the "Clone selected VM" and "Share" menu options.
Clicking the clone option simply presents an option to make a full clone. This allows us to preserve our original
VM and make copies whenever we want to conduct an investigation. The share option allows us to export an
entire VM within a ".utm" file for easy archiving or sharing. The dialogue will prompt you to choose the export
location. As a reminder, you can always see the location of all VMs within UTM by navigating to the following
directory within the macOS host.

/Users/[your macOS username]/Library/Containers/UTM/Data/Documents/

If this location is not convenient, and I believe it is not, you can move your VM to any folder desired with the
"Move selected VM" option within the main windows. I keep all of mine within a dedicated folder on my macOS
host. Note that you can only move them once using the button option, and this is likely unnecessary for most
users.

UTM Snapshots

UTM offers a Terminal-based snapshot option, but it is not similar to VirtualBox's offering which will be
discussed soon. Personally, I never use UTM snapshots and always rely on clones or exportts, as previously
explained.

UTM Issues

Unlike using VirtualBox within various Windows and Linux machines, UTM within a macOS system has very
few issues. The software was designed only for macOS which reduces some of the typical cross-platform bugs.
Since it is made for Apple hardware, it seems much more fluid than other software. Once you have experienced
UTM on a macOS, you may never want to touch other options again.

UTM VM Size & Shrinking

The hard drive space of your Windows and Linux VMs will keep growing unnecessarily. When you make changes
within the VM, all of the data is somewhat preserved, even deleted content. Fortunately, UTM makes the
shrinking process easy. While a Windows or Linux VM is shut down, select it within the main UTM window.
Go to the Settings for that VM and select the IDE drive of your operating system within the left menu. Click
the "Reclaim Space" button and confirm the option. You will see the size decrease if free space was available. 1
do this after every major update to any Windows or Linux VM.

UTM VPN Issues

Several readers have reported that using the macOS Proton VPN application in "Kill Switch" mode blocks all
internet to a VM. I was able to replicate this, and now recommend disabling "Kill Switch" mode in the Proton
VPN host application while using a UTM VM.

Summary

I currently rely on a 2021 MacBook Pro (M1) for all of my online investigations. I only use virtual machines
within UTM and possess no other virtualization software on my machine. I simply find UTM to be much more
stable than the equivalents for other operating systems. I can quickly launch multiple Linux, Windows, and
macOS VMs for my OSINT needs. A Linux VM boots in less than 10 seconds; a Windows VM in less than 19
seconds; and macOS VMs somehow boot in only 6 seconds. I can easily test software and customizations
without much of a time commitment. We will create our ultimate Linux machine soon.
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CHAPTER FOUR

LINUX HOST OPTIMIZATION

I suspect very few readers possess a Linux host machine for their OSINT investigations, but I find it much more
reliable than Windows. Of macOS, Linux, and Windows, a Linux host running a Linux VM will present the
fewest software errors. Consider some recommendations for Linux machines.

Complete System Wipe

Most Linux systems have an embedded reset function, but I never use them. Whenever I want to reinstall a
Linux operating system, I do so from a bootable USB drive which contains Ventoy. Ventoy allows you to place
various Linux ISO files at the root of a USB drive and boot to it. After boot, you can select which OS you want
to execute or install. The Ventoy downloads page presents options for Windows, Linux, or a live ISO. These
likely forward to https://github.com/ventoy/Ventoy/releases. The following will create your own Ventoy
bootable USB drive.

e  Download the Linux version, titled similatly to "ventoy-1.0.79-linux.tar. gz".

e Decompress the file, which should present a folder similar to "ventoy-1.0.79".

e Open Terminal and navigate to the directory of the folder.

e Execute"./VentoyGUI.x86 64" in Terminal

e This should present the Ventoy installation application.

e Choose the desired USB device and click "Install", then confirm when prompted.

Note that this will overwrite all data on the device. Your Ventoy boot device is now ready for use, but it does
not contain any bootable operating systems. This is where Ventoy excels. Instead of manually configuring
multiple systems for boot, you only need to possess the bootable I1SO files for any systems desired. The drive
has an ExFat formatted partition which can hold any type of data. This means we can use it as a storage drive
and multi-boot drive. I downloaded all of the ISO files for the various systems which 1 may need, such as
Debian, and then re-titled the files to match my desired display. 1 then inserted this new drive within my
computer and rebooted. I was sure to select the proper USB boot option within the BIOS (Basic Input / Output
System). I could then select any of the downloaded operating systems and each would boot as if I had inserted
a dedicated USB boot device. The files will appear exactly as the file names on the drive. The remainder of the
drive can be used to store any data desired. Only available bootable Linux and Windows systems will display
within the Ventoy boot screen. This makes it easy to install or re-install a Linux operating system.

I use a SanDisk Extreme Portable 1TB USB SSD (https://amzn.to/3BLIHwd). It loads live systems without
any delay or stuttering, and installs new systems in a flash. It also allows me to use the remaining 95% of the
drive for fast file transfer. Once you are accustomed to the speed of a fast USB SSD for booting and installation
of Linux systems, you can never go back to slow flash drives. Today, I keep my multi-boot with me at all times.
Often, I forget that booting is the main purpose since I also use it to transfer large files. The best-case scenario
is that you will never need it. If you do, you will be glad you made these efforts.

Antivirus & Antimalware

Much like the Apple section, I recommend possessing ClamAV on your Linux OSINT host for the same
reasons. If your OSINT work should ever be scrutinized in court, the opposing counsel may raise concern over
the lack of antivirus protection. This attorney will know nothing about Linux system security, but neither will
the judge or the jury. This is more about "checking the boxes" of a secure machine and less about the protection
from Linux-targeted viruses. It is easier to simply testify that you possess security software and confirm that
scans are run on a schedule than to explain why your Linux machine does not need antivirus software. You are
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always more likely to identify viruses which target Windows machines than Linux, but this is the game we play.
These could be attachments within email messages which are not a threat to your Linux installation, but should
still be removed. The following commands within Terminal installs ClamAV.

sudo apt update
sudo apt install -y clamav clamav-daemon

You are now ready to update your antivirus database and conduct a scan. Type the following commands into
Terminal to stop the service, update the database, and restart the service.

sudo systemctl stop clamav-freshclam
sudo freshclam
sudo systemctl start clamav-freshclam

These commands download all virus definition updates and should be executed before each scan. We now have
two options for a scan of our entire drive. The first scans your data and notifies you of potential viruses.
However, it does not remove any files. I always execute this option first. The second command repeats the scan
while deleting any infected files.

clamscan -r -i /
clamscan -r -i --remove=yes /

ClamAV may occasionally present a false-positive report of a virus. Research the file on the internet and identify
the issues. If you receive reports of malicious files within email, simply delete those messages.

Telemetry

Most Linux machines collect very little telemetry and allow us to easily prevent data from being sent from our
machine. Your Linux host may have telemetry enabled. During installation, Ubuntu presents options to disable
common telemetry, but let's assume Ubuntu users did not modify the proper settings. The following commands
disable telemetry within Ubuntu, and there is no harm executing these if using another system.

sudo apt purge -y apport apport-symptoms ubuntu-report whoopsie
sudo apt autoremove -y

System Cleaner
I recommend BleachBit as my weekly Linux system cleaner. Type the following to install the application.
sudo apt install bleachbit

Clicking the nine dots in the Dock will present two BleachBit applications. The second icon executes the
software with administrative privileges and is the option I choose. Upon first launch, click "Close" to accept
default configuration. Select every option except the "Free disk space” feature. Click "Preview" to see a report
of recommended cleaning. Click "Clean" to execute the process. I run this program weekly.

Full-Disk Encryption

Much like the macOS section, I always recommend full-disk encryption within any Linux host (but not Linux
VMs). Some Linux operating systems, such as Pop!_OS, make this easy and the default setting during installation.
Other systems, such as Ubuntu, make this option easy during installation, but you must change the default
setting. If you plan to re-install Ubuntu as your host operating system, this is a great time to make sure the full
disk is encrypted. Again, this only applies to a host computer running Linux, not a Linux VM. Every Linux
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system is unique, but Ubuntu presents an "Advanced Features" option during the installation process which
allows you to "Use LVM with the new Ubuntu installation" and "Encrypt the new Ubuntu installation for
security”. This then presents an option to generate the password for the disk encryption. Always follow the
recommendations for your chosen Linux host.

VPN Configuration

Virtual Private Networks (VPNs) provide a good mix of both security and privacy by routing your internet
traffic through a secure tunnel. The tunnel goes to the VPN's server and encrypts all the data between your
device and that server. This ensures that anyone monitoring your traffic before it reaches the distant server will
not find usable, unencrypted data. Privacy is also afforded through the use of a distant server. Because your
traffic appears to be originating from the VPN's server, websites will have a more difficult time tracking you,
aggregating data on you, and pinpointing your location. While conducting OSINT research, a VPN prevents
websites from knowing your true location or company network details. If you visit your target's personal website,
you do not want that person knowing any identifiable information about the connection.

Virtual Private Networks are not a perfect anonymity solution. It is important to note that VPNs offer you
ptivacy, not anonymity. I currently use and recommend Proton VPN. Go to inteltechniques.com/vpn.html
for further information and the best affiliate purchase links. Purchases include unlimited use, connection to
multiple devices simultaneously, and fast speeds. I pay for my VPN with Bitcoin in an alias name, but that may
be overkill for many readers. For most readers, I recommend sticking with the standard Linux application
provided by the VPN company. These branded apps should suffice for most needs. Proton VPN can be
downloaded by following their official instructions online at https://protonvpn.com/support/official-linux-
vpn-debian. Once installed, simply provide your account credentials and launch your VPN connection.
Fortunately, Proton VPN has made their applications completely open-source. This makes it much more
difficult to hide malicious programming within them.

My VPN policy is quite simple, but my opinions about VPN companies can be complex. Any time that I am
connected to the internet from my Linux device, I am connected through my VPN. Any VMs running within
this host are also protected with the same VPN IP address. I rely on Proton VPN through their app on my
Linux device only while I am traveling. Home devices are protected through a firewall with Proton VPN, as
explained in Extreme Privacy: VPNs & Firewalls. At home, I never need to launch a VPN within my computer
itself due to the VPN firewall.

Password Manager

While you conduct your online investigations, you will likely create and maintain numerous accounts and profiles
across various services. Documenting the profile details, including passwords, for these services can be a
daunting task. A password manager provides a secure database to store all of the various settings in regard to
these profiles. My choice is KeePassXC. I believe we should all have a robust password manager on our OSINT
host machine, and not necessarily within a VM. Since we may often delete, rebuild, or export our VMs, storing
our passwords within them may be risky. If we store all passwords on the host machine which runs the VMs,
we always have access to any account.

KeePassXC is an open-source password manager that does not synchronize content to the internet. There are
many convenient online password managers which are secure and keep all of your devices ready for automated
logins. Those are great for personal security, and millions of people are safely using them. However, it is not
enough for our needs. Since you will be storing data connected to online investigations, you should protect it in
an offline solution. KeePassXC is cross-platform and free. It will work identically on Mac, Windows, or Linux.
If you are running any Debian-based distribution, the following commands will install it.

sudo add-apt-repository ppa:phoerious/keepassxc
sudo apt update && sudo apt install keepassxc
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Next, conduct the following as an exercise.

e Launch KeePassXC and select "Database”" > "New Database".

e Provide a name to your new password database, such as Passwords, and click "Continue".
e Move the encryption settings slider completely to the right and click "Continue".

e Assign a secure password which you can remember but is not in use anywhere else.

e Click "Done" and select a safe location to store the database.

o  Close the program and verify you can open the database with your password.

You now have a secure password manager and database ready for use on your host machine. Whenever you
start using Linux virtual machines, as explained soon, all of your passwords will be available within the host, and
the VM will store no credentials. Next, assume you are ready to change the password to your covert Facebook
profile. Navigate to the menu which allows change of password. Next, conduct the following within KeePassXC.

e Right-click within the left column and select "New Group".

e Name the group Facebook and click "OK".

e  Select the Facebook group on the left menu.

e In the right panel, right-click and select "New Entry".

e Provide the name of your covert account, username, and URL of the site.
e  Click the black dice icon to the right of the "Password" field.

e  (lick the eyeball icon underneath the black dice icon.

e Slide the password length slider to at least 40 characters.

e Apply the generated password.

e Change your Facebook password to this selection within your account.
e Click "OK" and save the database.

You successfully created a new, secure, randomly generated password for your covert profile. You will not
remember it, but your password manager will. Allow your password manager to generate a new random
password containing letters, numbers, and special characters. If the website you are using allows it, choose a
password length of at least 50 characters. When you need to log in, you will copy and paste from the password
manager. For each site which you change a password, your password manager will generate a new, unique string.
This way, WHEN the site you are using gets breached, the passwords collected will not work anywhere else.
More importantly, recycled passwords will not expose your true accounts after the breached data becomes
public. There should be only a handful of passwords you memorize, which brings us to the next point.

The password to open your password manager should be unique. It should be something you have never used
before. It should also contain letters, numbers, and special characters. It is vital that you never forget this
password, as it gives you access to all of the credentials that you do not know. I encourage users to write it down
in a safe place until memorized. It is vital to make a backup of your password database. When you created a new
database, you chose a name and location for the file. As you update and save this database, make a copy of the
file on an encrypted USB drive. Be sure to always have a copy somewhere safe, and not on the internet. If your
computer would completely crash, and you lose all of your data, you would also lose all of the new passwords
you have created. This would be a huge headache. Prepare for data loss now.

I no longer recommend the KeePassXC browser extension for OSINT investigations. There is nothing insecure
about it, but it requires you to copy the master database within any virtual machines unnecessarily, and technically
provides some connection from one investigation to another within the VM. This is not a huge deal, but we
should always be willing to scrutinize our strategies and become more secure investigators.

By keeping your passwords in an offline database, you eliminate this entire attack surface. By keeping your
password manager ready in your host machine, you will have immediate access to it regardless of which virtual
machine you are using during an investigation.
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CHAPTER FIVE

LINUX VM SOFTWARE

For Linux hosts, I still recommend VirtualBox (virtualbox.org) for VM creation and execution. 1 will first
explain how to install the application and then ways to configure a virtual machine. VirtualBox installation
instructions can be found at virtualbox.org but are not usually straightforward. The default steps will install an
outdated version on most machines. At the time of this writing, the following Terminal commands installed
VirtualBox 7 on a Linux host.

wget -O- https://www.virtualbox.org/download/oracle vbox 2016.asc |
sudo gpg --dearmor --yes --output /usr/share/keyrings/oracle-
virtualbox-2016.gpg

echo "deb [arch=amd64 signed-by=/usr/share/keyrings/oracle-virtualbox-
2016.gpg] http://download.virtualbox.org/virtualbox/debian
$(lsb_release -cs) contrib" | sudo tee
/etc/apt/sources.list.d/virtualbox.list

sudo apt update
sudo apt install virtualbox-7.0
sudo apt upgrade

Install the VirtualBox Extension Pack with the following steps.

e Download "Extension Pack" at https://www.virtualbox.otg/wiki/Downloads.
e TLaunch VirtualBox and select "File" > "Tools" > "Extension Pack Manager".
o  (Click "Install" and select the downloaded file.

VirtualBox should update through your standard Linux update processes whenever a new version is available.
You should be prompted to download a new Extension Pack after an updated version is launched. If you ever
receive an error about a mismatch in software, repeat the above steps to install the latest Extension Pack. While
VirtualBox is free for personal use, make sure you or your organization meets the requirements for usage of the
software, especially the free Extension Pack license. You will receive a notice within Terminal asking you to
verify that you have read the requirements. Striking "Tab" then "Entet" on the keyboard acknowledges the first
screen, and striking the left arrow then "Enter" completes the second.

The only requirement for VirtualBox to function is a computer that supports virtualization. Any modern
Windows or Linux host should work without any modification. Most mid-range and high-end computers made
within the past five years should have no problem, but may require you to enable virtualization support in the
BIOS during startup. Netbooks, older machines, and cheap low-end computers will likely give you problems. If
you are in doubt about meeting this requirement, search for your model of computer followed by "virtualization"
and you should find the answers. The rest of this section will assume that your Linux host computer meets this
requirement and now possesses VirtualBox.

VirtualBox Windows VM on Linux Host

This section is completely optional. I respect if some people prefer to avoid Windows altogether. If you
would like the practice, begin by installing Windows 11 within VirtualBox on a Linux host computer. We will
not use this for OSINT investigations, but it is a good primer on the process. This will help when we create our
ultimate Linux OSINT VM later. It can also be a good idea to maintain a Windows VM on a Linux host if you
need to run Windows software. Conduct the following to download the installation file.
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Microsoft often blocks VPN connections from this process. 1 had to use a dedicated VPN IP address to
complete the download (as explained in Extreme Privacy: VPNs & Firewalls). You could also download it from
public Wi-Fi if your home connection is behind a VPN. Once you have the file downloaded, conduct the
following within VirtualBox. Some versions of VirtualBox may present these options in a different order

Navigate to https://www.microsoft.com/software-download/windows11.

Choose "Windows 11..." under the "Download Windows 11 Disk Image(ISO)" section.
Click "Download Now", select the desired language when presented, and click "Confirm".
Click the "64-bit Download" button.

with slight changes to the wording.

Click "Machine" then "New" in the menu.

Enter a name, such as "Windows11".

Click the drop-down under "ISO Image"; click "Other"; and select the Windows ISO file.
Choose the "Edition" as "Windows 11 Pro" (if not already selected).

Choose the "Type" of "Microsoft Windows" (if not already selected).

Choose the "Version" of "Windows 11 64-bit" (if not already selected).

Select the "Skip Unattended Installation" and click "Next".

Choose a memory size of half of your system's memory.

Change the "Processor(s)" to half of the available CPUs.

Deselect "Enable EFI" and click "Next".

Choose the maximum desired size of your VM (150GB) and click "Next" then "Finish".
Click "Settings" for this new VM.

Click the "Advanced" tab and enable "Bidirectional", "Shared Clipboard" and "Drag n' Drop".
Click "Shared Folders" in the left menu and click the "Plus" icon to the right.

Under "Folder Path", click the drop-down and select "Other".

Choose the Downloads folder and click "Open".

Enable the "Auto-mount” option and click "OK".

Click "OK" to save all changes and close the settings.

Click the "Start" option and press any key if prompted.

If presented, click the white icon next to any VirtualBox pop-ups to eliminate them.

If the screen is too small, click "View" in the VirtualBox menu and select "Virtual Screen 1" > "Scale

to 200%". Most users will not need to do this.

In the Windows installation screen, click "Next".

When you see "Install Now", press Shift and F10 simultaneously (FN+Shift+F10 on Apple).
Enter "regedit" and strike Enter.

Navigate to Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup.
Right-click on the Setup folder, click "New" then "Key".

Name the new key "LabConfig" and press Enter (Right-click and Edit is necessary).
In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassSecureBootCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassTPMCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassCPUCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassRAMCheck" and press "Enter".
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e Double-click this new entry and change the value to "1", then click "OK".

e Close the Registry Editor and Command Prompt, then click "Install Now".

e  When prompted, choose "I don't have a product key".

e Seclect the "Windows 11 Pro" version of Windows 11 and click "Next".

e Accept any license terms and then choose the custom installation option.

e Seclect the default drive and click "Next".

e Allow the installation to finish and restart.

e Choose the desired location and keyboard layout, skipping additional layouts.

e  Skip the naming option and choose the option for use with work or school.

e Choose "Sign-in Options".

e Choose the option to connect to a "Domain".

e Provide a username and password, then confirm the password.

e Choose three security questions and provide your desired answers.

e Disable all options in the privacy settings, then click "Next" and "Accept".

e Allow the final process to complete.

e Click "Devices" in the VirtualBox menu and select "Insert Guest Additions CD Image".
e If required, click "Download" and "Insert".

e Open Windows Explorer and select the "CD Drive".

e Double-click "VBoxWindowsAdditions", click "Yes", "Next", "Next", then "Install".
e Click "Finish" and allow a reboot (end any hung applications if necessary).

e Enter your password to log into Windows (ignore any errors).

e Shut down the VM and enter the Settings menu.

e Select the Storage option and click VBoxGuestAdditions "CD".

e  Click the blue CD icon to the right, remove the disc, and click "OK".

o  Within Terminal in Linux, execute "sudo gpasswd —-a SUSER vboxusers".

This may have seemed exhausting for a simple Windows installation. Many of these steps were required because
Windows 11 now conducts numerous checks to see if your computer should have the privilege of possessing its
software. The registry modifications eliminate these checks since Microsoft would otherwise block the VM
installation without these settings. We also had to choose specific options to avoid a mandatory Microsoft online
account. These are yet more reasons I avoid Microsoft Windows. When we build our ultimate OSINT Linux
VM, this process will be much simpler.

You now have a fully functioning and legal Windows 11 VM at your disposal. You can resize the window as
desired and install any Windows applications. This is a trial, and the trial will eventually expire. When it does,
you could replicate these steps to generate a new machine. Surprisingly, this is allowed and encouraged from
Microsoft. You may notice branding within the desktop advising it is a trial. If that bothers you, you must acquire
a license and install from traditional media. This method is the easiest option to possess a legal copy of Windows
within a VM at no cost.

VirtualBox USB Connection

VirtualBox offers USB device access for Windows and Linux VMs, but this requires some configuration.
Navigate to the settings for your desired VM and select the "USB" option in the left menu. Click the first blue
icon to the right to create a new filter, and click "OK". Start the VM and allow it to completely boot. While any
USB drive is attached to the Linux host computer, select the "Devices" VirtualBox menu item and highlight
"USB". This will allow you to select the USB drive within the host to access within the VM.

By default, VirtualBox uses a generic USB 3.0 driver for access to external USB drives. This should work for
most purposes. On occasion, I have had to switch this to the USB 2.0 driver when inserting older USB drives.
If you encounter a USB drive which cannot be recognized by the VM, shut down the VM and go to the
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VirtualBox VM settings. Change "USB 3.0" to "USB 2.0" (or vice versa) within the "USB" tab. You can also
disable USB support entirely in this menu, but it is generally not recommended.

VirtualBox Exports

If you ever want to preserve a specific state of a VM within VirtualBox, you can export an entire session. This
may be important if you are preserving your work environment for court purposes. When I am conducting an
investigation that may go to trial, or discovery of evidence will be required, I make an exact copy of the operating
system used during the investigation. This can be completed a couple of different ways.

The simplest route is to copy the entire folder of a desired VM. You can right-click on any VM while it is shut
down and select "Show in File Manager". You could then copy this folder to an external drive or other location.
This does not require any export or creation of a new file. You could also export the entire VM into a single file.
This is the method I prefer. While the VM is shut down, select "File" > "Export Appliance" within VirtualBox.
Select your VM and click "Next", "Next", then "Finish". This will create a new file within your Documents
folder which can later be imported into any instance of VirtualBox.

At the end of my OSINT work on a case, I shut down the machine and export it to a file. This file can be
imported later and examined by anyone else who has a copy. The exported file is added to my digital evidence
on an external drive. I now know that I can defend any scrutiny by recreating the exact environment during the
original examination.

VirtualBox Clones

Once you have a VM configured and ready for use, you may want to clone it and work from the copy. This way,
the original VM stays uncontaminated. We will discuss this much more later when we build our ultimate OSINT
VM. For now, let's conduct an example with the Windows 11 VM we just built. Conduct the following,.

¢ Right-click on the Windows VM and select "Clone".
e Provide a name such as "Windows11Clone", click "Next", and click "Clone".

You now have two identical VMs, each in their own data folders. If you were to work within the cloned copy
and do any damage, you still have the original VM in a perfect state. For clarity, consider my routine for every
OSINT investigation I conduct, which takes advantage of the "Clone" option within VirtualBox.

e Launch the Original VM weekly to apply updates or global changes, then close the VM.
e In the VirtualBox menu, right-click on the Original VM and select "Clone".
e Create a new name such as Case #19-87445 and click "Continue" (ot "Next") then "Finish".

This creates an identical copy of the VM ready for your investigation. You have no worries of contaminating
your original VM. You can keep this clone available for as long as needed while you continue to work within
several investigations. You can export the clone in order to preserve evidence, or delete it when finished. Neither
action touches the original copy. It is similar to possessing a new computer for every case and having all of them
at your disposal whenever you want to jump back into an investigation.

VirtualBox Snapshots

A great feature of virtual machines is the use of Snapshots. These "frozen" moments in time allow you to revert
to an original configuration or preserve an optimal setup. Most users install the virtual machine as previously
detailed, and then immediately create a snapshot of the unused environment. When your virtual machine
eventually becomes contaminated with remnants of other investigations, or you accidentally remove or break a
feature, you can simply revert to the previously created snapshot and eliminate the need to ever reinstall.
Consider how you might use snapshots, as detailed in the following example.
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e After creation of your new virtual machine, apply all updates.

e Completely shut down the machine.

e  (lick the three lines menu next to the VM and select Snapshots.

e  Click the "Take" button and name the Snapshot, such as today's date, and click "OK".

You could now start this machine and download every virus known. You could then shut it down and return to
the Snapshots menu. Clicking on the Snapshot and selecting "Restore" would wipe out all of the activity which
had occurred since the snapshot was taken, and would allow you to boot to your original clean environment.
Clicking "Delete" would remove the Snapshot and prevent you from ever going back to the pristine state (not
recommended). Today, I rarely use snapshots, as I believe they are prone to user error. I much prefer cloned
machines or exports. Clones require more overall disk space, but provide a greater level of usability between
investigations. Snapshots will also generate more wasted space, especially if you create many within one VM.

VirtualBox VM Size & Shrinking

The hard drive space of your Windows and Linux VMs will keep growing unnecessarily. When you make changes
within the VM, all of the data is somewhat preserved, even deleted content. Unfortunately, VirtualBox does not
make the shrinking process as easy as UTM for macOS. To replicate, we will take a few steps within the Windows
VM (Linux VMs will be explained later).

e Remove any undesired files and empty the trash.

e Search within Windows for "Defrag" and open the Drive Optimization program.
e Choose your C Drive and click "Optimize".

e Secarch for, and execute "Command Prompt".

e Execute the following command:
curl https://download.sysinternals.com/files/SDelete.zip -o SDelete.zip

e Execute the following command: tar -xf SDelete.zip
e Execute the following command: sdelete64.exe c: -z
e Accept any terms and shut down the Windows VM when process is complete.

This procedure technically filled your VM completely with blank space, which may not sound ideal. With the
VM turned off, open Terminal within the Linux host and navigate to the folder containing the VM file you want
to shrink. For my test machine, this was the following (replace "osint" with your host name).

cd '/home/osint/VirtualBox VMs/Windowsl1l'

You must then execute a Terminal command which compacts the "vdi" file within the VM folder. For me, the
command was the following.

VBoxManage modifymedium disk Windowsll.vdi --compact

You will see the size decrease if free space was available. I do this after every major update to any Windows or
Linux VM, but this will become more important once we have created our ultimate OSINT VM later.

VirtualBox Issues
I wish I could say that every reader will be able to easily build virtual machines on any computer. This is simply

not the case. While most computers are capable of virtual machine usage, many demand slight modifications in
order to allow virtualization. Let's take a look at one of the most common errors presented by VirtualBox.
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VT-x is Disabled: Any version of this error is the most common reason your VMs will not start. This indicates
that the processor of your computer either does not support virtualization or the feature is not enabled. The fix
for this varies by brand of machine and processor. Immediately after the computer is turned on, before the
operating system starts, enter the BIOS of the machine. This is usually accomplished by pressing delete, F2, F10,
or another designated key right away until a BIOS menu appears. Once in the BIOS, you can navigate through
the menu via keyboard. With many Intel processots, you can open the "Advanced" tab and set the "Virtualization
(VT-x)" to "Enable". For AMD processors, open the "M.IT." tab, "Advanced Frequency" settings, "Advanced
Core" settings, and then set the "SVM Mode" to "Enable". If none of these options appear, conduct an online
search of the model of your computer followed by "virtualization" for instructions.

VirtualBox Displays: Some users have reported the inability to resize VM windows within VirtualBox and see
the "Auto-resize Guest Display" menu option greyed out. The following commands within Terminal of the
Linux VM should repair this issue. There is no harm running these if you are unsure.

sudo apt update

sudo apt install -y build-essential dkms gcc make perl
sudo rcvboxadd setup

reboot

VMWare Workstation Pro Windows VM on Linux Host

The previous tutorials all rely on VirtualBox as our VM software. VirtualBox is not without flaws. Many users
become frustrated and seek other VM clients. While I prefer VirtualBox due to its open-source nature, I respect
that others may want something a bit more polished. I recommend most readers also possess VMWare
Workstation Pro. VMWare now offers the fully-functioning Workstation Pro software for personal use, but
requires corporations and other entities to obtain a commercial license. Make sure you understand your own
requirements. This section is also completely optional. I respect if some people prefer to avoid Windows
altogether. If you would like the practice, consider the following.

First, determine if you already have the required software. If you possess the deprecated VMWare Workstation
Player, launch it and see if it prompts you to upgrade to the full Workstation Pro version. If so, allow this to
complete. If there are errors, which is common, uninstall the deprecated Player version with the following
Terminal command then install from scratch.

vmware-installer -u vmware-player

VMWare Workstation Pro can be installed with the following steps, which bypass the need to create an online
account with them.

e Navigate to https://www.techspot.com/downloads/189-vmware-workstation-for-windows.html.

e Click "Workstation Linux" and download the file.

e  Within Terminal, navigate to your downloads with cd Downloads.

e Type "chmod +X VM" and then strike the tab key, then Enter.

e Type"sudo ./VM" and then strike the tab key, then Enter.

e Launch VMWare Workstation Pro; accept the terms and license; accept updates on startup; decline the
"Customer Experience"; and choose the personal use option (if you qualify).

Some report errors about module installation when executing the program. The following should resolve.

git clone https://github.com/mkubecek/vmware-host-modules
cd vmware-host-modules

git checkout workstation-17.5.1

sudo make ; sudo make install
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Let's replicate the previous tutorial from installing Windows 11 into VirtualBox, with modifications which are
appropriate to VMWare Workstation Pro.

o Click "File", then "New Virtual Machine" in the menu.

e Seclect the "Typical" option.

e  Seclect "Installer disc image file ISO)" and select the installation file previously downloaded.

e C(lick "Next" and enter a name, such as "Windows11", then click "Next".

e Enter and confirm a "TPM" password to bypass Windows restrictions and click "Next".

e Choose the maximum size of your drive and select "Store Virtual Disk as a single file".

e Click "Next" and then the "Customize Hardware" button.

e Choose a memory size of half of your system's memory.

e Change the "Processor(s)" to half of the available CPUs.

e Click "Close" then "Finish".

e  Click within the VM and press any key when prompted. You may need to click several times after a few
restarts until the process is more streamlined.

e In the Windows installation screen, click "Next" then "Install Now".

e  When prompted, choose "I don't have a product key".

e Seclect the "Windows 11 Pro" version of Windows 11 and click "Next".

e Accept any license terms and choose the custom installation option.

e Select the default drive and click "Next".

e Allow the installation to finish and restart.

e  Choose the desired location and keyboard layout, skipping additional layouts.

e  Skip the naming option and choose the option for use with work or school.

e Choose "Sign-in Options".

e Choose the option to connect to a "Domain".

e Provide a username and password, then confirm the password.

e Choose three security questions and provide your desired answers.

e Disable all options in the privacy settings, then click "Next" and "Accept".

e Allow the final process to complete.

e  Click "Virtual Machine" in the VMWare menu and select "Install VMWare Tools".

e Click "Install"; select the notification of a new drive in Windows, and click "Run Setup.exe".

e If you are not prompted to run the setup file, launch it from the CD Drive.

e Accept the default options and install the software.

e Click "Finish" and allow a reboot (end any hung applications if necessary).

e Enter your password to log into Windows (ignore any errors).

That was quite simpler than the VirtualBox tutorial. VMWare allowed us to bypass some of the Windows
restrictions without registry modification and the overall configuration was more straight-forward. So, what is
the catch? File sharing within VMWare Workstation Pro is difficult and often fails. Overall, I believe you should
have both programs installed within your Windows or Linux host. Only you can decide which client is better
for your needs.

VirtualBox & VMWare Workstation Pro VPN Issues

Several readers have reported that using the Linux Proton VPN application in "Kill Switch" mode blocks all
internet to a VM. I was able to replicate this, and now recommend disabling "Kill Switch" mode in the Proton
VPN host application while using a VirtualBox or VMWare Workstation Pro VM.

Summary

Hopefully, you now have VirtualBox and VMWare Workstation Pro installed and configured within your Linux
host. We will rely on these later when we build our ultimate OSINT VM.
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CHAPTER SIX

WINDOWS HOST OPTIMIZATION

Most readers will possess a Windows-based computer. This is my least favorite option for this type of work, but
we must all deal with any limitations presented by our employers or our own comfort within an operating system.
I was a dedicated Windows user from 3.11 to 7, but transitioned away when 10 hit the scene. If your host
computer has a Windows operating system, there are several things to consider. First, which version do you
have and does it receive vital system security patches? As I write this, I still believe Windows 10 is the best
version to possess, but its days are numbered. It will be supported with updates throughout October of 2025.
At that time, one will be forced to move to Windows 11 or whatever Windows 12 will look like in the future.
Currently, Windows 11 is the most recent version and the option likely included with a new computer. Therefore,
I will assume it is the version Windows users will possess. Let's start with an optional complete wipe of the
system.

Complete System Wipe

First and foremost, backup any important data. Connect an external drive via USB and copy any documents,
configuration files, and media which will be removed when you reformat the machine. Common locations
include the Desktop, Downloads, and Documents folders within the home folder of the current user. Double
check that you have everything you need, because the next step is to remove all data from the drive. Most
modern Windows computers possess a hidden "restore" partition. To factory reset Windows 11, search "reset"
and then select the option to go to "Reset this PC". If desired, choose the option to remove everything and
follow the prompts. The result will be a new operating system free of any previous contamination. If you do not
have this option, or possess an older Windows operating system, you will need the original installation media or
a restore CD from the manufacturer. Upon boot, refuse any requests to create a Microsoft account, and only
provide the necessary information to log in to Windows, such as a vague username and password. I prefer to
eliminate any internet connection to this machine before I conduct this activity. This usually prevents Microsoft
from demanding an online account. You may want to visit the previous tutorial for installing Windows 11 to a
VM within Linux for tips to avoid creating an account. You may want to revisit the tutorial in the previous
chapter for installing Windows 11 to a VM within Linux for more tips.

Antivirus & Antimalware

There are a dozen popular antivirus companies that will provide a free Windows antivirus solution. For most
Windows users, I simply recommend to use Microsoft's products. Users of Windows 10 and 11 should use the
default Windows Defender included with their installation. Privacy enthusiasts will disagree with this advice, and
I understand their stance. Microsoft products tend to collect your computer usage history and analyze the data.
Unfortunately, their core operating systems also do this, and it is difficult to disable long term. Therefore, I
believe that Windows users are already disclosing sensitive information to Microsoft. Using their antivirus
solutions will not likely enhance the data being collected. I believe that a Windows OSINT host machine should
only be used to execute Linux VMs. If that is the scenario for you, then the default Microsoft Defender is
sufficient. I no longer recommend additional security softwate. Let's make sure you have the latest security
patches with the following steps.

e  Click the task bar and search "defender”, then open the "Windows Security" application.
e  Click the shield tab and select "Protection Updates", then click "Check for Updates".

e Apply any pending updates.

o  Click the task bar and search "updates”, then open the "Check for Updates" application.
e Apply any pending updates.
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Telemetry

Microsoft's Telemetry service continuously collects the following data, plus numerous additional details, sending
it to their corporate servers in Seattle.

e Typed text on keyboard and microphone transmissions

e Index of all media files on your computer

e  Webcam data and browsing history

e Search history and location activity

e Health activity collected by HealthVault, Microsoft Band, and other trackers
e  Privacy settings across Microsoft application ecosystem

This data would make it very easy to identify you, your location, and all online activity. Microsoft claims this
collection of data is only to enhance your experience. I find this invasive, and I will present options to disable
much of the data collection. I strongly advise users to attempt to minimize the amount of data Microsoft collects
about your computer usage. I already explained a few options during the installation process, but there is much
morte content which needs blocked. There are many free utilities which assist with this, but I have found O&O
Shut Up 10++ to be the most effective and current. Download the latest version at https://www.oo0-
softwate.com/en/shutup10 then install and launch the software. You will see many individual options which
can be enabled or disabled. A red icon indicates that feature is disabled while green indicates enabled. The
wording can be murky. In general, anything red indicates that data about that topic is being sent to Microsoft
while green indicates the service is blocked.

As an example, one option states "Disable suggestions in the timeline". The default option is disabled (red).
Switching to green tells us that this threat is disabled, and we are protected. You can ignore any warnings about
restore points. Some may want to play with each individual setting. Most choose a pre-determined level of
ptivacy. In the "Actions" option at the top, you will see three categories of "Recommended"”, "Recommended
and somewhat recommended", and "Apply all settings". The first option is very safe and applies normal blocking
such as disabling advertisement IDs. The second option is a bit stricter and blocks everything except automatic
Windows updates, Windows Defender, and OneDrive. The last option blocks everything possible.

My preference is to select the "Recommended and somewhat recommended” option, and then enable the
"Disable sending URLSs from apps to Windows Store" (Current User) and "Disable Microsoft OneDrive" (Local
Machine) options. This leaves updates and Defender running, which are vital to the overall security of your
machine. After you have made your selections, close the program and allow Windows to reboot. Open the
application again to make sure your desired settings were maintained. Every time you update the Windows
operating system, take a look to see if you need to re-enable your choices here. If you ever have troubles because
of your level of protection, you can reverse these changes any time from within the application.

System Cleaner

In some previous books, I recommended a cleaning application called CCleaner. 1 no longer use this product
because of some unethical practices of its owner Piriform. Some versions of CCleaner contain Ad-ware which
has been accused of collecting user metrics. My preference today is to use BleachBit (bleachbit.org). BleachBit
is very similar to CCleaner, but can be a bit more aggressive. I select all available options with the exception of
"Wipe Free Space". Choosing this would overwrite all free space on the hard drive which is time consuming.
BleachBit removes leftover internet history content, temporary files, and many other types of unwanted data. 1
execute this program weekly on any Windows or Linux host I use.

VPN Configuration

Virtual Private Networks (VPNs) provide a good mix of both security and privacy by routing your internet
traffic through a secure tunnel. The tunnel goes to the VPN's server and encrypts all the data between your
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device and that server. This ensures that anyone monitoring your traffic before it reaches the distant server will
not find usable, unencrypted data. Privacy is also afforded through the use of a distant server. Because your
traffic appears to be originating from the VPN's server, websites will have a more difficult time tracking you,
aggregating data on you, and pinpointing your location. While conducting OSINT research, a VPN prevents
websites from knowing your true location or company network details. If you visit your target's personal website,
you do not want that person knowing any identifiable information about the connection.

Virtual Private Networks are not a perfect anonymity solution. It is important to note that VPNs offer you
ptivacy, not anonymity. I currently use and recommend Proton VPN. Go to inteltechniques.com/vpn.html
for further information and the best affiliate purchase links. Purchases include unlimited use, connection to
multiple devices simultaneously, and fast speeds. I pay for my VPN with Bitcoin in an alias name, but that may
be overkill for many readers.

For most readers, I recommend sticking with the standard Windows application provided by the VPN company.
These branded apps should suffice for most needs. Proton VPN can be downloaded by following the
instructions at https://protonvpn.com/download-windows. Once installed, simply provide your account
credentials and launch your VPN connection. Fortunately, Proton VPN has made their applications completely
open-source. This makes it much more difficult to hide malicious programming within them.

My VPN policy is quite simple, but my opinions about VPN companies can be complex. Any time that I am
connected to the internet from my device, I am connected through my VPN. Any VMs running within this host
are also protected with the same VPN IP address. I rely on Proton VPN through their app on my device only
while I am traveling. Home devices are protected through a firewall with Proton VPN, as explained in Extreme
Privacy: VPNs & Firewalls. At home, I never need to launch a VPN within my computer due to the firewall.

Password Manager

While you conduct your online investigations, you will likely create and maintain numerous accounts and profiles
across various services. Documenting the profile details, including passwords, for these services can be a
daunting task. A password manager provides a secure database to store all of the various settings in regard to
these profiles. My choice is KeePassXC or Bitwarden. I believe we should all have a robust password manager
on our OSINT host machine, and not necessarily within a VM. Since we may often delete, rebuild, or export
our VMs, storing our passwords within them may be risky. If we store all passwords on the host machine which
runs the VMs, we always have access to any account.

KeePassXC is an open-source password manager that does not synchronize content to the internet. There are
many convenient online password managers which are secure and keep all of your devices ready for automated
logins. Those are great for personal security, and millions of people are safely using them. However, it is not
enough for our needs. Since you will be storing data connected to online investigations, you should protect it in
an offline solution. KeePassXC is cross-platform and free. It works the same on Mac, Windows, or Linux. Visit
https:/ /keepassxc.otg/download/#windows to download KeePassXC for Windows.

Next, conduct the following as an exercise.

e Launch KeePassXC and select "Database" > "New Database".

e Provide a name to your new password database, such as Passwords.

e Move the encryptions settings slider completely to the right and click "Continue".
e Assign a secure password which you can remember but is not in use anywhere else.
e Click "Done" and select a safe location to store the database.

o  Close the program and verify you can open the database with your password.

You now have a secure password manager and database ready for use on your host machine. Whenever you
start using Linux virtual machines, as explained soon, all of your passwords will be available within the host, and
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the VM will store no credentials. Next, assume you are ready to change the password to your covert Facebook
profile. Navigate to the menu which allows change of password. Next, conduct the following within KeePassXC.

e Right-click within the left column and select "New Group".

e Name the group Facebook and click "OK".

e  Select the Facebook group on the left menu.

e In the right panel, right-click and select "New Entry".

e Provide the name of your covert account, username, and URL of the site.
e Click the black dice icon to the right of the "Password" field.

e C(lick the eyeball icon next to the black dice icon.

e Slide the password length slider to at least 40 characters.

e Change your Facebook password to this selection within your account.
e Click "OK" and save the database.

You successfully created a new, secure, randomly generated password for your covert profile. You will not
remember it, but your password manager will. Allow your password manager to generate a new random
password containing letters, numbers, and special characters. If the website you are using allows it, choose a
password length of at least 50 characters. When you need to log in, you will copy and paste from the password
manager. For each site which you change a password, your password manager will generate a new, unique string.
This way, WHEN the site you are using gets breached, the passwords collected will not work anywhere else.
More importantly, recycled passwords will not expose your true accounts after the breached data becomes
public. There should be only a handful of passwords you memorize, which brings us to the next point.

The password to open your password manager should be unique. It should be something you have never used
before. It should also contain letters, numbers, and special characters. It is vital that you never forget this
password, as it gives you access to all of the credentials that you do not know. I encourage users to write it down
in a safe place until memorized. It is vital to make a backup of your password database. When you created a new
database, you chose a name and location for the file. As you update and save this database, make a copy of the
file on an encrypted USB drive. Be sure to always have a copy somewhere safe, and not on the internet. If your
computer would completely crash, and you lose all of your data, you would also lose all of the new passwords
you have created. This would be a huge headache. Prepare for data loss now.

I no longer recommend the KeePassXC browser extension for OSINT investigations. There is nothing insecure
about it, but it requires you to copy the master database within any virtual machines unnecessarily, and technically
provides some connection from one investigation to another within the VM. This is not a huge deal, but we
should always be willing to scrutinize our strategies and become more secure investigators.

By keeping your passwords in an offline database, you eliminate this entire attack surface. By keeping your
password manager ready in your host machine, you will have immediate access to it regardless of which virtual
machine you are using during an investigation.

Hopefully, you now have a newly-refreshed Windows machine with many protections against the threats you
will face while conducting online investigations. Your system is ready for virtual machines to be built and
executed, and you will be ready to defend the security of your strategies if ever questioned in court or by a client.
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CHAPTER SEVEN

WINDOWS VM SOFTWARE

For Windows hosts, 1 still recommend VirtualBox (virtualbox.org). I will first explain how to install the
application and then ways to configure a virtual machine. VirtualBox installation instructions can be found at
virtualbox.org. At the time of this writing, VirtualBox could be downloaded from
https://www.virtualbox.org/wiki/Downloads by selecting the "Windows Hosts" and "Extension Pack"
download options (two files). Install VirtualBox by double-clicking the first downloaded file. Accept all default
options except the "VirtualBox Python Support”. Disable that option in the "Custom Setup" screen. After
installation has completed, allow the program to launch. Then, double-click the second Extension Pack file to
install it into VirtualBox. While VirtualBox is free for personal use, make sure you or your organization meets
the requirements for usage of the software, especially the free Extension Pack license.

The only requirement for VirtualBox to function is a computer that supports virtualization. Any modern
Windows or Linux host should work without any modification. Most mid-range and high-end computers made
within the past ten years should have no problem, but may require you to enable virtualization support in the
BIOS during startup. Netbooks, older machines, and cheap low-end computers will likely give you problems. If
you are in doubt about meeting this requirement, search for your model of computer followed by "virtualization"
and you should find the answers. The rest of this section will assume that your Windows host computer meets
this requirement and now possesses VirtualBox.

I must issue an ironic warning. While my team and I were testing everything here, creating Windows VMs
on top of Windows hosts presented the most problems, errors, and frustrations. We also found countless other
people online complaining of the same issues. If you can avoid Windows hosts in favor of macOS and Linux
machines, please do. If you cannot, we will work through it together. This section is completely optional. 1
respect if some people prefer to avoid Windows VMs altogether. If you would like the practice, continue. If not,
wait until the Linux VM chapter.

VirtualBox Windows VM on Windows Host

Let's begin by installing Windows 11 within VirtualBox on a Windows host computer. We will not use this for
OSINT investigations, but it is a good primer on the process. This will help when we create our ultimate Linux
OSINT VM later. It can also be a good idea to maintain a second copy of Windows on a Windows host in the
event you need to test Windows software without impact to your host. Conduct the following to download the
necessary installation file.

e Navigate to https://www.microsoft.com/software-download/windows11.

e Choose "Windows 11..." under the "Download Windows 11 Disk Image(ISO)" section.

e Click "Download Now", select the desired language when presented, and click "Confirm".
e Click the "64-bit Download" button.

Microsoft often blocks VPN connections from this process. You could also download it from public Wi-Fi if
your home connection is behind a VPN. Once you have the file downloaded, conduct the following within
VirtualBox.

e C(lick "Machine" then "New" in the menu.

e Enter a name, such as "Windows11".

e Click the drop-down under "ISO Image"; choose "Other"; and select the Windows ISO file.
e Choose the "Edition" as "Windows 11 Pro".

e Choose the "Type" of "Microsoft Windows".

e Choose the "Version" of "Windows 11 64-bit"
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Select the "Skip Unattended Installation" and click "Next".

Choose a memory size of half of your system's memory.

Change the "Processot(s)" to half of the available CPUs.

Deselect "Enable EFI" and click "Next".

Choose the maximum desired size of your VM (150GB) and click "Next" then "Finish".
Click "Settings" for this new VM.

Click the "Advanced" tab and enable "Bidirectional", "Shared Clipboard" and "Drag n' Drop".
Click "Shared Folders" in the left menu and click the "Plus" icon to the right.

Under "Folder Path", click the drop-down and select "Other".

Choose the Downloads folder and click "Open".

Enable the "Auto-mount” option and click "OK".

Click "OK" to save all changes and close the settings.

Click the "Start" option and press any key when prompted.

If presented, click the white icon next to any VirtualBox pop-ups to eliminate them.

If the screen is too small, click "View" in the VirtualBox menu and select "Virtual Screen 1" > "Scale

to 200%". Most users will not need to do this.

In the Windows installation screen, click "Next".

When you see "Install Now", press Shift and F10 simultaneously (FN+Shift+F10 on Apple).
Enter "regedit" and strike Enter.

Navigate to Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup.

Right-click on the Setup folder, click "New" then "Key".

Name the new key "LabConfig" and press Enter (Right-click and Edit is necessary).
In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassSecureBootCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassTPMCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassCPUCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

In the right frame, right-click, select "New" then "DWORD (32-bit) Value".

Name the new value "BypassRAMCheck" and press "Enter".

Double-click this new entry and change the value to "1", then click "OK".

Close the Registry Editor and Command Prompt, then click "Install Now".

When prompted, choose "I don't have a product key".

Select the "Windows 11 Pro" version of Windows 11 and click "Next".

Accept any license terms and choose the custom installation option.

Select the default drive and click "Next", then allow the installation to finish and restart.
Choose the desired location and keyboard layout, skipping additional layouts.

Skip the naming option and choose the option for use with work or school.

Choose "Sign-in Options".

Choose the option to connect to a "Domain".

Provide a username and password, then confirm the password.

Choose three security questions and provide your desired answers.

Disable all options in the privacy settings, then click "Next" and "Accept”.

Allow the final process to complete and provide your password when prompted.
Click "Devices" in the VirtualBox menu and select "Insert Guest Additions CD Image".
If required, click "Download" and "Insert".

Open Windows Explorer and select the "CD Drive".

Double-click "VBoxWindowsAdditions", click "Yes", "Next", "Next", then "Install".
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e Click "Finish" and allow a reboot (end any hung applications if necessary).
e Enter your password to log into Windows (ignore any errors).

e Shut down the VM and enter the Settings menu.

e Select the Storage option and click the "VBoxGuestAdditions.iso" CD.

e  Click the blue CD icon to the right, remove the disc, and click "OK".

This may have seemed exhausting for a simple Windows installation. Many of these steps were required because
Windows 11 now conducts numerous checks to see if your computer should have the privilege of possessing its
software. The registry modifications eliminate these checks since Microsoft would otherwise block the VM
installation without these settings. We also had to choose specific options to avoid a mandatory Microsoft online
account. These are yet more reasons I avoid Microsoft Windows. When we build our ultimate OSINT Linux
VM, this process will be much simpler.

You now have a fully functioning and legal Windows 11 VM at your disposal. You can resize the window as
desired and install any Windows applications. This is a trial, and the trial will eventually expire. When it does,
you could replicate these steps to generate a new machine. Surprisingly, this is allowed and encouraged from
Microsoft. You may notice branding within the desktop advising it is a trial. If that bothers you, you must acquire
a license and install from traditional media. This method is the easiest option to possess a legal copy of Windows
within a VM at no cost.

VirtualBox USB Connection

VirtualBox offers USB device access for Windows and Linux VMs, but this requires some configuration.
Navigate to the settings for your desired VM and select the "USB" option in the left menu. Click the first blue
icon to the right to create a new filter, and click "OK". Start the VM and allow it to completely boot. While any
USB drive is attached to the Windows host computer, select the "Devices" VirtualBox menu item and highlight
"USB". This will allow you to select the USB drive within the host to access within the VM.

By default, VirtualBox uses a generic USB 3.0 driver for access to external USB drives. This should work for
most purposes. On occasion, I have had to switch this to the USB 2.0 driver when inserting older USB drives.
If you encounter a USB drive which cannot be recognized by the VM, shut down the VM and go to the
VirtualBox VM settings. Change "USB 3.0" to "USB 2.0" (or vice versa) within the "USB" tab. You can also
disable USB support entirely in this menu, but it is generally not recommended.

VirtualBox Exports

If you ever want to preserve a specific state of a VM within VirtualBox, you can export an entire session. This
may be important if you are preserving your work environment for court purposes. When I am conducting an
investigation that may go to trial, or discovery of evidence will be required, I make an exact copy of the operating
system used during the investigation. This can be completed a couple of different ways.

The simplest route is to copy the entire folder of a desired VM. You can right-click on any VM while it is shut
down and select "Show in File Manager". You could then copy this folder to an external drive or other location.
This does not require any export or creation of a new file. You could also export the entire VM into a single file.
This is the method I prefer. While the VM is shut down, select "File" > "Export Appliance" within VirtualBox.
Select your VM and click "Next", "Next", then "Finish" or "Export". This will create a new file within your
Documents folder which can later be imported into any instance of VirtualBox.

At the end of my OSINT work on a case, I shut down the machine and export it to a file. This file can be
imported later and examined by anyone else who has a copy. The exported file is added to my digital evidence
on an external drive. I now know that I can defend any scrutiny by recreating the exact environment during the
original examination.
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VirtualBox Clones

Once you have a VM configured and ready for use, you may want to clone it and work from the copy. This way,
the original VM stays uncontaminated. We will discuss this much more later when we build our ultimate OSINT
VM. For now, let's conduct an example with the Windows 11 VM we just built. Conduct the following,.

e Right-click on the Windows VM and select "Clone".
e  Provide a name such as "Windows11Clone", click "Next", and click "Finish".

You now have two identical VMs, each in their own data folders. If you were to work within the cloned copy
and do any damage, you still have the original VM in a perfect state. For clarity, consider my routine for every
OSINT investigation I conduct, which takes advantage of the "Clone" option within VirtualBox.

e Launch the Original VM weekly to apply updates or global changes, then close the VM.
e In the VirtualBox menu, right-click on the Original VM and select "Clone".
e Create a new name such as Case #19-87445 and click "Continue" (or "Next") then "Clone".

This creates an identical copy of the VM ready for your investigation. You have no worries of contaminating
your original VM. You can keep this clone available for as long as needed while you continue to work within
several investigations. You can export the clone in order to preserve evidence, or delete it when finished. Neither
action touches the original copy. It is similar to possessing a new computer for every case and having all of them
at your disposal whenever you want to jump back into an investigation.

VirtualBox Snapshots

A great feature of virtual machines is the use of Snapshots. These "frozen" moments in time allow you to revert
to an original configuration or preserve an optimal setup. Most users install the virtual machine as previously
detailed, and then immediately create a snapshot of the unused environment. When your virtual machine
eventually becomes contaminated with remnants of other investigations, or you accidentally remove or break a
feature, you can simply revert to the previously created snapshot and eliminate the need to ever reinstall.
Consider how you might use snapshots, as detailed in the following example.

e  After creation of your new virtual machine, apply all updates.

e Completely shut down the machine.

e (lick the three lines menu next to the VM and select Snapshots.

e Click the "Take" button and name the Snapshot, such as today's date, and click "OK".

You could now start this machine and download every virus known. You could then shut it down and return to
the Snapshots menu. Clicking on the Snapshot and selecting "Restore" would wipe out all of the activity which
had occurred since the snapshot was taken, and would allow you to boot to your original clean environment.
Clicking "Delete" would remove the Snapshot and prevent you from ever going back to the pristine state (not
recommended).

Today, I rarely use snapshots, as I believe they are prone to user error. I much prefer cloned machines or exports.
These require more disk overall space, but provide a greater level of usability between investigations. Snapshots
will also generate more wasted space, especially if you create many within one VM.

VirtualBox VM Size & Shrinking

The hard drive space of your Windows and Linux VMs will keep growing unnecessarily. When you make changes
within the VM, all of the data is somewhat preserved, even deleted content. Unfortunately, VirtualBox does not
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make the shrinking process as easy as UTM for macOS. To replicate, we will take a few steps within the Windows
VM (Linux VMs will be explained later).

e Remove any undesired files and empty the trash.
e  Secarch within Windows for "Defrag" and open "Drive Optimization".
e Choose your C Drive and click "Optimize".
e Search for, and execute Command Prompt.
e Execute the following command:
curl https://download.sysinternals.com/files/SDelete.zip -0
SDelete.zip
e Execute the following command:
tar -xf SDelete.zip
e Execute the following command:
sdeletebd.exe c: -z

e Accept any terms and shut down the Windows VM when process is complete.

This procedure technically filled your VM completely with blank space, which may not sound ideal. With the
VM turned off, open Command Prompt within the Windows host and navigate to the folder containing the VM
file you want to shrink. For me, this was the following.

cd "C:\Users\OSINT\VirtualBox VMs/Windowsll1l"
Next, we must add the program to our path with the following command.
PATH "C:\Program Files\Oracle\VirtualBox"

You must then execute a command which compacts the "vdi" file within the VM folder. For me, the command
was the following.

VBoxManage modifymedium disk Windowsll.vdi --compact
You will see the size decrease if free space was available. I do this after every major update to any Windows or
Linux VM, but this will become more important once we have created our ultimate OSINT VM later.

VirtualBox Issues

I wish I could say that every reader will be able to easily build virtual machines on any computer. This is simply
not the case. While most computers are capable of virtual machine usage, many demand slight modifications in
order to allow virtualization. Let's take a look at one of the most common errors presented by VirtualBox.

VT-x is Disabled: Any version of this error is the most common reason your VMs will not start. This indicates
that the processor of your computer either does not support virtualization or the feature is not enabled. The fix
for this varies by brand of machine and processor. Immediately after the computer is turned on, before the
operating system starts, enter the BIOS of the machine. This is usually accomplished by pressing delete, F2, F10,
or another designated key right away until a BIOS menu appears. Once in the BIOS, you can navigate through
the menu via keyboard. With many Intel processorts, you can open the "Advanced" tab and set the "Virtualization
(VT-x)" to "Enable". For AMD processors, open the "M.I'T." tab, "Advanced Frequency" Settings, "Advanced
Core" settings, and then set the "SVM Mode" to "Enable". If none of these options appear, conduct an online
search of the model of your computer followed by "virtualization" for instructions.

VT-x is not available: This is usually isolated to Windows 10 machines. Navigate to the Windows Control
Panel and open "Programs and Features". Click "Turn Windows features on or off" and uncheck all "Hyper-V"
features. Click "OK" and reboot. If the Hyper-V option is not enabled, enable Hyper-V, restatt the computer,
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disable Hyper-V, and reboot again. Attempt to start your VM with these new settings. This may seem backwards,
but it makes sense. Previous versions of VirtualBox cannot run if you are using "Hyper-V" in Windows.
Basically, both systems try to get exclusive access to the virtualization capabilities of the processor. Hyper-V
within Windows receives the access first and impedes VirtualBox from the capabilities. The latest version of
VirtualBox attempts to correct this. If the previous setting did not help, try to re-enable all of the Hyper-V
options within Windows, reboot, and try to boot your VM again. If you are still experiencing problems, read the
troubleshooting chapter of the VirtualBox manual on their website. Expand any errors received and search the
provided error codes to identify further solutions.

VirtualBox Displays: Some users have reported the inability to resize VM windows within VirtualBox and see
the "Auto-resize Guest Display" menu option greyed out. The following commands within Terminal of the
Linux VM should repair this issue. There is no harm running these if you are unsure.

sudo apt update
sudo apt install -y build-essential dkms gcc make perl
sudo rcvboxadd setup && reboot

VMWare Workstation Pro Windows VM on Windows Host

The previous tutorials all rely on VirtualBox as our VM software. VirtualBox is not without flaws. Many users
become frustrated and seek other VM clients. While I prefer VirtualBox due to its open-source nature, I respect
that others may want something a bit more polished. I recommend most readers also possess VMWare
Workstation Pro. VMWare now offers the fully-functioning Workstation Pro software for personal use, but
requires corporations and other entities to obtain a commercial license. Make sure you understand your own
requirements. This section is also completely optional. I respect it if some people prefer to avoid Windows
altogether. If you would like the practice, consider the following.

First, determine if you already have the required software. If you possess the deprecated VMWare Workstation
Player, launch it and see if it prompts you to upgrade to the full VMWare Workstation Pro version. 1f so, allow
this to complete. If there are errors, which is common, or you are not presented an option to upgrade, uninstall
the deprecated Player version. VMWare Workstation Pro can be manually installed with the following steps,
which bypass the need to create an online account with them.

e Navigate to https://www.techspot.com/downloads/189-vmware-workstation-for-windows.html.

e Click "Wortkstation Windows" and download the file.

e Double-click the downloaded file and allow all default options for installation, except be sure to disable
"Join the VMWare Customer Experience".

e Launch the program and choose the personal use option (if you qualify).

Let's replicate the previous tutorial from installing Windows 11 into VirtualBox, with modifications which are
appropriate to VMWare Workstation Pro.

e Click "File" then "New Virtual Machine" in the menu.

e Choose the "Typical" option and click "Next".

e Seclect "Installer disc image file" and select the Windows installation file previously downloaded.
e C(lick "Next" and enter a name, such as "Windows11", then click "Next".

e Enter and confirm an encryption password to bypass Windows restrictions and click "Next".

e Choose the maximum size of your drive (64 GB) and select "Store Virtual Disk as a single file".
e Click the "Customize Hardware" button.

e Choose a memory size of half of your system's memory.

e  Change the "Processoz(s)" to half of the available CPUs.

e Click "Close" then "Finish".

o  Click within the VM and press any key when prompted (this disappears quickly).
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e In the Windows installation screen, click "Next" then "Install Now".

e  When prompted, choose "I don't have a product key".

e Seclect the "Windows 11 Pro" version of Windows 11 and click "Next".

e  Accept any license terms and choose the custom installation option.

e Select the default drive and click "Next".

o Allow the installation to finish and restart.

e Choose the desired location and keyboard layout, skipping additional layouts.
e  Skip the naming option.

e Choose the option for use with work or school.

e Choose "Sign-in Options".

e Choose the option to connect to a "Domain".

e Provide a username and password, then confirm the password.

e Choose three security questions and provide your desired answers.

e Disable all options in the privacy settings, then click "Next" and "Accept".
e Allow the final process to complete.

e When prompted, click "Install VMWare Tools".

e If required, choose this option from the "VM" menu.

e Click "Install"; select the notification of a new drive in Windows, and click "Run Setup.exe".
e Accept the default options and install the software.

e Click "Finish" and allow a reboot (end any hung applications if necessary).
e Enter your password to log into Windows (ignore any errors).

That was quite simpler than the VirtualBox tutorial. VMWare allowed us to bypass some of the Windows
restrictions without registry modification and the overall configuration was more straight-forward. So, what is
the catch? VMWare Workstation Pro has some limitations. The most vital is that file sharing within VMWare
Workstation Pro is difficult and often fails.

Overall, I believe you should have both programs installed within your Windows or Linux host. Only you can
decide which client is better for your needs.

VMWare Workstation Pro Issues

e Windows VMs on top of Windows hosts often display an "EFI" warning which may prevent a machine
from booting. If you see this error, click within the VM as quickly as you can and press any key.

e If you get your cursor stuck within a VM window, pressing the "alt" and "ctt]" keys simultaneously
should release it.

e If you encounter other errors, you are not alone. Running any Windows VM on top of a Windows 10
or 11 host is frustrating to say the least. Search your errors online and research the issues and remedies.

e Ifyou are unable to install a Windows 11 VM on top of a Windows host, don't worry. We should have
much better success installing our Linux VM later.

VirtualBox & VMWare Workstation Pro VPN Issues

Several readers have reported that using the Windows Proton VPN application in "Kill Switch" mode blocks all
internet to a VM. I was able to replicate this, and now recommend disabling "Kill Switch" mode in the Proton
VPN host application while using a VirtualBox or VMWare Workstation Pro VM.

Summary

Hopefully, you now have VirtualBox and VMWare Workstation Pro installed and configured within your
Windows host. We will rely on these later when we build our ultimate OSINT VM.
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CHAPTER EIGHT

OSINT VM OPERATING SYSTEMS

Finally, we can begin creating our ultimate OSINT VM. Until now, we have focused on preparing our host
machines; configuring virtual machine software clients; and generating non-Linux VMs to understand the
virtualization process. Next, we will create a Linux VM which will be the foundation for our OSINT investigative
VM. We will use all of the principles explained previously, but apply everything toward Linux instead of macOS
or Windows. First, we must pick a version of Linux for our needs.

This may be quite controversial to some Linux enthusiasts, but I now recommend Debian as an ideal Linux
operating system for our OSINT machine. While I use Pop!_OS for my personal host machine due to the
privacy, security, and overall convenience of that operating system on my hardware, pure Debian is more
appropriate for a wider audience on VMs.

Unlike Ubuntu, Debian offers an official ARM-based build for Apple machines; presents no default telemetry;
does not force premium features such as Ubuntu Pro on us; and does not follow a release schedule based on
specific dates and years. While Debian has been known to present hardware driver issues on some host
machines, it will work well inside our VM software. If you are comfortable with Pop!_OS or any other Debian
flavor of Linux such as Ubuntu, and insist on using it versus Debian, go for it. For those who want an easier
option, I will only explain the OSINT VM process using Debian. If you are new to Linux, I highly
recommend that you replicate my steps presented here verbatim until you find a specific need to deviate to
another operating system. Overall Debian is more minimal than popular options such as Ubuntu or Pop!_OS.

You may be surprised I no longer recommend Ubuntu. It is one of the most popular Linux distributions, and it
is based on Debian as its backbone. Ubuntu is the product of a corporation called Canonical. Some still criticize
Ubuntu for including Amazon software in the default downloads, which provided affiliate funding to Ubuntu
when you made an online purchase, but this has been removed in current versions. Many people dislike the
forced usage of their proprietary Snap software, but that is also going away soon. Most of the steps within the
rest of this guide could be replicated with Ubuntu and even other non-Debian flavors of Linux if desired, with
minimal differences within installation menus, but you would encounter some errors. The general functions
should all remain the same.

As I write this, the current official release of Debian is 12.5 stable, and my entire build is based on that release.
This version will receive updates and security patches for at least three years while it is the current release, plus
two additional years of long-term support after the next major version is released. This means that we should
have support patches for Debian 12 until at least mid 2027, and likely into 2028. By then, we will have migrated
to Debian 13. I will update this guide once a new major revision to Debian is available. Always use the most
current stable release.

Previous versions of this content presented a combination of instructions for various operating systems. This
was mostly due to limited printed page space. With this digital guide, I present isolated detailed instructions for
each host operating system (macOS, Linux, and Windows). This should prevent any confusion about the steps
required for your specific host operating system. As you go through this chapter, you should choose the
appropriate path for your host, and ignore instructions for other operating systems. I present obvious paths and
subsequent steps as we go along. I promise this will all make sense once we statt. Let's go in order, and start
with macOS hosts. If you have a Linux or Windows host, you should skip to the relevant section.
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UTM Linux OSINT VM on macOS Host (ARM Processor)

In a previous chapter, we used UTM to create a Windows 11 VM on a macOS device with an Apple processor.
This required us to find an ARM version of Windows for use with newer macOS machines. This brings us to
our need to choose the proper Linux path based on our hardware. You must choose the appropriate version of
Debian for your processor. If you have an M1, M2, M3, or later processor, you need the ARM version of Debian.
You can click the Apple logo in the upper-left of your device and select "About This Mac" to identify your
version. Below is the current download link for ARM builds. Once you are on the page for your hardware,
download the current ISO file, similar to "debian-12.5.0-arm64-netinst.iso".

Debian arm64: https://cdimage.debian.otg/debian-cd/current/arm64/iso-cd/

If choosing the ARM version, make sure you do not accidentally select the AMD version, and vice versa. Let's
work through the entire Debian installation process for macOS hosts together. Launch UTM and conduct the
following.

Click "File", then "New".

Choose the "Virtualize" option and then select "Linux".

Click the "Browse" button, select the Debian ISO file, click "Open", then click "Continue".

Choose half of your system's memory and CPU cores. If you had 16 GB of RAM and an eight-cote
processor, you would change the RAM to "8192" and the CPU Cores to "4". Never leave the cores as
"Default", as it can confuse the operating system. Click "Continue" when complete.

The size of the drive should be set to the maximum you will ever need. This is not the size of the VM
as it grows, it is only the max. I set mine to "150" GB. Click "Continue".

I prefer to enable file sharing, as it makes it easier to extract evidence from your investigation onto your
host. Browse to your desired shared folder (I chose Downloads) and click "Open" then "Continue".
Provide a name for your new VM, such as "Debian Stock" and click "Save".

Click the arrow icon to start your new Linux VM. The screen may appear black for a while.

You are now ready to install Debian. Upon initial boot of your new VM within UTM, conduct the following
steps. The traditional and ARM versions will have differences, but the idea is to work through any installation
screens. Consider the following.

Select "Install" and strike the Enter or Return key.

Strike the Enter or Return key to select the default language, location, and keyboard.

If desired, use the arrow keys to select a more appropriate option on each screen.

Strike the Enter or Return key to accept a hostname of "debian".

Strike the Enter or Return key to decline a domain name.

Do not provide any "root" password! Since this is a VM, we will allow the primary user to have root
privileges. Simply strike Enter or Return twice.

Enter "osint" (lowercase and without quotes) as the user account, username, full name, and user
password. This is a mandatory step as part of the tutorials and scripts presented in this book.
While any other usernames and passwords could work at first, you will face issues as you proceed. Make
sure all usernames, computer names, and passwords are "osint".

Choose your desired time zone and strike the Enter or Return key.

Choose the "Guided - use entire disk" option.

Choose the "Virtual disk" option and "All files in one partition".

Strike Enter or Return to "Finish"; then left arrow key to select "Yes"; then Enter or Return.

When prompted, strike Enter or Return to skip any other media.

Strike the Enter or Return key to accept the default package manger and archive mirror.

Strike the Enter or Return key to bypass any proxy.

Strike the Enter or Return key to bypass anonymous statistics.
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e DPress the spacebar to select "Debian desktop environment"; strike the down atrow key to highlight
"GNOME"; press the spacebar to select it; ensure "standard system utilities" are selected; then strike
Enter or Return. This is the default desktop environment I will use during my tutorials. If you have a
strong opinion that another environment is better, choose your preference.

e Allow Debian to complete the installation. Once you see "Installation complete", click the "CD" icon
in the uppet-right of the UTM VM window; highlight the CD/DVD option, and click "Eject".

o Strike Enter or Return to "Continue" and restatt.

e If you only see a black screen for too long, press the "left triangle" within UTM to restart.

Your device should boot to the operating system. I have occasionally encountered the following issues.

e Ifit boots into the installation ISO again, shut the machine down. In the main UTM window, select
your new machine and click the settings icon in the upper-right. Under "Drives", identify the CD/DVD
drive and change "Image Type" to "None". Reboot the VM and boot into the Debian Desktop.

e If receiving a pop-up about errors, I prefer to enable "Remember this in future" and "Ignore future
problems”, then click "Don't Send". We will apply updates soon which should correct any pending
issues.

e Click "Install Now" if prompted for updates, and let them finish.

The following will finish the default configuration upon initial boot.

e Login to your VM and select "Next" twice; disable "Location Services"; click "Next"; then "Skip"; then
"Start Using Debian GNU/Linux".

Some desired capabilities, such as clipboard and file sharing, require the installation of UTM's Spice daemon.
Click the "Activities" menu (upper-left) within the VM; click the nine dots (Show Applications) within the lower-
right; click "Terminal"; and execute the following.

sudo apt install spice-vdagent spice-webdavd -y

Copy and paste capabilities should be working after a reboot, but you may not see your shared folder within
Files on Debian. The following should fix this.

e  Shut down the VM (upper-right menu > power button) and close the UTM VM window.
e Within the main UTM window, click the "Settings" icon in the upper-right for your VM.
e Seclect "Sharing" on the left.

e Change "Directory Share Mode" to "Spice WebDAV" and click "Save".

e Reboot the VM.

e Click the "Shared folder" icon in the upper right of the UTM Debian VM window.

¢ Confirm your desired shared folder location.

e Open the "Files" icon within Debian and click the "Other Locations" option in the left menu.
e You should see a folder titled "Spice client".

o Single click that folder and wait for your system to recognize the share.

e Confirm you can access the shared folder within the left menu of Files.

Sometimes, it can take several minutes for the share to become available to Debian. Once it does, it
should appear until the VM reboots. Whenever you need to access the shared folder, simply click the Spice
folder under "Other Locations" for that session. You can now copy files from your VM directly to your macOS
host and vice versa. I typically only do this after the VM has been booted for a while and I need the shared
folder.
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While the machine is shut down, I like to confirm the following options within the settings menu by right-
clicking and choosing "Edit" (or click the Settings icon).

You can now shut down the VM and continue to the section titled "Preserve Stock Debian".

Input > USB Support > USB 3.0

Sharing > Directory Share Mode > Spice WebDAV
Display > Emulated Display card > virtio-ramfb
Display > Retina Mode > Enabled

1

UTM Linux OSINT VM on macOS Host (Intel Processor)

If you possess an older macOS device with an Intel processor, you should not use the ARM version of Debian
for your VM. Instead, you can use the default Debian amd64 ISO available on the Debian website. You can
click the Apple logo in the upper-left of your device and select "About This Mac" to identify your version. Below
is the current download link. Once you are on the page for your hardware, download the current ISO file, similar
to "debian-12.5.0-amd64-netinst.iso".

Debian amd64: https://cdimage.debian.org/debian-cd/current/amd64 /iso-cd/

If choosing the AMD version, make sure you do not accidentally select the ARM version, and vice versa. Let's
work through the entire Debian installation process for macOS hosts together. Launch UTM and conduct the
following.

Click "File", then "New".

Choose the "Virtualize" option and then select "Linux".

Click the "Browse" button, select the Debian ISO file, click "Open", then click "Continue".

Choose half of your system's memory and CPU cores. If you had 16 GB of RAM and an eight-cote
processor, you would change the RAM to "8192" and the CPU Cores to "4". Never leave the cores as
"Default", as it can confuse the operating system. Click "Continue" when complete.

The size of the drive should be set to the maximum you will ever need. This is not the size of the VM
as it grows, it is only the max. I set mine to "150" GB. Click "Continue".

I prefer to enable file sharing, as it makes it easier to extract evidence from your investigation onto your
host. Browse to your desired shared folder (I chose Downloads) and click "Open" then "Continue".
Provide a name for your new VM, such as "Debian Stock" and click "Save".

Click the arrow icon to start your new Linux VM. The screen may appear black for a while.

You are now ready to install Debian. Upon initial boot of your new VM within UTM, conduct the following
steps. This traditional AMD and the ARM versions have some differences, but the idea is to work through any
installation screens. Consider the following.

Select "Graphical Install" or allow it to load as default.

Choose your Language and select "Continue".

Choose your Location and select "Continue".

Choose your Keyboard and select "Continue".

Leave the name as "debian" and click "Continue"; then click "Continue" again.

Do not set a Root password, and simply click "Continue".

Provide a user account name as "osint" (lowercase and without quotes); a username of "osint"; and a
password of "osint". This is a mandatory step as part of the tutorials and scripts presented in this
book. While any other username could work at first, you will face issues as you proceed. Please make
sure all entries are "osint". Since this is a virtual machine inside a secure computer, minimal security
is acceptable.
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e Choose your Time Zone and click "Continue".

e Choose the "Guided - use entire disk" option and click "Continue".

e Choose "QEMU HARDDISK" and "All files in one partition", clicking "Continue" after each.

e Click "Continue"; select "Yes"; and click "Continue" to begin the installation.

e When prompted, confirm "No" to bypass local media and click "Continue".

e Choose the default package manager and click "Continue" three times.

e Select "No" and click "Continue" to disable statistics.

e Seclect "GNOME"; ensure "Debian desktop environment" and "standard system utilities" are also
enabled; and click "Continue" to accept the desktop environment I will use during my tutorials. If you
have a strong opinion that another environment is better, choose your preference.

e If prompted, click "Continue" to install GRUB; choose "QEMU HARDDISK" and click "Continue".

e Allow Debian to complete the installation. Once you see "Installation complete"”, click the "CD" icon
in the uppet-right of the UTM VM window; highlight the CD/DVD option; click "Eject"; then click
"Continue" within Debian.

e After reboot, log in and click "Next" twice; disable "Location Services"; click "Next" then "Done"; then
"Start Using Debian...".

Your device should boot to the operating system. I have occasionally encountered the following issues.

e Ifit boots into the installation ISO again, shut the machine down. In the main UTM window, select
your new machine and click the settings icon in the uppet-right. Under "Drives", identify the CD/DVD
drive and change "Image Type" to "None". Reboot the VM and boot into the Debian Desktop.

e If receiving a pop-up about errors, I prefer to enable "Remember this in future" and "Ignore future
problems”, then click "Don't Send". We will apply updates soon which should correct any pending
issues.

e Click "Install Now" if prompted for updates, and let them finish.

Some desired capabilities, such as clipboard and file sharing, require the installation of UTM's Spice daemon.
Click the "Activities" menu (upper-left) within the VM; click the nine dots (Show Applications) within the lower-
right; click "Terminal"; and execute the following.

sudo apt install spice-vdagent spice-webdavd -y

Copy and paste capabilities should be working after a reboot, but you may not see your shared folder within
Files on Debian. The following should fix this.

e  Shut down the VM (upper-right menu > power button) and close the UTM VM window.
e Within the main UTM window, click the "Settings" icon in the upper-right for your VM.
e  Seclect "Sharing" on the left.

e Change "Directory Share Mode" to "Spice WebDAV" and click "Save".

e Reboot the VM.

e Click the "Shared folder" icon in the upper right of the UTM Debian VM window.

¢ Confirm your desired shared folder location.

e Open the "Files" icon within Debian and click the "Other Locations" option in the left menu.
¢ You should see a folder titled "Spice client".

o Single click that folder and wait for your system to recognize the share.

¢ Confirm you can access the shared folder within the left menu of Files.

Sometimes, it can take several minutes for the share to become available to Debian. Once it does, it
should appear until the VM reboots. Whenever you need to access the shared folder, simply click the Spice
folder under "Other Locations" for that session. You can now copy files from your VM directly to your macOS
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host and vice versa. I typically only do this after the VM has been booted for a while and I need the shared
folder.

While the machine is shut down, I like to confirm the following options within the settings menu by right-
clicking and choosing "Edit" (or click the Settings icon).

e Input > USB Support > USB 3.0

e Sharing > Directory Share Mode > Spice WebDAV
e Display > Emulated Display card > virtio-ramfb

e Display > Retina Mode > Enabled

You can now shut down the VM (if booted) and continue to the section titled "Preserve Stock Debian".
VirtualBox Linux OSINT VM on Linux Host

If you tested both VirtualBox and VMWare Workstation Pro during previous chapters, you may now have a
preference for a VM client. I prefer VirtualBox over VMWare when using new powerful hardware, but VMWare
tends to be faster on older hardware. Ideally, you will use both throughout this chapter and make a decision
once you expetience real-wotld results. Download the latest Debian ISO at https://cdimage.debian.org/debian-
cd/current/amd64/iso-cd/. Always download the proper file, similar to "debian-12.5.0-amd64-netinst.iso".
Next, let's work through the entire Debian installation process for Linux hosts together. Some versions of
VirtualBox may present these options in a different order with slight changes to the wording. Launch VirtualBox
and conduct the following.

e Click "Machine" then "New" in the menu.

e Enter a name of "Debian Stock".

e  Click the drop-down in the "ISO Image" section; select "Other"; and choose the ISO file.

e Enable the "Skip Unattended Installation" option and click "Next".

e Choose a memory size of half of your system's memory.

e  Change the "Processozr(s)" to half of the available CPUs.

e Desclect "Enable EFI" and click "Next".

e Choose the maximum desired size of your VM as 150 GB, and click "Next" then "Finish".

e Click "Settings" for this new VM.

e  Click the "Advanced" tab and enable "Bidirectional", "Shared Clipboard" and "Drag n' Drop".

e  Click "Shatred Folders" in the left menu and click the "Plus" icon to the right.

e Under "Folder Path", click the drop-down and select "Other".

e Choose the Downloads folder and click "Open".

e Enable the "Auto-mount" option and click "OK".

e Click "OK" to save all changes and close the settings.

e  Click the "Start" option and boot the VM.

e If presented, click the white icon next to any VirtualBox pop-ups to eliminate them.

o If the screen is too small, click "View" in the VirtualBox menu and select "Virtual Screen 1" > "Scale
to 200%". Most users will NOT need to do this.

e Seclect "Graphical Install" or allow it to load as default.

e Choose your Language and select "Continue".

e Choose your Location and select "Continue".

e Choose your Keyboard and select "Continue".

e Leave the name as "debian" and click "Continue"; then click "Continue" again.

e Do not set a Root password, and simply click "Continue".

e Provide a user account name as "osint" (lowercase and without quotes); a username of "osint"; and a
passwotrd of "osint". This is a mandatory step as part of the tutorials and scripts presented in this
book. While any other username could work at first, you will face issues as you proceed. Please make
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sure all entries are "osint". Since this is a virtual machine inside a secure computer, minimal security
is acceptable.

Choose your Time Zone and click "Continue".

Choose the "Guided - use entire disk" option and click "Continue".

Choose "VBOX HARDDISK" and "All files in one partition", clicking "Continue" after each.

Click "Continue"; select "Yes"; and click "Continue" to begin the installation.

When prompted, confirm "No" to bypass local media and click "Continue".

Choose the default package manager and click "Continue" three times.

Select "No" and click "Continue" to disable statistics.

Select "GNOME"; ensure "Debian desktop environment" and "standard system utilities" are also
enabled; and click "Continue" to accept the desktop environment I will use during my tutorials. If you
have a strong opinion that another environment is better, choose your preference.

If prompted, click "Continue" to install GRUB; choose "VBOX..." and click "Continue".

Allow Debian to complete the installation. Once you see "Installation complete", click "Continue" to
allow a reboot.

After reboot, log in and click "Next" twice; disable "Location Services"; click "Next" then "Done"; then
"Start Using Debian...".

Shut down the VM.

Currently, the automated option to download and install Guest Additions does not work propetly within Debian.
Therefore, we will manually download the file and install within the VM.

sudo
sudo
sudo
sudo

Within your VirtualBox client software, click "Help" and "About" to identify the exact version of your
software. Mine was 7.0.10.

Navigate to https://download.virtualbox.org/virtualbox within your Linux host; select your exact
version of VirtualBox; download the VBoxGuestAdditions ISO file; open the VirtualBox settings for
the VM; click "Storage"; click the "Empty" CD icon; click the CD icon to the far right; select "Choose
a Disk File"; select your Guest Additions ISO; select "Open" and "OK".

Start the OSINT VM and click "Activities" in the upper-left once booted.

Click the Files icon in the center of the lower Dock.

Navigate to the "VBox..." option in the left menu and click "Run Software" to the right.

Confirm to "Run" the software; entet your password when prompted; and restart the VM.

Click "Activities", the nine dots, then "Terminal", and execute the following to enable sharing.

groupadd vboxusers

usermod -aG vboxusers osint
groupadd vboxsf

usermod -aG vboxsf osint

Shut down the VM.

Within the VirtualBox program, click the Settings for the VM.

Under "Storage", right-click VBoxGuestAdditions and choose "Remove Attachment".
Confirm with "Remove", click "OK", and restart the VM.

You should now have VirtualBox Guest Additions installed. You can test this by resizing the screen. If you
make the VM full screen, you should see the overall screen resolution change with it. If you previously changed
the scaling of the window in VirtualBox, you may want to change it back to 100%. If it looks good, do not make
the change. If the screen is still too small, right-click the Debian VM desktop and choose "Display Settings". If
the option is present, choose a "scale" of 200% and see if that works better for you. Overall, I like the VM to
possess maximum resolution possible within the VM client, in full screen mode, with a choice of the
higher scale within the VM if needed. Every computer (and user) is unique, so use these settings to make it
look best for your eyes.
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Your device should now boot to the operating system with the ability to resize the screen as desired. You should
also be able to access the Downloads folder of the host machine from within the VM through the
"sf_downloads" mounted disk. After any pending updates are installed, shut down the VM and continue to the
section titled "Preserve Stock Debian".

VMWare Workstation Pro Linux OSINT VM on Linux Host

If you tested both VirtualBox and VMWare Workstation Pro during previous chapters, you may now have a
preference for a VM client. I prefer VirtualBox over VMWare when using new powerful hardware, but VMWare
tends to be faster on older hardware. Ideally, you will use both throughout this chapter and make a decision
once you expetience real-wotld results. Download the latest Debian ISO at https://cdimage.debian.org/debian-
cd/current/amd64/iso-cd/. Always download the proper file, similar to "debian-12.5.0-amd64-netinst.iso".
Next, launch VMWare Workstation Pro and conduct the following.

Click "File" then "New Virtual Machine" in the VMWare menu.

Choose the "Typical" option and click "Next".

Select "Use ISO image"; select the Debian file previously downloaded; and click "Next".

Provide a name of "Debian Stock" and click "Next".

Choose the max size of your drive as 150 GB and select "Store Virtual Disk as a single file".

Click "Next" then click the "Customize Hardwate" button.

Choose a memory size of half of your system's memory.

Change the "Processor(s)" to half of the available CPUs.

Click "Close"; deselect "Automatically power on..."; and click "Finish".

Launch the machine and if prompted, click "OK" on any windows about hardware.

Select "Graphical Install" or allow it to load as default.

Choose your Language and select "Continue".

Choose your Location and select "Continue".

Choose your Keyboard and select "Continue".

Leave the name as "debian" and click "Continue"; then click "Continue" again.

Do not set a Root password, and simply click "Continue".

Provide a user account name as "osint" (lowercase and without quotes); a username of "osint"; and a
password of "osint". This is a mandatory step as part of the tutorials and scripts presented in this
book. While any other username could work at first, you will face issues as you proceed. Please make
sure all entries are "osint". Since this is a virtual machine inside a secure computer, minimal security
is acceptable.

Choose your Time Zone and click "Continue".

Choose the "Guided - use entire disk" option and click "Continue".

Choose "VMWare" and "All files in one partition", clicking "Continue" after each.

Click "Continue"; select "Yes"; and click "Continue" to begin the installation.

When prompted, confirm "No" to bypass local media and click "Continue".

Choose the default package manager and click "Continue" three times.

Select "No" and click "Continue" to disable statistics.

Select "GNOME"; ensure "Debian desktop environment" and "standard system utilities" ate also
enabled; and click "Continue" to accept the desktop environment I will use during my tutorials. If you
have a strong opinion that another environment is better, choose your preference.

If prompted, click "Continue" to install GRUB; choose "/dev/sda"; and click "Continue".

Allow Debian to complete the installation. Once you see "Installation complete", click "Continue" to
allow a reboot.

After reboot, log in and click "Next" twice; disable "Location Services"; click "Next" then "Done"; then
"Start Using Debian...".

Reboot the VM.
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Your device should now boot to the operating system with the ability to resize the screen as desired. I have
occasionally encountered the following issues.

o Click "Install Now" if prompted for updates.

e Ifyoudo not see your VM within the VMWare home scteen, make sure you have enabled "File History"
under the host's "Settings" > "Privacy" > "File History & Trash" menu.

e If your cursor is not available within the VM, or you cannot select anything, restart it.

e  The shared folder within the VM will likely not function. VMWare requires several commands specific
to your installation to temporarily share a folder with the host. At the time of this writing, a known bug
was preventing this. I currently recommend using a USB device connected to the VM to transfer files,
which we will do together later.

After any pending updates are installed, shut down the VM and continue to the section titled "Preserve Stock
Debian".

VirtualBox Linux OSINT VM on Windows Host

If you tested both VirtualBox and VMWare Workstation Pro during previous chapters, you may now have a
preference for a VM client. I prefer VirtualBox over VMWare when using new powerful hardware, but VMWare
tends to be faster on older hardware. Ideally, you will use both throughout this chapter and make a decision
once you expetience real-wotld results. Download the latest Debian ISO at https://cdimage.debian.org/debian-
cd/current/amd64/iso-cd/. Always download the proper file, similar to "debian-12.5.0-amd64-netinst.iso".
Next, let's work through the entire Debian installation process for Windows hosts together. Launch VirtualBox
and conduct the following.

e Click "Machine" then "New" in the menu.

e Enter a name of "Debian Stock".

e  Click the drop-down in the "ISO Image" section; select "Other"; and choose the ISO file.

e Enable the "Skip Unattended Installation" option and click "Next".

e Choose a memory size of half of your system's memory.

e  Change the "Processoz(s)" to half of the available CPUs.

e Desclect "Enable EFI" and click "Next".

e Choose the maximum desired size of your VM as 150 GB, and click "Next" then "Finish".

e Click "Settings" for this new VM.

e Click the "Advanced" tab and enable "Bidirectional", "Shared Clipboard" and "Drag n' Drop".

e  Click "Shatred Folders" in the left menu and click the "Plus" icon to the right.

e Under "Folder Path", click the drop-down and select "Other".

e Choose the Downloads folder and click "Select Folder".

e Enable the "Auto-mount" option and click "OK".

e Click "OK" to save all changes and close the settings.

e  Click the "Start" option and boot the VM.

o If presented, click the white icon next to any VirtualBox pop-ups to eliminate them.

o If the screen is too small, click "View" in the VirtualBox menu and select "Virtual Screen 1" > "Scale
to 200%". Most users will NOT need to do this.

e Seclect "Graphical Install" or allow it to load as default.

e Choose your Language and select "Continue".

e Choose your Location and select "Continue".

e Choose your Keyboard and select "Continue".

e Leave the name as "debian" and click "Continue"; then click "Continue" again.

e Do not set a Root password, and simply click "Continue".

e Provide a user account name as "osint" (lowercase and without quotes); a username of "osint"; and a
password of "osint". This is a mandatory step as part of the tutorials and scripts presented in this
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book. While any other username could work at first, you will face issues as you proceed. Please make
sure all entries are "osint". Since this is a virtual machine inside a secure computer, minimal security
is acceptable.

e  Choose your Time Zone and click "Continue".

e Choose the "Guided - use entire disk" option and click "Continue".

e Choose "VBOX HARDDISK" and "All files in one partition", clicking "Continue" after each.

e Click "Continue"; select "Yes"; and click "Continue" to begin the installation.

e When prompted, confirm "No" to bypass local media and click "Continue".

e Choose the default package manager and click "Continue" three times.

e Seclect "No" and click "Continue" to disable statistics.

e Seclect "GNOME"; ensure "Debian desktop environment" and "standard system utilities" are also
enabled; and click "Continue" to accept the desktop environment I will use during my tutorials. If you
have a strong opinion that another environment is better, choose your preference.

e If prompted, click "Continue" to install GRUB; choose "VBOX..." and click "Continue".

e Allow Debian to complete the installation. Once you see "Installation complete”, click "Continue" to
allow a reboot.

o After reboot, log in and click "Next" twice; disable "Location Services"; click "Next", "Skip", and
"Done"; then "Start Using Debian...".

e  Within the VirtualBox top menu, click "Devices"; click "Insert Guest Additions..."; click "Activities" in
the upper-left of Debian; open the Files application; click the "VBox" option in the left; click "Run
Software in the upper-right; confirm with "Run"; enter your password when prompted; allow the
installation to complete; and press Enter to close the window when prompted.

o  Click "Activities", the nine dots, then "Terminal”, and execute the following to enable sharing.

sudo groupadd vboxusers

sudo usermod -aG vboxusers osint
sudo groupadd vboxsf

sudo usermod -aG vboxsf osint

Shut down the VM.

Within the VirtualBox program, click the Settings for the VM.

Under "Storage", right-click VBoxGuestAdditions and choose "Remove Attachment".
e Confirm with "Remove", click "OK", and restart the VM.

You should now have VirtualBox Guest Additions installed. You can test this by resizing the screen. If you
make the Debian VM full screen, you should see the overall screen resolution change with it. If you previously
changed the scaling of the window in VirtualBox, you may want to change it back to 100%. If it looks good, do
not make the change. If the screen is still too small, right-click the Debian VM desktop and choose "Display
Settings". If the option is present, choose a "scale" of 200% and see if that works better for you. Overall, I like
the Debian VM to possess maximum resolution possible within the VM client, in full screen mode,
with a choice of the higher scale within the Debian VM if needed. Every computer (and user) is unique,
so use these settings to make it look best for your eyes.

You should also be able to access the Downloads folder of the host machine from within the VM through the
"sf downloads" mounted disk. Notice that it boots to a view of the Dock at the bottom and a windowed
Desktop above. Clicking within this Desktop navigates to it and hides the Dock. We will change this soon. After
any pending updates are installed, shut down the VM and continue to the section titled "Preserve Stock Debian".
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VMWare Workstation Pro Linux OSINT VM on Windows Host

If you tested both VirtualBox and VMWare Workstation Pro during previous chapters, you may now have a
preference for a VM client. I prefer VirtualBox over VMWare when using new powerful hardware, but VMWare
tends to be faster on older hardware. Ideally, you will use both throughout this chapter and make a decision
once you expetience real-wotld results. Download the latest Debian ISO at https://cdimage.debian.org/debian-
cd/current/amd64/iso-cd/. Always download the proper file, similar to "debian-12.5.0-amd64-netinst.iso".
Next, launch VMWare Workstation Pro and conduct the following.

e Click "File" then "New Virtual Machine" in the VMWate menu.

e Choose the "Typical" option and click "Next".

e Seclect "Installer disc image file"; select the Debian ISO file; and click "Next".

e Provide a name of "Debian Stock” and click "Next".

e Choose the max size of your drive as 150 GB and select "Store Virtual Disk as a single file".

e Click "Next" then click the "Customize Hardware" button.

e Choose a memory size of half of your system's memory.

e Change the "Processor(s)" to half of the available CPUs.

e Click "Close"; deselect "Power on..."; and click "Finish".

e Launch the machine and if prompted, click "OK" on any windows about hardware.

e Seclect "Graphical Install" or allow it to load as default.

e Choose your Language and select "Continue".

e Choose your Location and select "Continue".

e Choose your Keyboard and select "Continue".

e Leave the name as "debian" and click "Continue"; then click "Continue" again.

e Do not set a Root password, and simply click "Continue".

e Provide a user account name as "osint" (lowercase and without quotes); a username of "osint"; and a
password of "osint". This is a mandatory step as part of the tutorials and scripts presented in this
book. While any other username could work at first, you will face issues as you proceed. Please make
sure all entries are "osint". Since this is a virtual machine inside a secure computer, minimal security
is acceptable.

e Choose your Time Zone and click "Continue".

e Choose the "Guided - use entire disk" option and click "Continue".

e Choose "VMWare" and "All files in one partition", clicking "Continue" after each.

e Click "Continue"; select "Yes"; and click "Continue" to begin the installation.

e When prompted, confirm "No" to bypass local media and click "Continue".

e Choose the default package manager and click "Continue" three times.

e Seclect "No" and click "Continue" to disable statistics.

e Seclect "GNOME"; ensure "Debian desktop environment" and "standard system utilities" are also
enabled; and click "Continue" to accept the desktop environment I will use during my tutorials. If you
have a strong opinion that another environment is better, choose your preference.

e If prompted, click "Continue" to install GRUB; choose "/dev/sda"; and click "Continue".

e Allow Debian to complete the installation. Once you see "Installation complete”, click "Continue" to
allow a reboot.

e After reboot, log in and click "Next" twice; disable "Location Services"; click "Next", "Skip" and
"Done"; then "Start Using Debian...".

e  Click "Install Tools" from the bar at the bottom of the screen; click "Activities" within the Debian VM;
and select the "Files" application visible in the lower Dock.

e Seclect "VMWare Tools" within the left menu; right-click the "VMWareTools...gz" file and select
"Copy"; select "Downloads" and click within the empty area to the right; right-click and select "Paste";
right-click the "VMWareTools...gz" file; and choose "Extract".
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e Click through the VMWare folders within Downloads until you see a file called "vmware-install.pl".
Right-click this file and choose "Run as program". If you receive a warning, type "n" and press Enter.
You should now have VMWare Tools installed.

e Reboot the VM.

Your device should now boot to the operating system with the ability to resize the screen as desired. I have
occasionally encountered the following issues.

e Click "Install Now" if prompted for updates.

e If your cursor is not available within the VM, or you cannot select anything, restart it.

e  The shared folder within the VM will likely not function. VMWare requires several commands specific
to your installation to temporarily share a folder with the host. At the time of this writing, a known bug
was preventing this. I currently recommend using a USB device connected to the VM to transfer files,
which we will do together later.

After all updates are installed, shut down the VM and continue to the section titled "Preserve Stock Debian".
Preserve Stock Debian

Regardless of your host operating system (macOS, Linux, or Windows) or VM client (UTM, VirtualBox, or
VMWare Workstation Pro), you should now possess a VM with a clean version of stock Debian. You could
launch this VM and start configuring your OSINT investigative environment, but I encourage you to first create
a clone of this machine while it is in such a pristine state. This way, you can always return to an untouched
version of Debian which has not been modified if needed. I often need to do this when I mess something up
while testing new software. This prevents me from creating a new Debian VM from scratch every week. Shut
down all VMs and consider the following.

UTM (macOS): You can right-click on any VM within UTM and choose the option of "Clone" to create an
identical copy. You can then right-click the new version and select "Edit" to change the name. In the following
image, I created a clone titled "OSINT VM", which can be customized without impacting my "Debian Stock"
VM.

evce M + UTM o ® O

Windows OSINT
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}

,\ Debian Stock °

QEMU 7.2 ARM Virtual Mach...

,\ OSINT VM °
%’ QEMU 7.2 ARM Virtual Mach...

VirtualBox (Linux and Windows): You can right-click on any VM within VirtualBox and choose the option of
"Clone" to create an identical copy. You can provide a unique name during this process and accept the default
options. I created a clone titled "OSINT VM", which can be customized without impacting my "Debian Stock"
VM. The image below displays my software.

Oracle VM VirtualBox Manager
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Preferences  Import Export New Add

Eile Machine Help

Debian Stock Welcome to VirtualBox!

e © powered Off e - .
© The left part of application window contains global tools
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o © powered Off VMs using corresponding toolbar buttons. You can popup
a tools of currently selected element using
corresponding element button.
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VMWare Workstation Pro (Linux and Windows): You can right-click on any VM within VirtualBox and
choose the option of "Manage" then "Clone" to create an identical copy. You can provide a unique name during
this process and accept the default options. I created a clone titled "OSINT VM", which can be customized
without impacting my "Debian Stock" VM. The following image displays my software.
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You should now have at least two VMs. One is untouched Debian Stock which we will preserve for future
clones if needed. I launch this VM once monthly to apply all updates and keep it ready to go. The OSINT VM
is the option we will use to create our ultimate OSINT VM in the next chapter. Once our VM is finished, we
will use these same methods to make a clone before each online investigation.

Remove VMs
We can remove VMs with the following steps.

*  UTM (macOS): Right-click any VM and select "Delete". This will remove the entry from the menu and
delete any files associated with the VM.

*  VirtualBox (Linux and Windows): Right-click any VM and select "Remove". This presents an option to
remove the entry from the menu or remove the entry and delete any associated files.

*  VMWare Workstation Pro (Linux and Windows): Right-click any VM and select "Remove". This
provides options to remove from the library or delete completely.

Display Settings

You should be able to adjust your VM window as desired, or make it full screen for best view. However, the
resolution is likely still low. Consider the following.

e Right-click on the Debian desktop and choose "Display Settings".
e Change the resolution to the maximum for your screen's ratio and click "Apply" then "Keep Changes".
e If the text is now too small, select the "200% Scale" and click "Apply" then "Keep Changes".

Play with these settings until you find the perfect fit. Remember to always use the highest resolution available
within the VM client and then choose the 100%, 200%, or additional options present within the Debian display
preferences.

Debian Desktop Interaction
The following image displays my Debian UTM installation at this point. Notice that it boots to a view of the

Dock at the bottom and a windowed Desktop above. Clicking within this Desktop navigates to it and hides the
Dock. We will change this soon.

OBEBE@l:
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Debian Customization

From this point forward, only use the "OSINT VM" for any customization. The only exception should
be to occasionally open the "Stock Debian" VM to apply any updates.

Persistent Dock

When Debian boots, you see the dock at the bottom of the screen, but it disappears once you click on the
workspace. I prefer a static Dock within my VM, on the left of the screen, which is always visible. If you do too,
conduct the following.

e Open your web browser by clicking the Firefox icon after entering the "Activities" menu.

e Navigate to https://extensions.gnome.org/extension/307/dash-to-dock.

e Click "Install" and confirm twice.

e  Click the Activities menu; search "Extensions"; and open the Extensions application.

e Under Dash to Dock, click "Settings".

e Select "Left", disable "Intelligent Autohide"; enable "Panel mode"; and adjust the icon size as desired (I
prefer 32). You should see a much better environment for launching applications.

Terminal in Dock

We will use Terminal more than any other application throughout this guide. While we will use an automated
script to rebuild our Dock icons later, we should go ahead and add Terminal to it now.

e  Click the nine dots in the lower-left of Debian.
e Hover over the Terminal application.
e Right-click and select "Pin to Dash".

Terminal Appearance

Unlike Ubuntu, the default Gnome Terminal in Debian has a white background. Many of the Linux applications
which we will use force white text which would not be visible within this window. Therefore, consider changing
the appearance of Debian's Terminal with the following steps.

e From within Terminal, select the three bars menu and choose "Preferences".
e Change the "Theme Variant" from "Light" to "Dark" and close the settings.

Debian Background and Windows

Personally, I do not like the default colors and wallpaper of Debian, and prefer something more professional.
Debian removed the ability to easily change wallpaper to a solid color, so we will do it all through Terminal. I
conducted the following on my new VM. The fourth and final command adds maximize, minimize, and full-
screen buttons to all windows.

gsettings set org.gnome.desktop.background picture-uri ''

gsettings set org.gnome.desktop.background picture-uri-dark ''
gsettings set org.gnome.desktop.background primary-color 'rgb (66, 81,
100) "'

gsettings set org.gnome.desktop.wm.preferences button-layout
":minimize,maximize, close"
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The remaining steps within Debian create a better OSINT investigations environment.

e Launch "Settings" from the "Show Applications" Menu.

e Click "Notifications" and disable both options.

e Click "Privacy", then click "Screen Lock" and disable all options.

e Click "File History & Trash", then disable all options.

e Click the back atrow, "Power", then disable "Automatic Suspend".

e Ifdesired, click "Mouse & Touchpad" then enable "Natural Scrolling”.
e C(lose all Settings windows.

Debian Centered Windows

By default, Debian opens all new windows to the left of the screen. I prefer them to be centered, especially when
launching the custom scripts, which we will download later. You can modify this setting with the following steps.

e  Click the nine dots in the lower-right of Debian.

e Search "Tweaks" and open the application.

e Click "Windows" and enable "Center New Windows".
e  Close the Tweaks application.

Debian Desktop Icons

By default, Debian does not display icons on the Desktop. There is much debate about whether this is a benetfit
or a nuisance. I prefer to see files within the Desktop folder display on the Desktop itself. We can enable this
with the following steps, but we will use Terminal commands to replicate this in Chapter Fourteen.

e Open your web browser by clicking the Firefox icon after entering the "Activities" menu.

e Navigate to https://extensions.gnome.org/extension/2087/desktop-icons-ng-ding.

o C(Click "Install" and confirm twice.

e Within Terminal, execute cd ~/Desktop && rm *.desktop to eliminate the unnecessary
icons.

Debian Updates

It is important to keep the software on this original VM updated. There are different ways to do this, but I will
only focus on the direct Terminal method. Execute the following commands.

sudo apt update && sudo apt upgrade -y
I typically check for updates weekly. Later, I present a script which does this for us. You should now have at

least one Debian VM titled "OSINT VM" which we will customize for our OSINT investigations. Once we
have finished, we will use the previous tutorials to clone this VM for each investigation.
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CHAPTER NINE

OSINT VM WEB BROWSERS

Your internet browser is likely the most vital application within your ultimate OSINT VM. If you are a Windows
user, your default web browser is either Internet Explorer or Microsoft Edge. Apple users are presented Safari
by default. Many computers now rely on Google's Chrome browser for internet access. I believe OSINT
professionals should avoid all of these if possible. All are inferior in my opinion, and you will encounter
difficulties with some of the websites you visit. Therefore, we need a better browset.

Firefox (mozilla.org)

The Firefox browser is my primary window into the internet on all of my machines, including my OSINT VMs.
It has enhanced security and a feature called "Add-ons" or "Extensions". These are small applications which
work within the browser that perform a specific function. They will make searching and documentation much
easier. I occasionally use a Chromium-based web browser when absolutely necessary, and will explain an option
later. However, many of the extensions that I need are more compatible with Firefox.

For the purposes of this chapter, I will assume you are configuring the Firefox application included in your new
Debian VM. However, all of the methods explained here could be replicated within your host or any other
computer. If you will be using your host computer for any web browsing, Firefox is highly recommended as the
default browser. Regardless of where you will be conducting your online investigations, have a properly
configured Firefox application.

Throughout this chapter, we will build an ideal configuration of Firefox for OSINT investigations. At the end
of the chapter, I offer a pre-configured profile which you can download into your VM for a turn-key approach.
However, 1 encourage you to replicate my steps manually to understand each feature before relying on the
downloadable profile. Whenever you need to quickly build a new VM for investigative use, you can import my
configuration to bypass all the labor.

Firefox Security

Before identifying Firefox resources which will aid in our OSINT research, we must first secure our browser to
the best of our ability. While the default Firefox installation is much more private and secure than most other
browsers, we should still consider some modifications. I personally use Firefox for all of my OSINT
investigations in my VMs, and as my default web browser on my personal laptop. I no longer possess multiple
browsers for various tasks. 1 believe that Firefox is the most robust, secure, and appropriate option for almost
any scenario. However, I recommend changing the following settings within Firefox.

e  Click on the menu in the upper right and select "Settings".

e In the "General" options, uncheck "Recommend extensions as you browse" and "Recommend features
as you browse", which prevents some usage information from being sent to Firefox.

e In the "Home" options, change "Homepage and new windows" and "New tabs" to "Blank page". This
prevents Firefox from loading their default page.

e Disable all Firefox "Home Content" options.

e Uncheck everything in the "Address Bar" menu.

e  Click the "Privacy & Security" menu option and select "Strict" protection.

e Check boxes "Tell websites not to sell or share my data" and "Do Not Track".

e Check the box titled "Delete cookies and site data when Firefox is closed".

e Uncheck the box titled "Show alerts about passwords for breached websites".

e Uncheck the box titled "Suggest Firefox Relay...".
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e Uncheck the box titled "Suggest strong passwords".

e Uncheck the box titled "Fill usernames and passwords".

e Uncheck the box titled "Ask to save passwords".

e Uncheck the box titled "Save and fill addresses".

e Uncheck the box titled "Save and fill payment methods".

e Change the History setting to "Firefox will use custom settings for history".

e Uncheck "Remember browsing and download history" and "Remember search and form history".

e Check the box titled "Clear history when Firefox closes". Do not check the box titled "Always use
private browsing mode", as this breaks Containers.

e In the Permissions menu, click "Settings" next to Location, Camera, Notifications, and Virtual Reality.
Check the box titled "Block new requests..." on each of these options. If you will never need audio
communications within this browser, you could do the same for Microphone.

e Uncheck all options under "Firefox Data Collection and Use" and "Website Advertising Preferences".

e Uncheck all options under "Deceptive Content and Dangerous Software Protection". This will prevent
Firefox from sharing potential malicious site visits with third-party services.

e Select "Enable HTTPS-Only Mode in all windows".

e Enable "Max Protection" under "DNS over HTTPS" and select "NextDNS".

This is where I again deviate from previous editions. I often walk a fine line between OSINT and privacy. In
my book Extreme Privacy, 1 took many actions in order to protect every facet of our online privacy and security.
This included a complete hardening of the Firefox browser which I use as a daily driver on my personal machine.
In previous editions of that book, I carried over many advanced Firefox settings into the recommended OSINT
machine. Today, I no longer feel these actions are appropriate. Over the past year, many of the Firefox
"about:config" modifications which I had previously presented began causing minor issues within investigations.
Some invasive sites, which needed documented as part of an investigation, could not be viewed due to
overprotective settings. I have had to remind myself of the scope of this book. It is designed to assist with
investigations and collection of digital evidence.

Several readers have asked if I recommend the latest "Global Privacy Control" and "Do Not Track" settings
within Firefox for OSINT investigations. While I encourage people to activate these options within their
personal machines, I do not recommend them for our OSINT browsers. These two settings can modify the way
a target website interacts with your browser. If you are trying to capture the way a site delivers data to the end
user, but you are preventing the site from exchanging information with your browser, you may be altering the
content which would have been delivered to a normal user. While we want to practice good digital hygiene while
we conduct investigations, we do not want to strictly prohibit all intrusive data from reaching our screens.

Our OSINT machine is not designed for personal internet usage and simply does not need the same security
through modifications which I believe are appropriate for a personal computer. Therefore, I have removed all
advanced Firefox settings from this book. Doing so eliminates the likelihood that problems will occur, and
enables the browser to be seen as another common configuration ready to view any website.

Firefox natively respects your privacy and security more than other browsers. These recommendations are for
those that want to tweak additional settings that may provide a new layer of protection, even if minimal.

I want to stress that the enhanced Firefox privacy and security settings presented within Extreme Privacy are
still very appropriate for personal machines. I just don't believe they are necessary here. For those who follow
both sides of my work (OSINT and privacy), please continue to use the advanced strategies within your personal
machines. With this book I want to strive harder to isolate these two worlds. While OSINT and privacy
complement each other, they should not be lumped into one bucket when it comes to our digital strategies.
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Default Search Engine

In the previous configurations, I left Google as the default search engine whenever text is typed into the URL
bar. This was because Google typically brings us the best results. This may be appropriate for your investigations,
but you may be missing out on results from Bing and other engines. I prefer to use SearXNG for all initial
queries, and then migrate to Google or Bing if I need to dig deeper into a result.

SearXNG is a metasearch engine which aggregates the results of multiple search engines, such as Google, Bing,
and others, but does not share information about users to the engines queried. It is also open source and can be
self-hosted. The easiest way to get started is to visit https://searx.space/ and test a few public instances. If you
want to make one of them your default search engine within Firefox, conduct the following.

e Navigate to your chosen public server and conduct any search.

e Right-click on the URL and select "Add" next to the magnifying glass icon.
e Navigate to Firefox's Settings menu and click the "Search" option.

e Change your default search engine to the new option.

From any search result, I prefer to click the "Preferences" option on the far right and make a few modifications.
I disable any auto-complete options; disable SafeSearch; switch to a light theme; enable results in new tabs; and
enable additional search engines throughout all topics.

If you want to store these changes so they will be preserved after you restart Firefox, you must conduct the
following.

e Navigate to Firefox's Settings menu and click the "Privacy & Security" option.

e Click "Manage Exceptions" next to "Delete cookies...".

e Enter the URL of your SearXNG instance, such as "https://batesearch.org" or " https://searxng.site".
e Click "Allow" and "Save Changes".

If you do not trust a public instance of SearXNG, you can host your own, as explained next. I currently have a
self-hosted SearXNG instance running in my VM, which allows me to query dozens of search engines
simultaneously from my browser without trusting any third-party middle man. You may have a policy which
prohibits you from conducting investigations through untrusted online third-party search engine aggregators. If
you decide to use SearXNG as part of your routine, consider running your own instance locally. If you have
played with any of the public instances of SearXNG, you may now see the benefits of an aggregated search
service. You may also be considering the risks associated with this behavior. Let's start with the benefits of a
public instance.

e All queries are submitted to search engines from a third-party server.
e The IP addresses collected from engines are those of the server, not yours.
®  Your queries cannot easily be associated to one user by the engines.

That may sound great, but there are risks with public instances. Consider the following.

e The host of the instance could monitor your queries.
e If the host is popular, some engines may block access.
e If the host has an outage, you are without service.

Overall, I believe it would be very unusual for a SearXNG host to monitor queries. This cannot be done with
the SearXING software, and they would have to go out of their way to collect data about users. I just do not see
the motive of that. However, anything is possible. Personally, I prefer to self-host my own instance of SearXNG.
Consider the following benefits.
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e All queries are submitted from your machine directly to the engines.

e The tracking code on engine websites is removed from the SearXNG pages.
e Minimal usage ensures that all options function reliably.

e Does not rely on the uptime of an online instance for my queries.

As always, there are also risks. My IP address is submitted with every query I make, but I am always behind a
VPN so I am not bothered by that. The ability to host my own code and know that no one else is intercepting
that data is more important to me. You can never hide the queries from the search engines themselves, but you
can limit the information loaded into your browser by not visiting their sites directly. Receiving results from
multiple search engines simultaneously is very advantageous. Take some time to determine whether you are
better served with a public instance or your own. I took the following steps on my Linux VM to configure my
own host locally. If you decide to replicate these steps, you should copy and paste this in its entirety.

sudo -H apt-get install -y \
python3-dev python3-babel python3-venv \
uwsgil uwsgi-plugin-python3 \
git build-essential libxslt-dev zliblg-dev \
libffi-dev libssl-dev
mkdir ~/Documents/searxng
cd ~/Documents/searxng
git clone "https://github.com/searxng/searxng"
python3 -m venv searxngEnvironment
source searxngkEnvironment/bin/activate
pip install -U pip
pip install -U setuptools
pip install -U wheel
pip install -U pyyaml
cd searxng
pip install -e .
sudo -H mkdir -p "/etc/searxng"
sed -1 "s|ultrasecretkey|$ (openssl rand -hex 32) |g" searx/settings.yml
sudo -H cp searx/settings.yml /etc/searxng/settings.yml
export SEARXNG SETTINGS PATH="/etc/searxng/settings.yml"
deactivate

My machine was now configured to run the SearXNG software. The following commands execute the program.

cd ~/Documents/searxng

source searxngkEnvironment/bin/activate
cd searxng

python searx/webapp.py

The software is now running in the background. You can minimize this Terminal window. As long as it is not
closed completely, the service is running. You can launch Firefox and navigate to http://127.0.0.1:8888 to load
your own instance. Any modifications you make to this will be stored within your software, regardless of cookies.
You can execute the following to fetch any updates.

cd ~/Documents/venv/searxng/searxng
git pull "https://github.com/searxng/searxng"

If desired, you can add these two commands to the Linux update script, which is explained later. You could also
add the launch commands to the maintenance scripts we will build later in this guide.
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Firefox Add-ons (Extensions)

There are thousands of extensions available for Firefox. Some are helpful, some are worthless, and some are
just fun. This chapter will discuss several of them. The Firefox Add-ons, sometimes called extensions, detailed
here will include a website for each option. You can either visit the website and download the add-on, or search
for it from within Firefox. The latter is usually the easiest way. While Firefox is open, click on the menu in the
upper right and then "Add-ons and Themes". This will present a page with a search field in the upper right
corner. Enter the name of the extension and install from there. The following are my recommendations, in order
of importance.

Firefox Containers: Isolate specific sites within tabs.

uBlock Origin: Block undesired scripts from loading,.
DownThemAll: Download bulk media automatically.

Bulk Media Downloader: Download bulk media automatically.
FireShot: Generate screenshots of partial and entire web pages.
Nimbus: Alternative screen capture for large web pages.
SingleFile: New alternative screen capture option for HTML files.
Exif Viewer: Identify metadata embedded inside a photograph.
User-Agent Switcher and Manager: Emulate various browsers and devices.
Image Search Options: Conduct automatic reverse image searches.
Search By Image: An alternative tool for reverse image search.
Web Archives: Search archived versions of the current website.
Copy Selected Links: Quickly copy all hyperlinks from a website.
OneTab: Collapse or expand tabs into a single resource.

Stream Detector: Identify embedded video streams for archiving.

The following pages provide explicit instructions for installing and configuring each of these Add-ons. At the
end, I will explain how you can export your settings and replicate your work across practically any Firefox
installation. This will preserve your work and allow you to receive an identical experience if conducting
investigations across multiple computers. I will also present an option to run a few commands to replicate the
setup explained within this chapter. This will also benefit your virtual machines. Ideally, you would complete all
browser configurations within your original VM before cloning, exporting, or use of snapshots.

Firefox Containers (https://addons.mozilla.org/addon/multi-account-containers)

The first Firefox Add-on which I use daily is the Multi-Account Containers option from Mozilla. Multi-Account
Containers allows you to separate your various types of browsing without needing to clear your history, log in
and out, or use multiple browsers. These container tabs are like normal tabs, except the sites you visit will have
access to a separate slice of the browsert's storage. This means your site preferences, logged-in sessions, and
advertising tracking data will not carry over to the new container. Likewise, any browsing you do within the new
container will not affect your logged in sessions, or tracking data of your other containers.

OSINT investigators can use this technique in many ways. With a traditional browser, you can only be logged
in to one instance of a social network. If you are logged in to a covert Facebook account, then open a new tab
and navigate to Facebook, you will be presented with the same logged-in account used in the previous tab. With
containers, we can isolate this activity.

You can log in to one Facebook account in one container, another Facebook account in a second container,
and any additional accounts in their own containers. This applies to any service, such as X (Twitter), Reddit, or
others. This allows us to simultaneously access multiple accounts within the same service without logging out
or opening a different browser. Let's configure it.
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Once installed, you might see a new icon in the upper right in your Firefox browser which appears as three
squares and a "+" character. Many readers may not see this icon because it is in the "Extensions" menu item in
the upper-right which appears similar to a puzzle piece. Click this icon; right-click "Firefox Multi-Account
Containers"; and select "Pin to Toolbar". This will place our new extension icon directly within the browser
toolbar.

Click on this new icon and click your way through the introduction windows. Choose "Not Now" for any
Firefox features. You can now select the container you want to open. Default options include choices such as
Personal and Shopping, but you can modify these any way you desire. You can create, delete, and edit containers
from the main menu. When you click the "Manage Containers" option, you can change the color or icon
associated with a container or change the container name. The following tutorial replicates my configuration.

¢ Open the Multi-Account Containers menu.

*  Click "Manage Containers".

*  Delete all containers by selecting each and clicking "Delete This Container".
* In the "Manage Containers" menu, click the + in the upper left.

»  Enter the name of your new container, such as "Alias 01".

*  Choose a desired color and icon.

*  Repeat this process to create the number of containers desired.

At a bare minimum, I recommend containers labeled "Alias 01", "Alias 02", "Alias 03", and "Alias 04". You can
now either open a new container as a blank page or open links in a new or different container. The following
are a few of my usage examples.

Multiple Logins: While in Firefox, I want to open Facebook inside a unique container. I click on the containers
menu and select Alias 01. This opens a new blank tab within this container. I navigate to Facebook and log in
to an alias account. I then want to log in to a second Facebook account, so I click on the containers menu and
select Alias 02. This opens a new tab in that container. I then navigate to Facebook and receive a login prompt.
I'log in to my second account and can switch back and forth between tabs. You should note that Facebook can
see you have the same IP address for each login, but they cannot see your cookies from one session to the other.
You could replicate this process for any other service. You could also have numerous Gmail accounts open
within one browser.

Safety: While I am viewing my target's X (T'witter) profile, I see a link to an external website from his page. 1
am logged in to a X (T'witter) account within this container and I do not know what this linked website will try
to load. I do not want to jeopardize my investigation. I right-click on the link and choose "Open link in New
Container", and then select the desired container tab. The page I open cannot see any cookies stored within my
container associated with my X (T'witter) login.

Dedicated Container: I assign specific websites to a container so they will always open in that container. I use
this for Google because I do not want my search history associated with other investigation activities. If I ever
visit Google as part of an investigation, the site will open in a new container tab which I designated "Google".
This is regardless of which tab I try to use. The following steps configure this option.

*  Create a Containers tab titled "Google".

*  Click on the Containers menu.

*  Open a new Google tab.

*  Connect to google.com and click the Containers menu.
*  Select "Always open This Site in...".

*  Select the desired container.

*  Navigate to google.com from a standard tab.

*  Select "Remember my decision...".

*  Click "Open in..." the desired container.
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When complete, you have created a rule within Firefox. Any time you connect to google.com, regardless of the
container you are in, or if you have Google set as your default search from within the URL field, Firefox will
open a new "Google" tab to complete your connection. This isolates your Google traffic from any other tab,
and applies to any Google sites, such as Google Voice, Gmail, etc.

If you regret making this type of rule, you can either delete the entire container or just the policy for that site.
In this example, I can go to the Containers menu; click the "Manage Containers" option; then select the Google
container; then click the delete option.

When I first installed this add-on, I went a bit too far with customized containers. I wanted all Facebook pages
to load in their own container, which prevented the ability to log in to multiple accounts. I removed this option
and established the rule mentioned previously which allowed me to have multiple logins, but lost the isolation
from Facebook to other websites. I created containers for most of the sites I visited, which was overkill.

There is no perfect solution. Evaluate your needs and create the most appropriate set of containers vital to your
investigation. If you want to isolate a container to only open designated sites, click "Manage Containers"; select
the desired container; and enable the "Limit to Designated Sites" option. This prevents accidental openings of
undesired sites within a secure container.

uBlock Origin (addons.mozilla.org/firefox/addon/ublock-origin/)

I have previously recommended NoScript, Adblock Plus, Privacy Badger, and Disconnect as privacy Add-ons
that would help stop unwanted ads, tracking, and analytics. These are no longer present on any of my systems.
I now only use uBlock Origin, as it replaces all of these options. This section may seem a bit overwhelming, but
experimenting with the advanced settings should help you understand the functionality. Install uBlock Origin
from the Firefox Add-ons page or directly at the previous URL. You are now protected on a basic level. By
default, most known advertisements, tracking code, and malicious content is blocked. This step alone would
provide much needed protection from the internet. However, we can take it further.

Click on the uBlock Origin icon in the Firefox toolbar and select the "Dashboard" icon to the right, which
appears as a settings option. This will open a new tab with the program's configuration page. On the "Settings"
tab, click the option of "I am an advanced user". This will present an expanded menu from the uBlock Origin
icon from now forward. Click on the "Filter lists" tab and consider enabling additional data sets that may protect
your computet. I find the default lists sufficient, however I enable "Block outsider intrusion into LAN" under
"Privacy" and "EasyList/uBO-Cookie Notices" under "Annoyances". Click "Apply Changes" and Update Now"
after these selections. You now have extended protection that will be applied to all visited websites without any
interaction from you. When you encounter a web page with a lot of advertisements, such as a news media
website, it should load much faster. It will block many of the pop-ups and auto-play media that can be quite
annoying when conducting research. This protection will suffice for most users, but dedicated OSINT analysts
may choose to take a more advanced approach.

After you have enabled the Advanced settings as explained above, clicking on the uBlock Origin icon should
now present an expanded menu which will change as you visit different sites. In order to explain the function
of this menu, I will conduct a demonstration using the website cnn.com as it appeared in late 2022. Figure 9.01
displays the default view of uBlock Origin with the site loaded. Scrolling down this list of scripts that have either
been loaded or blocked, you can see several questionable scripts such as X (Twitter), Amazon, and Turner.
These scripts allow tracking across multiple websites and are the technology responsible for monitoring your
interests, web history, and shopping habits.

This menu is split into three columns. The first simply identifies the type of code or domain name of the script.
The second column is global settings. Anything changed here will apply to all website visits. The third column
contains settings for the current website. A single plus sign (+) indicates that less than ten scripts were allowed
from that specific option. Two plus signs indicate that between ten and one hundred scripts were allowed. The
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single minus sign (-) indicates that between one and nine scripts were blocked from that domain, while the dual
minus signs tell us that ten to one hundred scripts were blocked. In Figure 9.01, we see that over ten scripts
were allowed from cnn.com, and at least one script was blocked from sending data to X (Twitter). This is all
default behavior and provides a balance of functionality and security. uBlock Origin decides which content
should be allowed and which should be blocked.

Using this same page, let's modify the options. In Figure 9.02 (left), I have clicked on the far-right portion of
the first cell in the third column. This turned the entire third column red in color. This action activated an option
to refresh the page (arrows) and an option to save the change (padlock). Clicking the padlock and then refreshing
the page presented me with the example in Figure 9.02 (right). Since I blocked every script, the page would not
fully execute. It could not load images, design scripts, or any JavaScript. This is not useful at all, so I disabled
my actions by clicking on the left (grey) section of the top cell in the third column, which turned the entire
column back to grey in color. Saving these changes and refreshing the page brought me back to the example in
Figure 9.01.
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Figure 9.01: An advanced view of uBlock Origin.

We can also take this to the opposite extreme. In Figure 9.03 (left), I clicked on the "power button" in the upper-
right. This turned the entire left edge green in color, and allowed all scripts to load on cnn.com. This includes
the dozens of intrusive scripts that could load advertisements on the page. You can also see that small plus signs
confirm that scripts were allowed to run while the minus signs in Figure 9.03 (right) state the opposite. For most
users, this allowance would seem irresponsible. However, there is a specific reason that we want the ability to
allow all scripts. If you are collecting evidence, especially in criminal cases, you may want to archive a page
exactly as it was meant to be seen. When we block scripts, we are technically modifying the page (evidence). By
intentionally allowing all scripts before the collection of the screen capture, we know that we are viewing the
page in an unmodified format. This may be overkill for many investigators, but you should know your options.

Next, we will modify the second (middle) column, which will apply settings globally. By default, all options are
grey in color, which is desired by most users. This indicates that the default block list is applicable, and only
invasive scripts will be blocked everywhere. For demonstration, I clicked on the right (red) portion of the top
cell in the second column. This turned the entire column red, and indicates that all scripts across all websites
will be blocked. After I saved my changes, every website will only load the most basic text content. This will
prohibit much of our research.
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Loading a page such as a X (T'witter) profile resulted in no usable content. By clicking on the uBlock Origin icon
and clicking the left (grey) sections of specific cells within the third column, I enabled those scripts without
allowing everything on the page. While you may not be able to see the colors in Figure 9.03 (right), you can see
the difference in shading. In this example, the entire second column is red. This indicates that all scripts are
blocked globally. The third column is mostly red, but the options for twitter.com and twimg.com are grey. Those
scripts will be allowed, if approved by uBlock Origin's rules, only for that domain. If I load a blog that has scripts
from X (T'witter), they would still be ignored.

These are extreme examples. Let's bring this back to some sanity. The following is how I recommend using
uBlock Origin. Install, enable advanced options, and proceed with your work. When you arrive at a website that
is blocking something you want to see, open the menu and click on the left (grey) section of the top cell in the
third column. That will allow everything to load on that page, and that page only. When you are about to navigate
to a questionable site that may try to install malicious code on your machine, click on the right (red) section of
the top cell in the second column. That will block all scripts on all pages. Conduct your research and reverse the
change when you are finished. Remember to click the save button (padlock) after each change and refresh the
page.

Hopefully, you are practicing these settings and learning how this program functions. It is an amazing option
that has protected me many times. If you are doing things right, you have likely completely messed-up your
settings and ate now blocking things you want while allowing things you do not. Don't worty, we can reverse all
of our mistakes by first changing the global (second column) settings back to grey (left section of top cell). Next,
return to the dashboard settings of the add-on, and click on the "My Rules" tab. In the second column
(Temporary Rules), select all of the text and press the delete key on your keyboard. Click the "Save" button in
this same column and then the "Commit" button to apply these settings everywhere. This resets our extension
and brings us back to default usage regardless of your modifications. This is important in the event you go too
far with settings in the future. Removing and reinstalling the extension does not always wipe this data out of
your system.

The primary benefit of uBlock Origin over other options is the simple ability to block malicious scripts without
customization, while having an option to allow or block any or all scripts at our disposal. This is a rarity in these
types of Add-ons. Another benefit is the ability to bypass website restrictions, such as a news site blocking
articles unless the visitor has a subscription service. Consider the following example with the Los Angeles Times.
Visiting the page allows you to view three articles for free, but you must have a paid subscription in order to
continue using the site. If I click on the uBlock Origin menu while on this page, select the right (red) option on
the right (third) column under the setting for "3rd party scripts”, then the padlock icon, and reload the page, I
see a different result. I am now allowed to see the article. This is because this website relies on a third-party
script to identify whether a visitor is logged in to the service. This modification presents unlimited views of
articles without registration on this and thousands of other websites.
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Figure 9.02: Disabled scripts within uBlock Origin.
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Figure 9.03: Fully and partially enabled scripts with uBlock Origin.

The final example of uBlock Origin within this chapter, which I rely on with my daily browsing, is the Inline
Scripts blocker. For this demonstration, I will navigate to cnn.com. Clicking on almost any article presents a
new page, including new annoyances. An undesired video begins playing while scrolling down the page, multiple
images from unrelated articles populate over some of the article text, a pop-up advertisement interrupts my
view, and over 56 scripts attempt to monitor your activity. uBlock Origin blocks the malicious scripts, but not
all of the annoyances. We could block each script individually, but that is time consuming. Instead, consider a
simple modification of the inline scripts setting.

Click on the uBlock Origin menu while on the desired page, select the right (red) option on the right (third)
column under the setting for "inline scripts", then the padlock icon, and reload the page. The site should load
much faster and block all of the inline scripts being pushed to you by the provider. You should notice that all
pages on cnn.com load immediately, and without all of the undesired media interfering with your research.
Clicking the grey area in this same box reverses the action. I apply this feature to practically every news website
I visit. It blocks vital information if your desire is to obtain a screen capture as evidence, but provides a much
more pleasing environment if you simply want to read the articles.

DownThemAll (addons.mozilla.org/firefox/addon/downthemall)

DownThemAll simplifies the process of extracting bulk data from a web page. It attempts to identify linked
video, audio, images, documents, or any other type of media within a site. It then allows you to easily download
everything at once. Consider the following example. Archive.org possesses a copy of a website which once
offered several gigabytes of marketing data containing millions of records on Americans, including full names,
addresses, telephone numbers, and interests. The archive can be found at the following URL.

https://web.archive.org/web/20151110195654/http:/ /www.updates4news.com:80/kyledata/

This URL presents hundreds of large CSV and TXT files. Later in this book, I discuss how to properly parse
through this content and create your own searchable file with this example. For now, I simply need to download
cach file. While on the page, click on the DownThemAll toolbar menu and select "DownThemAll". In the new
window, you should see all of the data links present on this site. Clicking the "All Files" box near the bottom
selects each of the files. Clicking "Download" in the lower right begins the process of downloading all of the
data from the page (which may take hours), and places each file in the default download location for your
operating system. Please do not download this data set yet, as it will fill your disk space in your VM. We will
discuss external storage methods later. This add-on is a requirement for any browser I use. I find it to work
better than the next option, but consider all alternatives for your own needs.

Bulk Media Downloader (addons.mozilla.org/firefox/addon/bulk-media-downloader)

Similar to DownThemAll, this add-on can make downloading a large number of media files easy. It should serve
as a backup in the event you find a page which DownThemAll will not function propetly. If you locate a page
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of several audio or video files, it can be time consuming to save them all manually. Additionally, you run the risk
of accidentally skipping a file. Bulk Media Downloader provides a solution. As an example, I navigated to X
(Twitter) and searched the word Video. This presented hundreds of embedded videos within a single page. 1
launched Bulk Media Downloader, which displayed a pop-up option over my browser. In this pop-up, I can
select specific file types such as Video or Audio. I chose only the Video option and reloaded the X (Twitter)
page in the background. The Bulk Media Downloader tool began populating video links as I scrolled down the
X (Twitter) page. Clicking the Download button retrieved all of the videos in MP4 format. This utility works
well on sites that have a large number of embedded audio or video files, as well as those that contain numerous
documents. You can select or deselect entries individually, or select categories at the bottom that fit your needs.

Fireshot (addons.mozilla.org/en-us/firefox/addon/ fireshot/)

Documenting and archiving your progress with an OSINT investigation is as important as the intelligence
discovered. The general rule is that if you do not have proof of your findings, then they never existed. Full Web
Page Screenshots, also known as FireShot, provides you with an easy solution to capturing all of your results.
When enabled, this extension is a button in the upper right portion of your browser. It appears as a blue square
containing the letter "S". Clicking the icon presents a menu with options. The best option is to select "Capture
entire page" and then "Save to PDF". This will create a PDF document of the entire page exactly as it appears
in your browser and then save it to anywhere you choose. The file can later be archived to a removable storage
device. The title of the document will match the title of the web page and it will include the URL of the page.

This method is preferred over a standard screen capture for several reasons. A typical screen capture only
captures the visible area and not the entire page. You must then open a program into which you "paste" the data
and then save the file. This extension automates this and saves it in a format that is difficult to edit. This can be
beneficial during testimony.

By accessing the "Options" area of the menu, you can assign customized naming features. Click "Show filename
template settings" in the options page and change the default value to the following,.

%on-%ou-%ot-%y-%om-%d-%H-%M-%S

This setting will change the default name of each page capture. Each file will be named a numerical value,
followed by the website URL, followed by title, and followed by the date and time of capture. Changing the %n
value to 0 and the Pad option to 3 will ensure that your captures always start with a numerical value of 0 and
ascend chronologically. This can help determine the order of evidence you retrieved. Be sure to "Apply" and
then "Save" after you have made your desired changes. Notice that you can quickly see the order captured (first
three digits), target website, description, and date & time.

Nimbus (addons.mozilla.org/firefox/addon/nimbus-screenshot)

While FireShot is my preferred screen capture utility within Firefox, there are some instances where it does not
petform well. If you have a target's Facebook page that has a lot of activity present, this may create a screen
capture too large for FireShot. The rendering process will likely expend all of the computet's video memory and
fail to create the file. When this happens, I use Nimbus as my first backup.

Nimbus allows you to specify whether you want to capture only the visible portion of the page, the entire page,
or a custom selection from the page. The drop-down menu presents these choices and the result is saved as a
PNG file. This is not optimal for online investigations, but is better than no capture at all. Another feature of
Nimbus is the ability to manipulate captures. I believe that this is bad practice as we usually want to provide the
most authentic and accurate evidence as possible. I do not want to manipulate any potential evidence. Therefore,
I recommend the following configurations.

*  Click on the Nimbus icon and choose the "gear" icon in the lower-right.
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* In the "File name pattern" field, insert {utl}-{title}-{date}-{time}. This will name every capture with
the URL and title of the target website along with date and time of capture.

*  Check "Enable Quick Screenshot" and select the "Entire Page" option in the first row and "Download"
option in the second row.

After these changes, clicking the Nimbus icon in the menu bar will no longer present a menu with options.
Instead, it will automatically select the entire page, apply the proper file naming, and download the capture as a
maximum quality PNG file to your Desktop. While a PDF file created with FireShot is the preferred file format,
a PNG file has other advantages. The PNG file is more universal and does not require PDF viewing software
such as Acrobat Reader. However, PNG files are easy to edit, and establishing the integrity of the file may be
difficult. I believe that Nimbus should be used as a supplement to FireShot.

One common failure of both FireShot and Nimbus is the capture of extremely large Social Network pages.
While this is rare on computers that have ample resources such as processing power and RAM, it can be quite
common on older machines with low specifications. Surprisingly, I have found FireShot to work better on large
X (Twitter) profiles and Nimbus to be best for large Facebook pages. I have no logic to offer for this discovery.
Again, having both at our disposal will make us better prepared for online evidence collection. When both fail,
consider Firefox's own solution, displayed next.

Firefox Screenshot

You may not like either FireShot or Nimbus. In general, you get what you pay for with these (they are free).
When I have an extremely long Facebook or X (Twitter) page, 1 find both of those options mediocre at best.
Lately, 1 find myself using the embedded Firefox Screenshot utility more than anything else. Consider the
following example. I loaded my own X (Twitter) profile and scrolled back to posts from a year prior. This
generated quite a long page and my computer fans increased speed due to the heat generated from my processor.
I attempted a screen capture with both FireShot and Nimbus, and each failed. I then executed the following
with Firefox.

*  Right-click within the page and select "Take Screenshot".
*  Choose "Save full page" and click "Download".

The process ran for about three minutes and saved an image .png file to my default downloads directory. It was
several megabytes in size. The default filename includes the word Screenshot, date, and title from the webpage.

SingleFile (addons.mozilla.org/en-US/firefox/addon/single-file/)

The previous options have always been the standard way of saving content. However, we should always embrace
new services. In late 2022, I was struggling to archive a large page, which led me to secking alternative capture
Add-ons. SingleFile saves any page as a HTML file, which can bypass many resource restrictions while generating
a PDF. Before we test it, let's modify several settings. After right-clicking the SingleFile icon in the menu bar
and choosing "Manage Extension", I conducted the following.

*  Click the "Preferences" tab.

*  Expand "User Interface" and enable "Open saved pages in a new tab".
*  Expand "HTML Content" and disable "Remove hidden elements".

»  Enable "Save original URLs of embedded resources".

You can now load any page and click the SingleFile icon to begin the process. The add-on will collect all of the
content from the page and embed it into a single HTML file within the Downloads folder of your VM or host.
You can open this file within your web browser to see the archive. Our changes simply apply settings which try
to save an archive close to the original. By opening the result in a new tab after completion, we will know that
everything worked.
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We can also save multiple tabs all at once within the SingleFile menu. Executing this feature archived each page
as a separate file and also opened each archive for immediate viewing. You should notice the file names now
include the title of the page and full timestamp. The sizes assure us that all of the data is embedded into the file.
Since this utility is embedding Base64 images directly into the HTML file, we only have one file to archive or
export. Lately, this tool has been much more reliable than PDF export options, and the source of the HTML
captures additional pieces of data for our investigation.

Exif Viewer (addons.mozilla.org/en-us/firefox/addon/exif-viewer)

This extension provides right-click access to the Exif data embedded into images. Later chapters explain what
Exif data is and how it can be useful. With this extension enabled, you can right-click on any full-size image
located on a web page. The menu option is "View Image Exif Data" and a new window will open when selected.
This window will identify any available metadata about the image. Figure 9.05 (left) displays the right-click menu
with a new option to View Image Exif Data. Overall, most photos on social networks do not contain any
metadata. They have been "scrubbed" in order to protect the privacy of users. However, many blogs and
personal websites display images that still contain metadata. While Chapter Twenty will explain online websites
that display this metadata, a browser add-on is much more efficient. In my experience, this extension will increase
the number of times that you will search for this hidden content.

User-Agent Switcher (addons.mozilla.org/firefox/addon/uset-agent-string-switcher)

Occasionally, you may visit a website that does not want to cooperate with Firefox. Browsers notify websites of
their identity and websites can alter or refuse content to certain products. One example is that some older
websites require Microsoft's Internet Explorer to view the content. Even though Firefox is capable of displaying
the information, a website can refuse the data to the browser. Another example is mobile websites that display
different content if viewing from an iPhone instead of a computer. This can now all be controlled with User-
Agent Switcher and Manager. Note that this is a different application than the recommendation within the
previous edition of this book (User-Agent Switcher). User-Agent Switcher and Manager offers many new
features, one of which we will discuss in the Instagram chapter.

When installed, you have a new option in your browser. The menu allows you to choose a mobile operating
system, such as iOS or Android, or a desktop browser such as Internet Explorer or Chrome. It will also allow
you to specify your operating system such as Mac or Windows. Whatever you choose, this data will be sent to
any site that you visit. If you visit a website of a tech-savvy target, he or she may know that you were looking
around. You may also be revealing that you are using a specific browser, such as Firefox, and a Windows
computer (common in government). You could now change your agent to that of a mobile device or Google
Chromebook which may not look as suspicious.

To do so, you would click on the menu bar icon; select the desired browser to emulate (such as Edge), select
the desired operating system (such as Windows); choose exact offering (such as Edge 92.0.1 Windows 10); and
click "Apply (container on window)". Click the "Test UA" button to visit a page which will confirm your new
active user-agent. To return to the default Firefox option in your native operating system, click on the "Restart"
button and refresh the page. Figure 9.04 displays an example where a mobile version of Yahoo was delivered to
a desktop computer. Figure 9.05 displays the same page without any user-agent spoofing.

I have used this on several occasions to bypass poor security protocols. During one investigation, I had
encountered a web forum of a hacking group that always appeared blank upon visit. Google had indexed it, but
I could not see any content. By changing my default agent to Firefox on a Linux machine, I was allowed to see
the content. The group had enabled a script that would only allow the page to be viewed on Linux computers.

In another situation, while still employed by the government, various mandated online training needed to be
completed in order to maintain specific certifications. This government-hosted training was pootly designed and
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required users to access via Internet Explorer. Since I used an Apple computer, I could not connect until I
changed my agent to Internet Explorer within my Firefox browser.

Please note that user-agent spoofing will not fool every website. If the target site includes JavaScript which scans
for additional identifiers, such as touch points and video cards, the real details may be presented. I host a
demonstration page at https://inteltechniques.com/logger which you can use to see how some sites may
bypass your trickery. While this level of scrutiny is rare, it is a possibility. Always know what websites may be
able to see about your computer and connection before any sensitive investigation. Refresh my test page as you
make changes to this extension.
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Figure 9.05: A page without user-agent spoofing.
Image Search Options (addons.mozilla.org/firefox/addon/image-search-options/)

A later chapter explains reverse image search engines and how they can identify more target photographs.
Popular options include Google Images and TinEye. This extension automates the reverse search when an image
is right-clicked. When installed, "Image Search Options" is present when you right-click on an image.
Highlighting this option presents several reverse image search services including Google, Bing, TinEye, Yandex,
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Baidu, and others. You will later learn how my online search tool will execute an image search across all of those
services at once. However, this tool can be beneficial due to the convenience and obscure services such as Karma
Decay, which looks for copies of images on Reddit. This add-on removes any excuse to not always check reverse
images on target websites. With this add-on enabled, you will be ready to enhance your searches during that
investigation.

Search By Image (addons.mozilla.otg/en-US/firefox/addon/search_by_image)

The previous option has been present in my OSINT VMs for a long time. Recently I added Search By Image as
an alternative add-on. While it seems to be updated more often and has additional options, Image Search
Options also has unique services missing from this one. I plan to keep them both available in case one should
ever become blocked by a specific service. However, Search By Image has one huge advantage. It allows you to
capture an image from a page without knowing the source URL or being able to right-click an image file.
Consider the following scenario.

Assume you are on a website which has either restricted right-click access or has embedded images in a way
which makes them inaccessible. This is very common within newer social networks. Search By Image allows you
to crop any visible part of a page and then conduct a reverse image search analysis across multiple services. The
following steps walk through the process.

¢ Left-click the Search By Image icon in the upper-right of the browser.
*  Change the "Select URL" drop-down menu to "Capture”.

¢ Select the desired service, such as Bing,.

*  Use your cursor to draw a rectangle around the target image.

»  Click "Search" in the lower popup menu.

A new tab should open with your reverse image search results. This can be a vital utility when you encounter
sites which strive to prevent unauthorized copying of content. I have also used this on protected PDF files
which contain images but do not allow right-click access or ability to extract images. You could even open a
locally-stored PDF within Firefox in order to take advantage of this tool.

Web Archives (addons.mozilla.org/en-US/firefox/addon/view-page-archive)

This extension provides a link to archived versions of websites whenever a page has been modified, is
unavailable, or has been deleted. Let's change a few settings before we tackle usage. I clicked the Web Atchives
icon in the menu bar; expanded the three dots to see the menu; selected "Options"; and enable all search engines.
We can now click the Web Archives icon and choose from multiple services. Each will query the current tab for
archives from previous dates. We also have the "All" option which opens a new tab for each activated setvice,
which can be fairly resource intensive.

Copy Selected Links (addons.mozilla.org/firefox/addon/copy-selected-links /)

This simple add-on will identify any hyperlinks within the selected text of an individual web page. It will store
the links within your operating system's clipboatrd, which allows you to paste them into any application of your
choice. While only a small utility, it can quickly turn a large project into an easily completed task.

Using the utility is fairly straightforward. While on any website, select any or all text, right-click anywhere in the
page, and select the "Copy selected links" option in the menu. The links will be stored in your clipboard and you
can paste them into Notepad, Excel, or any other productivity application. There are unlimited uses for Copy
Selected Links, and below are a few of my favorite.
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e Facebook: When I am on my target's list of Facebook friends, I will select all text and use Copy Selected
Links to quickly record each hypetrlink to an individual's profile. I will then paste these into Excel for
later analysis. Comparison with previous captures identifies those that were "unfriended".

e X (X (Twitter)): When I am viewing a X (Twitter) profile, I will use this utility to capture all links to
external websites and photos.

e YouTube: When viewing a person's YouTube videos page, Copy Selected Links allows me to paste the
entire collection of linked videos into a report.

e eBay: While viewing results from a search for a specific fraudulent product, I can quickly copy the
active hyperlinks to each auction and paste them directly into a report in seconds.

e Human Trafficking: While viewing ad results for suspected human trafficking victims, I can copy all
active hyperlinks and paste directly into a report, email, or memo for other investigators.

e PDFs: Since I can open PDF files within Firefox, I can also use this tool to extract all hyperlinks from
within the file.

Performing screenshots during my investigation in these examples would never identify the direct links to the
visible content. A combination of screen captures and links provides a more comprehensive report. I always
press "cttl-a" to select all of the content; right-click within the page; and choose "Copy selected links". I can
then paste all hyperlinks from that page within any text editor.

OneTab (addons.mozilla.org/en-US/firefox/addon/onetab/)

This extension provides simple and effective management of browser tabs by allowing you to collapse any open
pages into a list of bookmarks. Once installed, it is activated by clicking on the blue funnel icon on your toolbar.
Doing so will close any open tabs and open the OneTab management page. The collapsed tabs are displayed on
this page as a group of bookmarks. Each individual bookmark is made up of a page title, with the respective
URL embedded as a link. Any previously saved tab groups are stored further down the page in reverse
chronological order.

Interacting with the management page is straight forward. At the top of each tab set is an editable title which
defaults to the number of tabs in that group. Left-click on the title to change it to something logical for that set
of links, such as "Username Subject X". To the right of the title is a date and timestamp indicating when the list
was saved. You can drag and drop individual bookmarks to change the order in each group or to move links
from one group to another. Clicking on "Restore all" will re-open each of the bookmarks into its own tab.

The bookmarks are links, not saved pages, so you will be reloading any non-cached page content from the
remote host. Selecting "Delete all" will destroy the bookmarks in that group. Selecting "More..." gives options
to rename, lock, or star the tab group. "Star this tab group" pins that group to the top of your management page,
independent of the date and time created.

Using "Share as web page" is not recommended as it creates an html page of your tab group on the OneTab
servers. The preferred method for transferring OneTab bookmarks is to use the export feature, which is found
in the upper right menu. This will allow you to copy links as plain text and paste them into a secure platform.

OneTab defaults to deleting the bookmarks from a group if you select "Restore all". To change this behavior,
select "Options" and select "Keep them in your OneTab list". Right-clicking on a web page will bring up the
OneTab context menu which allows for more granular tab selection. OneTab collects no user data unless you
intentionally click on the "Share as web page" feature. Barring that feature, all data is stored locally.

Stream Detector (addons.mozilla.org/en-US/firefox/addon/hls-stream-detector)
This extension has become vital during my daily OSINT routines due to the prevalence of streaming video

within my daily investigations. Whether pre-recorded or live, many websites now deliver video via embedded
streams rather than traditional files. While we could once easily right-click an online video and download the file
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as an MP4, that is rare today. We must now be prepared to encounter video stream protocols such as playlists
(M3US8) and transport stream (TS).

Let's take for example videos posted on X (X (Twitter)) by CNN. When presented with a video on CNN's X
(Twitter) feed right-clicking this video provided an option to copy the video address, but nothing to download
it. Monitoring the network activity of the page through "Inspect Element" presented numerous small files, none
of which were the entire video. However, clicking on the Stream Detector extension and refreshing the page
presented the options visible in Figure 9.06. These M3U8 URLs represent streaming videos available on the
current page. If there is a M3US listed as "master" that is typically the video of interest but often I will need to
test each M3U8 link and locate the specific video of interest by process of elimination. Clicking this link copies
it to the clipboard so that it may be pasted into VLC for playback or conversion.

Downloading and opening this link within VLC media player, which is explained in the next chapter, plays the
entire video within the software. The Linux-based Python tools which we create in the next chapter help us
download the entire video for offline use. While this extension may seem complicated now, it will simplify
archiving of online video streams in the next chapter. For now, the power of this utility is the ability to document
our evidence. I can now disclose the exact digital source of the video stream. This can be extremely valuable
when a website is later removed or altered, but the media remains untouched on the media hosting server. We
will explore online video streams much more later.

HLS 3 d6SLLXgIDdUIZB.m3u8 - {1) CNN on X: "JUST IN: Three ... 8/2/2024 10:27:28 AM

HLS ShPRILYO501eGewP.m3u8 = (1) CNN on X: "JUST IN: Three ... 8/2/2024 10:27:28 AM

HLS yoltjduVBfWbHKSD.m3us - (1) CNN on X: "JUST IN: Three ... 8/2/2024 10:27:28 AM

HLS TQaOwnCWDyUculzj.m3u8 B (1) CNN on X: "JUST IN: Three ... 8/2/2024 10:27:27 AM

HLS UPpFANYF3B4ckKc2.m3u8 = (1) CNN on X: "JUST IN: Three ... 8/2/2024 10:27:27 AM

HLS pedhPOLL9IQ3i110.m3us - (1) CNN on X: "JUST IN: Three ... 8/2/2024 10:27:27 AM 3
[ Disable detection | Copy all visible URLs | Clear this URL list | | Options

Figure 9.06: The Stream Detector extension displaying embedded video streams.

If this extension provides value to your investigations, but you find some sites which do not function, consider
adding another Firefox extension titled The m3u8 Stream Detector (addons.mozilla.org/firefox/addon/the-
m3u8-stream-detector). It may pick up missing streams. This add-on will be vital during the Broadcast Stream
chapter much later in the book. We will use it to immediately identify files which stream live news coverage
from all over the world, and that file will be used to populate our custom search tool. This is a great example of
how one OSINT resource works in tandem with others.

Firefox Toolbar Customization

Remember that many Firefox extensions will be embedded into the "puzzle" icon, which I do not like. I want
them available to me instantly, and I want them in my preferred order. I conduct the following.

e Right-click any empty spot on the toolbar and select "Customize Toolbar".
e Drag any undesired icons, such as "Pocket" and "Account" down to remove.
e Drag remaining items into the order desired and click "Done" when finished.
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Exporting and Importing a Pre-Configured Profile

At this point, it may seem overwhelming when thinking about the abundance of Add-ons and their proper
configurations. I currently use several Windows, Apple, and Linux virtual machines and must keep my Firefox
browser updated on all of them. I no longer manually update each browser. Instead, I maintain a single Firefox
browser that includes all customizations that I desire. I then import these settings into any other browsers in
order to replicate the experience across every computer I use. In a moment, I share my profile for easy import.

The following instructions allow you to export your final settings and import the same customizations into other
investigative computers. Only execute this tutorial on a new install of Firefox that has no saved settings, or
within a version of Firefox that you want to be overwritten. Do not overwrite your current version if you have
bookmarks, extensions, or other data that you want to keep. You should backup any settings if proceeding on
an older install. As a final warning, the following steps will overwrite any custom options applied to your target
Firefox installations.

*  Open your CONFIGURED version of Firefox; click the menu button (three horizontal lines); click
"Help"; then "More Troubleshooting Information".

»  Under the "Application Basics" section, click on "Open Directory". A window with your profile files
will open. Close Firefox, but leave this window open.

*  Copy these files into a new folder on a removable drive.

*  Open your NEW version of Firefox; click the menu button (three hotizontal lines); click "Help"; then
"Mote Troubleshooting Information".

»  Under the "Application Basics" section, click on Open (or Show) Folder (or Directory). A file window
will open. Close Firefox, but leave the window open.

*  DPaste the content of the new folder on your removable drive into this folder. Overwrite any files when
prompted. Restart Firefox.

The result should be a copy of Firefox which contains every add-on you configured from this chapter. This
profile could be copied to an unlimited number of computers, as long as the versions of Firefox were identical.

Custom Firefox Profile

While I prefer readers create their own Firefox configuration, I respect that a lot of effort is required to replicate
these steps within multiple machines. Therefore, I have created a custom file which includes every configuration
explained within this chapter. It can be used within a new Debian VM with an untouched Firefox installation.
The following will only work within Debian. First, launch Firefox then close it. Open Terminal and copy and
paste the following commands all at once.

sudo apt update

sudo apt install -y curl

cd ~/Desktop

curl -O https://inteltechniques.com/data/osintvm/ff-template.zip
unzip ff-template.zip -d ~/.mozilla/firefox/

cd ~/.mozilla/firefox/ff-template/

cp -R * ~/.mozilla/firefox/*.default-esr*

cd ~/Desktop && rm ff-template.zip

Future chapters explain more about these types of commands, but let's digest these for future use. The first
command installs curl, which we will use to download a file via Terminal. The second command changes the
path within Terminal to our desktop. The next command downloads my custom Firefox template to the
desktop. The fourth command decompresses the file and extracts all data. The next command changes our
directory to the downloaded decompressed files and the final commands copy our Firefox template file into the
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appropriate folder and delete the downloaded file. Re-launching Firefox should now present the following
customizations.

hniques Search 7' X +

O 8 inteltechniques.com

INTELTECHNIQUES

Firefox Custom Profile Issues

As 1 was preparing to publish this edition, I noticed that Firefox occasionally resets the profile within the
browser. If you are missing the extensions, you can conduct the following at any time to restore them. First,
close Firefox and execute the following within Terminal to delete the current profile and create a new build.
Enter "A" if prompted to overwrite files. This can also be done if you simply want to rebuild your Firefox
installation to the default settings from this chapter.

cd ~/.mozilla/firefox/*.default-esr*

rm -r *

cd ~/Desktop

curl -0 https://inteltechniques.com/data/osintvm/ff-template.zip
unzip ff-template.zip -d ~/.mozilla/firefox/

cd ~/.mozilla/firefox/ff-template/

cp -R * ~/.mozilla/firefox/*.default-esr*

cd ~/Desktop && rm ff-template.zip

NOTE: The default version of Firefox within Debian is the Extended Support Release (ESR) build. While I
would not use this on my personal host machine, it works well for an OSINT VM. It receives updates less
frequently than the traditional version, but offers better stability for usage within our VM.

Chromium-Based Browser

1 always prefer the previous custom Firefox configuration for my daily investigations. However, I also want the
availability of an untouched Chromium-based browser when needed. This might be to appear as a more standard
user to whatever website I am accessing or in the event I have tweaked my Firefox browser to the point of
blocking some online content. It could also be to take advantage of a Chromium-based extension which is not
available within Firefox. Sometimes, I want an untouched browser to document the exact way an intrusive
website appears to the average user without any modification extensions. I believe every good OSINT machine
should have a secondary browser option.

Google Chrome is an excellent browser that is known for being very fast and responsive, and it is also very
secure by nature, but compromises privacy since Google receives a lot of data about your internet usage. Chrome
is based on open-source Chromium, but Chromium can be tricky to install and keep updated, especially for
ARM-based machines. Both Firefox and Chromium "sandbox" each tab. Sandboxing restricts the content in
that tab to that tab only, preventing it from "touching" other tabs in the browser, or the computet's hardware.
This is a very important feature in preventing malware from being installed when you visit a malicious website.

This is where I deviate again from previous editions. I believe our best Chromium-based browser within an
OSINT VM is Brave. This is for two reasons. First, Brave has removed most of the connections to Google
which helps prevent sharing of usage details. Second, Brave works the same on traditional and ARM-based
systems. We can install it with the following commands.
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sudo curl -fsSLo /usr/share/keyrings/brave-browser-archive-keyring.gpg
https://brave-browser-apt-release.s3.brave.com/brave-browser-archive-

keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/brave-browser—-archive-
keyring.gpg] https://brave-browser-apt-release.s3.brave.com/ stable
main"|sudo tee /etc/apt/sources.list.d/brave-browser-release.list

sudo apt update && sudo apt install brave-browser -y

After installation, launch Brave and skip all onboatrding options. Disable any options to "make Brave bettet"
which sends diagnostic data to their servers. You are now ready to use the browser.

If you do not need a Chromium-based browser, and can complete all of your investigations within Firefox,
Brave can be omitted from your VM. However, possessing this option can be beneficial when needed. You can
also use it to access Tor network sites, as explained next. I keep Brave ready on my VM, but rarely open it.

Tor Browser (torproject.org)

Tor is an acronym for The Onion Router. Basically, it allows you to mask your IP address and appear to be
browsing the internet from a false location. It also allows you to access sites hosted on the Tor network, which
is the reason we need it within our VM. If you ever encounter a URL which ends in ".onion", you should open
that link in the Tor Browser. Installing Tor Browser into Linux is no longer an easy task. Most Terminal
commands floating around the internet no longer work and the official Tor website recommends manual steps
which require launching via Terminal every time. This is a good opportunity to install the application manager
Flatpak onto our system, which will make the Tor Browser installation and execution easy. It will also provide
a graphical software repository for future application installation. Conduct the following, and reboot after full
installation and configuration.

sudo apt update && sudo apt install flatpak -y

flatpak remote-add --if-not-exists flathub
https://dl.flathub.org/repo/flathub.flatpakrepo

flatpak install flathub org.torproject.torbrowser-launcher -y
flatpak run org.torproject.torbrowser-launcher

This will configure the Tor Browser and present two new applications on your device. After reboot, launch the
option titled "Tor Browser". The next task that Tor will complete is to create a connection to a Tor server. This
connects you to a server and routes all of your internet traffic through that server. After the connection is
successful, it will load a custom version of the Firefox browser. Now, every website that you visit through this
browser will assume you are connecting through this new IP address instead of your own. This provides a layer
of privacy to stay hidden from a suspect and allow access to the Tor network.

Tor Browser may be overkill for most investigations. If you are only searching and monitoring common services
such as Facebook, X (Twitter), or YouTube, this service is not needed. If you are visiting personal websites and
blogs of a tech savvy hacker, you should rely on your VPN. I only use this to access sites on the Tor network.
When using Tor, you may notice a drastic decrease in the speed of your internet. This is normal and unavoidable.
This often improves the longer you are connected. To stop the service, simply close the browser. This will
disconnect the Tor network and stop all services. Any activity conducted through the Tor browser is not
associated with your real internet connection or VPN. You can update Tor Browser, and all other Flatpak
applications, with the following command.

flatpak update
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If you are attempting this through UTM on a newer macOS device, expect problems. Tor Browser currently
does not support ARM-based hardware. There are a few unofficial projects supplying ARM-based builds, but I
avoid them for now. I will monitor the situation and update this guide once we have a reliable solution. Until
then, you can launch Brave and choose the "New Private Window with Tor" option within the far-right menu.
This will allow you to access Tor network websites.

Hard Page Refresh

I close this chapter with one last important tip. Internet cache can be a hurdle within your investigations. Any
time you visit a website, files are downloaded to your computer. Many sites have instructions embedded into
them which tell your browser how it should behave. It may instruct it to load images from your local cache from
your computer instead of fetching them again from the web server in order to decrease demand on the network.
You can click the refresh button all day, but it might only renew the page with previously downloaded content.
If images on your target website have changed, you may never know. This is where a hard refresh can assist.

The following steps force your browser to reload an entire page from the online resources instead of any locally-
stored cache files. I make a habit of doing this often to make sure I am viewing the most recent content.

e Brave or Firefox (Linux and Windows): Press Shift+ CTRL+R.
e Brave or Firefox (macOS): Press Shift+Command-+R.
e  Most browsers: Hold Shift while clicking the reload icon.

Summary

Your browser might be the most vital piece of your OSINT investigations. Make sure you spend some time
customizing it the way you need it.
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CHAPTER TEN

OSINT VM APPLICATIONS

Hopefully, you now have a functioning Linux Debian OSINT VM ready for further customization. That alone
provides a very secure environment for your online research. However, possessing customized software
applications within your VM would greatly enhance your investigations. Debian provides some basic
applications in the default installation, but I want to take that to the next level. In this chapter, we are going to
customize your Debian VM with numerous OSINT applications which will provide many new investigative aids.
Until now, much of this guide has been similar to my previous tutorials, while providing much more extensive
details. In my book OSINT Techniques, 10th Edition, this portion of the content combined Linux-based
applications with custom scripts which automated many tasks. This is where I deviate from the previous book.
In this chapter, I will only focus on manual installation and execution of several OSINT applications, without
explaining any of the automated scripts. This is for two reasons.

First, I want you to be able to articulate the behind-the-scenes manual processes. If you ever need to testify or
explain your actions, I don't want a response to be "I just pushed the button". Second, I want you to be able to
troubleshoot problems which may arise as commands change. Knowing how to manipulate the commands to
execute Linux-based apps will take you much further than waiting on me to update a script. Don't worry, I will
still provide automation to every task within this chapter through the use of bash scripts, including completely-
configured files which can be downloaded from my website, but you will have to wait until Chapter Eleven for
that. Until then, please allow yourself to absorb the boring manual processes and their results. While this chapter
may seem dry and tedious at times, I promise the future benefits will be worth the effort.

Consider this chapter to be the manual approach in order to understand every detail of our ultimate OSINT
VM, and Chapter Eleven to be the "easy" way. Later, in Chapter Fourteen, my automated installation script will
allow you to create our entire machine, including all scripts, with only one command and almost no effort. Please
do not jump to that chapter, we still have a lot to learn. This is a long chapter.

Debian possesses a software "store" in which you can point and click through various Linux applications and
install them with ease. However, 1 discourage users from this method. Your choices are minimal and there are
likely better alternatives available. Instead, we will use the Terminal for almost all of our application installations.
If you followed the previous tutorials, you may already have the Terminal application in your software Dock
within your Debian VM created eatlier. If not, you can always find the Terminal application by clicking the
"Activities" menu and then the nine dots within the Dock on the left of your screen. Open the Terminal
application and leave it open while we install some required software. I present this chapter in sections according
to the type of OSINT data being retrieved. Let's ease into things slowly and cover some basics surrounding
online videos.

Videos: VLC Media Player (https://www.videolan.org/)

By default, your Windows and Mac operating systems include media players which allow execution of audio and
video files. Your default Debian virtual machine may not have this luxury. However, this is easy to correct. VLC
is an application which can play practically any media files you throw at it. You could find VLC within the
Debian Software application, but I prefer to manually install it. This also provides our first explanation of
installation commands in Linux. Within Terminal, type the following commands, pressing return after each.

sudo apt update
sudo apt install vlc -y

Let's break this down, as you will see similar instructions throughout this chapter.

Order 0155851055 OSINT VM Applications 85



sudo: This command executes any following text with elevated privileges. It is similar to running a program in
Windows or Mac as the administrator. When using this command, you will be required to enter your password.
Note that passwords entered within Terminal do not appear as you type them, but they are there. Simply press
enter when finished typing. Any additional sudo commands in the same terminal session should not ask for the
password again until enough time passes in which Debian wants to make sure you still want these elevated
privileges.

apt wupdate: This command updates the Debian lists of available upgrades to packages which need
upgrading, as well as new packages that have just come to the repositories. It basically fetches information about
updates from the repositories previously mentioned.

apt install: This tells Debian to install a specific software application, such as VLC. Since we added "-y"
to the command, we do not need to confirm installation during the process.

After you have executed these commands, you should see VLC installed within the "Applications" menu by
clicking the nine dots icon in the Dock to the left. You can launch the application within this menu and it should
be set as the default option for opening most downloaded media files. Upon first launch, disable the "Allow
metadata network access" option and click "Continue", as seen below.

Consequently, this may entail identifying some of your
media files to third party entities. Therefore the VLC
developers require your express consent for the media
player to access the Internet automatically.

Network Access Policy

Allow metadata network access

| Continue

Videos: FFmpeg (https://ffmpeg.org/)

This is another set of media tools, but these only work within Terminal. We will need them when we start adding
utilities to manipulate and download videos. Enter the following into Terminal and press enter.

sudo apt install ffmpeg -y

Later, we will create scripts which will automate the following functions. For now, let's understand the manual
process. Assume that you possess a video file named evidence.mpg in your Downloads folder, and you have
already navigated to that folder within Terminal with "cd Downloads".

Play Video: This option will force FFmpeg to attempt to play any video file with multiple video codecs. This
will often play videos that would not otherwise play using standard media players such as Windows Media Player
and VLC. This will also play many surveillance videos without the need for third-party programs. I once used
this technique to play a corrupt video file which captured a homicide, but standard video players could not
understand the data.

ffplay evidence.mpg

Convert Video to MP4: This option simply converts any target video to a standard MP4 format. This is
beneficial when the target video possesses a unique codec that prohibits playing universally. If the above option
can play the video, this option can convert it so that any computer should be able to play it natively. I often used
this to send copies of videos to prosecutors forced to use Windows computers. this is especially important when
dealing with ".webm" videos from YouTube. Not everyone will have the software for playing these videos, but
an MP4 should play on any system.
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ffmpeg -i evidence.mpg evidence.mp4

Extract All Video Frames: This is likely the most used utility within this set of applications. After supplying a
target video, this tool will extract the still images from the video. The result is a folder of uncompressed bitmap
(bmp) image files depicting practically every frame of the video. This is beneficial when close examination of
frames is necessary. I include this every time a crucial video will be used during prosecution of a crime.

ffmpeg -y -i evidence.mpg %$04d.png

Extract Video Frames Every Second: The previous example may download way more images than you desire.
If you have a video five minutes in length at a high frame-rate, you may generate thousands of images. The
following command extracts only one image per second.

ffmpeg -i input.mp4 -vf fps=1 %04d.png

Extract Audio: This option extracts the raw audio file out of any video, converts it to a 320k MP3 file, and
saves the file. I have used this to extract audio from video confessions and interviews, and it works well on any
online videos downloaded from the internet.

ffmpeg -i evidence.mpg -f mp3 -ab 320000 -vn music.mp3

Rotate Video: You may encounter a video which has been captured from a mobile device and is rotated 90
degrees clockwise. This option allows us to rotate the video counterclockwise to a traditional view, and flips the
video vertically to generate a traditional view of a cellular video. This is beneficial during courtroom presentation,
especially when a jury is involved. this also converted to a universal MP4 file.

ffmpeg -i evidence.mpg -vf transpose=0 evidence.mp4

Merge Videos: You might have multiple video segments from the same original video which need combined
into one file. The following command assumes that I have a file called "videol.mp4" which needs another file
titled "video2.mp4" added to the end of it. After the execution, one file called "output.mp4" will possess both
videos as one.

ffmpeg -i videol.mp4 -i video2.mp4 -filter complex
"[0:v][0:a]l[l:v][l:a]lconcat=n=2:v=1:a=1" -vsync vfr output.mp4

Remove Redundant Frames: This option removes single frames of a video that appear extremely similar to
the frame preceding it. In other words, it takes out all of the frames which are the same (no action) and only
leaves desired activity. This is great for surveillance video which contains hours of one scene without motion
detection.

ffmpeg -i evidence.mpg -strict -2 -vf
"select=gt (scene\,0.005),setpts=N/ (25*TB)" evidence.mp4

As you can see, these commands can be lengthy and technical. We will later create one single custom script
which will allow us to easily choose which service we want to execute. The following image displays a folder of
generated screen captures with one file opened.
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I present a vital warning before we continue installing numerous applications via Terminal. Some will fail to
install completely on the first attempt. This is often due to a broken or missing dependency which is required
by the application. Sometimes, repeating the steps solves the issue, while other scenarios require us to wait until
the program is updated by the developer. There is no harm in repeating the steps presented here if you run into
complications.

You will see some Pip errors or warnings displayed while you install some apps. These are often
dependency version conflicts, and typically do not impact the functions of the program. Since we will install
most programs within isolated virtual environments, these errors will not actually break any programs as they
claim. While we will take steps to eliminate as many errors as possible, yellow warning and red error text within

Terminal is common, especially warning about executing commands as Root. Please ignore these warnings on
our OSINT VM.

Python Virtual Environments

The installation of the previous applications using Apt were very basic. However, many applications will require
installation through the Package Installer for Python (pip), which will also install multiple dependencies which
are required for each program. Some programs only want specific versions of these dependencies and may not
work if newer versions are installed. In past editions, I lumped all Python applications within the root operating
system, which began to cause dependency conflicts. I no longer configure all applications and dependencies
within the root operating system. Today, I place Python programs within their own virtual environment using
either Python venv or pipx, each of which creates an isolated environment for the installation. This prevents
conflicts from one PIP program to another and keeps our system clean. Enter the following into Terminal,
which will provide the necessary configuration for both venv and pipx in Debian.

sudo apt update

sudo apt install python3-pip -y
sudo apt install python3-venv -y
sudo apt install pipx -y

We could now install applications via pipx by entering the following commands (Please do not replicate these
steps yet).

pipx install streamlink
pipx ensurepath

After closing and reopening Terminal, we would have full access to the Python application Streamlink (explained
soon). The installation and all dependencies were performed in an isolated environment which will not impact
any current or future Python applications. This is much easier than the venv option, but will not work on all
installations. We could have conducted the following to achieve the same result with venv (Please do not
replicate these steps yet).
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mkdir ~/Downloads/Programs

mkdir ~/Downloads/Programs/Streamlink

cd ~/Downloads/Programs/Streamlink
python3 -m venv streamlinkEnvironment
source streamlinkEnvironment/bin/activate
sudo pip install streamlink

deactivate

Now, let's walk through each of these commands to better understand the strategy.

mkdir: Makes new directories for our software.

cd: Changes the directory to our Programs folder.

python3 -m venv streamlinkEnvironment: Creates environment.
source streamlinkEnvironment/bin/activate: Activates it.
sudo pip install streamlink: Installs the application.
deactivate: Stops listening for instructions.

Basically, we created a new isolated folder which will contain the pip installation and all supporting files. We
activated the environment before we started installing our software, and the installation was performed in a
folder isolated from the other applications within our operating system. Once we were finished, we stopped the
environment so nothing else would be placed within it. This prevents many software conflicts, and is especially
important as we continue to pour more Python applications. Overall, I prefer pipx whenever I have an option
to install a Python application which supports pip. Whenever I have a Python application which requires the
installation of several dependencies, I prefer venv. I will offer many more examples of each throughout this
chapter.

Software Dependencies

Before we proceed into the next sections, we need to apply two configurations to our OSINT VM. The first
installs Git, which will be heavily used in upcoming tutorials. Execute the following within Terminal.

sudo apt install git -y

Next, we must disable an annoyance which has presented itself within some Debian-based systems. Anytime we
install anything with pip, we receive an error about installing dependencies globally, even though we are installing
them within isolated virtual environments. We should disable this warning with the following Terminal
commands.

cd /usr/lib/python3.11
sudo rm EXTERNALLY-MANAGED

Videos: YT-DLP (https://github.com/yt-dlp/yt-dlp)

This may be my most-used Linux utility. The original Python script called YouTube-DL was the backbone which
helped us download bulk videos from YouTube and other sources. In recent years, a fork of this script called
YT-DLP has taken over as a more reliable option. Install with the following.

pipx install yt-dlp && pipx ensurepath

After we close and reopen Terminal, we will now have the necessary utilities installed for our media needs. This

process is not too exciting, and you will not immediately see anything useful after these actions. However, you
are laying the groundwork for the upcoming scripts. The YT-DLP script is ready to use, but only through the
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Terminal application. Let's conduct an example in order to understand the features, and then discuss a way to
automate queries.

Assume that we are looking for videos of Bob Ross teaching viewers how to paint with oils. You found the Bob
Ross video channel located at https://www.youtube.com/usetr/BobRossInc. Clicking on the "Videos" option
on that page presents https://www.youtube.com/uset/BobRossInc/videos. This page displays over 600 full
episodes of his television program, along with other recent related videos. Clicking one of these videos presents
the following URL.

https://www.youtube.com/watch?v=ILWEXRAnQd0

You want to download the video from this page in the best quality possible in order to attach it to your case.
The default YT-DLP command to do this is as follows.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRAnQdO"

This will download the video to whichever directory you are in within Terminal. By default, you are likely in
your home folder, but that is not a great place to save a video. Therefore, let's change the saved location to your
desktop with the following commands.

cd ~/Desktop
yt-dlp "https://www.youtube.com/watch?v=1LWEXRAnQdO"

You should now see the video file on your Desktop in Debian. Playback will likely appear poor within the VM,
but you could copy that file out to your host for proper playback through the shared folder on your Desktop.
When you retrieved this video, you may have noticed that two files actually downloaded (one video and one
audio). This is because YT-DLP has detected that you have FFmpeg installed, and it chose to download the
highest quality option for you. If you had not possessed FFmpeg, you would have been given a lower quality
version. This is because YouTube presents separate audio and video files to the viewer when a high-quality
output is chosen. YT-DLP works in tandem with FFmpeg to download the best quality option and merge the
result into a playable file. This is the best way to extract a single video from YouTube and other video sources.
However, the true power is on bulk downloads.

Assume you downloaded the previous file in reference to your investigation. You then see that your target
possesses hundreds of videos on his YouTube "Videos" page. You want all of these videos, located at
https://www.youtube.com/user/BobRossInc/

videos. YT-DLP can download these with the following,.

yt-dlp "https://www.youtube.com/user/BobRossInc/videos"

This will take some time to download everything, especially if the videos are long. If you want to cancel this
command, press "Cttl" and "C" on your keyboard at any time. This terminates any process within Terminal and
may be beneficial throughout this chapter.

YT-DLP now includes features to download other data associated with a YouTube video, including comments,
subtitles, and description. We can modify our first download command to download all data associated with the
video as follows.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-comments
yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-subs
yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-
description
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These commands target the desired video page; load all of the data requested; export it to a JSON text file; then
download the video file wherever your current Terminal path is set. If you want to download the data without
the entire video, you can add "--skip-download" to your command, as follows.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-subs --
skip-download

In this example, the subtitle file appeared on my Desktop, as that was the last place I had navigated within
Terminal. This produced a text file with a .vtt file extension. Below are the first two lines of it.

00:00:29.988 --> 00:00:32.108
- Hello, I'm Bob Ross and I'd like to welcome

This generated the default language of English for the file. However, there may be more languages within this
data. The following command repeats the process and downloads all languages.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-subs --
sub-langs all --skip-download

The following is the first two lines of the file containing Spanish subtitles

00:00:29.988 --> 00:00:32.108
- Hola, soy Bob Ross

Imagine the following scenario. You have a suspect on YouTube with hundreds of videos. You have been tasked
to download every video and identify the exact files and timestamps of every time he said the word "kill". One
command within YT-DLP would provide all of the data you need to conduct a search within all text files, and
the corresponding video evidence. We can also combine all of this into one command to download the video,
all comments, all subtitles, and description with the following command.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-comments -
-write-subs --sub-langs all --write-description

If you wanted the text-based information without downloading the video (or entire channel of videos), you
would conduct the following.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --write-comments -
-write-subs --sub-langs all --write-description --skip-download

We can also use YT-DLP to embed the default subtitles into the video, which will appear when played back,
with the following command.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRANQdO" --embed-subs

Note that all text files downloaded will be in JSON format. While the files can be opened within any text editor,
the format will be difficult to digest. I always recommend opening these JSON files within Firefox for the
best view.

While named YT-DLP, this utility works on most popular video websites. You should have no issues
downloading individual or bulk videos from YouTube, Vimeo, and many others. The bulk download option has
saved me numerous hours of manually downloading videos individually. I have yet to find any size or file number
limitations. This utility is likely my most used program within Linux, aside from browsers.
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In 2019, I discovered a potential issue with this command. Since many video websites are now offering "Ultra-
HD" 4K resolution videos, the file size can be quite large. Downloading an entire channel can take hours and
the files may contain over a terabyte of data. While I appreciate that YT-DLP always defaults to the highest
resolution video available, I may want to choose a lower resolution when downloading hundreds of files. The
following commands execute YT-DLP; queries a new high-definition target video; downloads the best quality
video up to a resolution of 1440p, 1080p, 720p, or 480p respectively; downloads the best quality audio available;
merges the two streams into one media file; and saves the video for archiving. Note that you would need to
delete each video if you wanted to test another resolution.

yt-dlp "https://www.youtube.com/watch?v=h6XCQUuzQU4" -f
'bestvideo[height<=1440] +bestaudio’

yt-dlp "https://www.youtube.com/watch?v=h6XCQUuzQU4" -f
'bestvideo[height<=1080] +bestaudio’

yt-dlp "https://www.youtube.com/watch?v=h6XCQUuzQU4" -f
'bestvideo[height<=720]+bestaudio’

yt-dlp "https://www.youtube.com/watch?v=h6XCQUuzQU4" -f
'bestvideo[height<=480]+bestaudio’

In the previous section about FFmpeg, I explained how you could extract the audio from a video file and save
it as an MP3. We can do the same thing with YT-DLP with even more features. Assume you want to extract the
audio from an online video which you do not possess on your device. The following extracts the native audio
in the best quality available.

yt-dlp "https://www.youtube.com/watch?v=h6XCQUuzQU4" -x

The result was a file with an extension of ".opus", which is common for YouTube. The following command
extracts that same audio, but saves it a s universal MP3 with high 320 kbps encoding,.

yt-dlp "https://www.youtube.com/watch?v=h6XCQUuzQU4" -x --audio-format
mp3 --audio-quality 320k

Most videos you download from YouTube will be in their own ".webm" format, which not play on many
computers. You could use FFmpeg to convert downloaded videos to MP4, or just use the following YT-DLP
command which does this for you.

yt-dlp "https://www.youtube.com/watch?v=1LWEXRAnNQdO" --recode-video mp4

If this seems overwhelming, please don't worry. Once we get to our video download script, you will click a
couple of buttons to replicate everything here.

Videos: Fragmented Videos

It is very common for websites to present embedded videos which consist of hundreds of small pieces of
streaming video frames. These files load seamlessly while viewing a video, but this delivery method can make
the download process difficult. Some sites do this to prevent copying of proprietary content, while others
eliminate unnecessary download of large single files if the video is stopped before the end. While YT-DLP is a
great program, it is not perfect. Submitting a URL which contains a fragmented video is likely to fail. Therefore,
we need to understand a manual way to approach this issue. Consider the video at the following URL

https://www.dailymotion.com/video/x42bdc7
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Submitting this type of URL to YT-DLP often results in an error because it cannot properly detect the video.

Before playing the video, right-click within your Firefox or Chrome browser and select "Inspect”. Click the
"Network" tab within the new window at the bottom of your browser, then click the play button within the
video. You should see numerous connections, similar to those in the following image.

[ 245754439 mp4_h264_aac.m3ud 200 xhr dmp.quality switch mse.5b77:

[ 245754439_mp4_h264_sac_hd_hfr.m3u8 200 xhr dmp.quality switch mse.5b77:

c7.m3u8?auth=1722807809-2562-0zbxInyw

-06f1f12...id_dm=b... (blocked:other) xhr

6f1f12...id_dm=b... (blocked:other) xhr

7fd8..tp (blocked:other)  script

hm29y4dy-f55

0oC-

688-lhypn0pf-655e73b...p

(blocked:other)  xhr dmp.photon vendeor.2

[ x42bdc7.m3u8?sec=cvhBxtFekt3Vjd6jmr0hOUQ-oowviCOfR...027708&... 200 xhr imp.quality switch mse.5b77:

Any ".ts" files are small video fragments which are being streamed to your browser. This target video URL
contains hundreds of these files. Instead of targeting the video fragments, we want the "m3u8" file which acts
as a playlist for all of the video pieces. An example is displayed above in the second row. Right-click on this
option; highlight "Copy"; and select "Copy URL". Paste this URL into your video download tool. I prefer the
yt-dlp option. In this example, my URL is as follows.

https://vod.cf.dmedn.net/sec2(Ssb3Z4xaO2eyCTqKmR8svWI16x777T2zWcdql-MZbefmErwTwS9w
FE3wMHFKEX T-x] 3p81 ftUrViIK BXwY fFQCXzeKYC_gyQep0C- Tum0FvhI.9p1LqjlvWrUfFRSfItglzNz
Gnhi6w69stLQ1k6mvL6w)/video/934 /457 /245754439_mp4_h264_aac.m3u8

Since you are providing a playlist of these video fragments to the download tool, the software can identify the
list of videos and reconstruct them into a single video file. The previous URL resulted in a one-hour single video
in MP4 format without any sign of spilt files. I rely on this technique weekly. It works for 99% of streaming
videos, but I occasionally find a difficult target. I can usually bypass most download restrictions with the next
technique.

Videos: Blocked Downloads

Some services generate much effort toward prevention of video downloads from their sites. If the previous
download tactics resulted in errors, you may have encountered a blocked file or stream. In most scenatios, you
can bypass this with a modified "referer". Consider the following example and modify for your own usage. In
2021, I was contacted by a former colleague who had a unique request. He was trying to download an old episode
of the television show "Live PD" as part of an investigation. The episode originally aired in 2016 and pirated
copies on torrent sites had all disappeared. It was the 56th episode of the first season and he had exhausted his
search. A query of "live pd" "s01e56" "watch" on Google displayed several sites which claimed to possess the
video. The first page of results loaded a video player but encountered an error when the stream was attempted.
Basically, the video file no longer existed so it could not be streamed within the browser. I finally found the
following website which would play a video stream of the target episode.

https://ww1.123watchmovies.co/episode/forensic-files-ii-season-4-episode-1/

I could watch the video, but submitting this URL to YT-DLP resulted in an error. The Firefox plugin previously
explained could not detect the actual video stream URL because this site embeds the video within a custom
player which intentionally makes the download process difficult. I right-clicked the page while the video was
streaming; selected the "Inspector” option; clicked the "Network" tab; and sorted the results by "Transferred"
size. I immediately saw the following file streaming through the browser and becoming a large file.

https://0r245qq.cloudatacdn.com/u5kj2vhwwtelsdgge Swtopkhjl7tagkowrpl3m35xkwqxdinp6aynmbmyjaa/y1
b18peb5s~67XyWB6C5D

Order 0155851055 OSINT VM Applications 93



I submitted this new URL to YT-DLP, but the result was a small empty video file without any content. This is
because the target website includes a strict policy which prevents download of content from any source besides
an approved URL. While this site is allowed to stream the video, I would be blocked if I tried to stream it on
my own site. Therefore, our video download attempt appears to be an unauthorized source. This is becoming
more common. I clicked on the "v.mp4" file within the Inspector menu in my browser and looked for the
"Referer" field. It appeared as "Referer: https://gomoplayer.com/". This instruction tells the target website that
gomoplayer.com is referring its own content into its embedded player software and the video should be allowed
to play on this site. We now know the required referer and can emulate this within our own computer. The
following command was entered.

cd ~/Downloads && yt-dlp

https://or245gqg.cloudatacdn.com/ubkj2vhwwtel sdgge5wtopkhjl7tagkowrpl3m3
S5xkwgxdinpbaynmbmyjaa/ylbl8peb5s~67XyWB6C5D?token=2t191sedw3sid31llafayx
768 —--referer https://dood.la/

This changes our working directory to the Downloads folder; launches the yt-dlp software; provides the direct
URL of the target video; and informs the service that the original referer is the same option as required (even
though this is not true).

Videos: Streamlink (https://streamlink.github.io/)

YT-DLP presented an option to download an online video file. This can be useful if you know the exact location
of the data. This is great, but it can be unforgiving. If you do not know the exact stream URL, you are out of
luck. This is where Streamlink can assist. This powerful software can identify, play, and archive many live or
pre-recorded video streams by simply providing the URL of the website in which it can be viewed. We will need
to install it with the following commands.

pipx install streamlink

We can now restart Terminal and use the tool. The following command played the best quality version of a live
stream from a Twitch user conducting a cooking lesson, through VLC. If there is no live stream at this URL,
you can find another stream on Twitch to replicate.

streamlink https://www.twitch.tv/happycheftv best

Pressing ctrl+c on the keyboard kills the execution. Instead of watching the stream, we can capture it to a file
named "happycheftv" within our default directory with the following command.

streamlink https://www.twitch.tv/happycheftv best -o happycheftv
If we wanted to watch and archive the data in real-time, we can use the following command.
streamlink https://www.twitch.tv/happycheftv best -r happycheftv

Finally, when the live stream is over, I can convert the archived data into a standard video file within my
Documents folder titled happycheftv.mp4 with the following command.

ffmpeg -i happycheftv -c copy ~/Documents/happycheftv.mp4

This utility works well with most live and pre-recorded video streams within popular platforms such as Twitch
and Vimeo. However, some sites cause errors. I prefer to use this tool in tandem with the Stream Detector
extension mentioned in the next chapter. After entering the live news video stream from KTLA into Streamlink,
I was notified "No plugin can handle URL". However, when I loaded this site within my custom Firefox build,
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as explained in the next chapter, I could see that the Stream Detector extension captured the M3US stream from
this live broadcast. I copied the link and then executed it within Streamlink. Streamlink immediately began
playing and archiving the video since I had provided the direct stream. No video capture utility is perfect, and
do not expect this option to work every time. However, it is one of the best options we have.

Videos: Custom Scripts Teaser

By now, you may feel overwhelmed at the commands which must be executed every time you need to capture
online evidence. I will warn you that it gets worse throughout this chapter. However, as I have said several times
now, the custom scripts explained within Chapter Eleven make all of this easy. I want to pause here for a
moment to show you how these scripts appear. The following image (left) displays the selection menu of the
Videos script which you will download soon. The image (right) displays a prompt for a target URL which will
be executed on your behalf. This script covers everything we have discussed in this chapter up to this point.
When using this script in your ultimate OSINT VM, you will never need to memorize a Terminal command.
The hard work will happen behind the scenes so you can focus on the investigation. This will be the last time I
mention the scripts until we install them. I simply want you to see what is coming up so you do not abandon
this chapter completely.

Video Tool

Select items from the list below.

Play Video
Convert Video
Extract Frames-All

Extract Frames-Seconds

Extract Audio

. 3
Rotate Video Vldeo TOOl
Merge Videos
Remove Redundant Frames Enter Target URL
YT-DLP Best Quality \
YT-DLP 1080

YT-DLP 720
Cancel OK

YT-DLP 480

YT-DLP Comments, Subs, & Info
YT-DLP Audio-Pure

YT-DLP Audio-MP3

YT-DLP MP4 Conversion

Streamlink Stream

Cancel OK
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Usernames: Sherlock (github.com/shetlock-project)

Sherlock queries a username and tries to identify online accounts which might be associated with the target.
While I prefer newer options, it is one of the first Linux tools to search username data and is a staple in any
OSINT VM. However, any username tool will occasionally display false positives, including Sherlock. This is
why we will install multiple options. Sherlock is installed with the following command.

pipx install sherlock-project
We must now construct a proper execution of the command, as follows, with an explanation after.
sherlock inteltechniques --csv -o ~/Documents/Report.csv

sherlock: This is the application.

inteltechniques: This is the target username.

——csv: This creates a CSV spreadsheet file as the output.

-o ~/Documents/Report.csv: This specifies the output save location.

The results follow, and provide numerous leads for our target.

[+] AllMyLinks: https://allmylinks.com/inteltechniques

[+] CGTrader: https://www.cgtrader.com/inteltechniques

[+] Contently: https://inteltechniques.contently.com/

[+] GitHub: https:/ /www.github.com/inteltechniques

[+] Kik: https://kik.me/inteltechniques

[+] Linktree: https://linktr.ce/inteltechniques

[+] Reddit: https:/ /www.reddit.com/user/inteltechniques

[+] Snapchat: https:/ /www.snapchat.com/add/inteltechniques

[+] SteamGroup: https://steamcommunity.com/groups/inteltechniques
[+] Telegram: https://t.me/inteltechniques
[+] Twitch: https://www.twitch.tv/inteltechniques
[+] WordPress: https://inteltechniques.wordpress.com/

Usernames: SocialScan (github.com/iojw/socialscan).

SocialScan is very similar to Sherlock, but the execution is much simpler. It can be installed with the following
Terminal commands.

pipx install socialscan
Within Terminal, you can now execute queries of usernames as follows.
socialscan inteltechniques

It currently only queries a few services, but the on-screen results are reliable. The first query above confirmed
that I have accounts on GitHub, Reddit, and X (Twitter), as seen below.
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$ socialscan inteltechniques

GitLab
Tumblr

Available,
Completed 8 queries in 1.07s

While we are searching usernames, we can also query an email address through SocialScan, as previously
explained, with the following command. Since this program relies on color-coding the results in Terminal, we
will force a JSON file with the following command.

socialscan test@gmail.com --json ~/Documents/test@gmail.com-ss.txt

The following partial result tells us that the email address of test@gmail.com is not available on Pinterest, which
indicates someone with that email address created an account there.

"platform": "Pinterest",
"query": "test@gmail.com",
"available": "False",
"valid": "True",

"success'": "True",
"message": "Unavailable"

Usernames: Blackbird (github.com/p1ngulln0/blackbird)

While the previous two options were fairly basic, Blackbird is quite thorough. It checks over 500 sites. We can
install it with the following.

cd ~/Downloads/Programs

git clone https://github.com/plngullnO/blackbird
cd blackbird

python3 -m venv blackbirdEnvironment

source blackbirdEnvironment/bin/activate

sudo pip install -r requirements.txt

deactivate

We can submit a query with the following command.
python3 blackbird.py -u inteltechniques --pdf

This presents the results on the screen, but also creates a file called inteltechniques.pdf in the "results" folder
within the Blackbird package (~/Downloads/Programs). The following is a partial display of results, which
identifies many new leads and also displays content associated with some of the accounts.

I] Searching "inteltechniques' across 582 social networks

] - #10 Reddit account found - https://www.reddit.com/user/inteltechniques/about.json
+] - #1 Facebook account found - https://www.facebook.com/inteltechniques [200 OK]
+] - #14 Linktree account found - https://linktr.ee/inteltechniques [200 OK]

— ——
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| --Name: @inteltechniques
| --Description: Linktree. Make your link do more.
| --picture: https://assets.production.linktr.ee/profiles/_next/static/logo-assets/default-image.png
[+] - #19 Xhamster account found - https://xhamster.com/users/inteltechniques [200 OK]
[+] - #16 Twitter Archived account-
http://archive.org/wayback/availablerurl=https:/ / twitter.com/inteltechniques
[+] - #12 Github account found - https://github.com/inteltechniques [200 OK]
| --picture: https://avatars.githubusercontent.com/u/64741023?v=4?s=400
[+] - #25 WordPress Site account found - https://inteltechniques.wordpress.com/ [200 OK]
[+] - #43 Kik account found - https://ws2.kik.com/user/inteltechniques [200 OK]
[+] - #83 TryHackMe account found - https://tryhackme.com/p/inteltechniques [200 OK]
[+] - #99 Snapchat Stories account found - https://story.snapchat.com/s/inteltechniques [200 OK]
[+] - #312 GitHub account found - https://github.com/inteltechniques [200 OK]

Usernames: Maigret (github.com/soxoj/maigret)

This is a fork of Sherlock, which was previously explained, but currently scans over 2800 sites. This makes it the
most thorough of all options. It also includes text, CSV, HTML, JSON, and PDF reporting, which is a great
benefit to this utility over the others. Install with the following,

cd ~/Downloads/Programs

git clone https://github.com/soxoj/maigret
cd maigret

python3 -m venv maigretEnvironment

source maigretEnvironment/bin/activate
sudo pip3 install .

deactivate

We can submit a query with the following command, which forces all modules to be used, and outputs data to
both a text file and PDF file within the "reports" folder for the program. The text file only contains links to
profiles associated with the target. The PDF contains more information including URLs, follower counts,
account creation dates, and additional details. The following image (left) displays a partial result of a Reddit
account, as exported to a PDF. Compare that with the generic account details presented in the text file in right
image. Of all username tools available in this chapter, I believe Maigret is the most robust.

maigret -a -P -T inteltechniques

R ddt https://ebay.com/usr/inteltechniques
e I https://www.reddit.com/user/inteltechniques

Tags: di . https://zen.yandex.ru/inteltechniques

ags: discussion, news https://community.waveapps.com/profile/inteltechniques
https://www.reddit.com/user/inteltechniques http://en.gravatar.com/inteltechniques
https://gramho.com/explore-hashtag/inteltechniques
https://tjournal.ru/search/v2/subsite/relevant?query=inteltechniques

Details https://www.influenster.com/inteltechniques
- https://account.protonmail.com/api/users/available?Name=inteltechniqu
Reddit id 15_j71zj https://www.hoobly.com/u/inteltechniques
Reddit username IntelTechniques https://vkfaces.com/vk/user/inteltechniques
Fullname IntelTechniques https://dota2.ru/forum/search?type=user&keywords=inteltechniques&sort

http://forum.arjlover.net/member.php?username=inteltechniques

Is employee False https://rpggeek.com/user/inteltechniques
Is nsfw False https://githubplus.com/inteltechniques
Is mod False https://www.hipforums.com/members/?username=inteltechniques
Is following True https://videogamegeek.com/user/inteltechniques
z https://ws2.kik.com/user/inteltechniques
Has user profile True https://askvoprosy.com/polzovateli/inteltechniques
Hide from robots False http://player.ru/member.php?username=inteltechniques
Created at 2018-05-15 15:24:04 UTC [|https://coder.social/inteltechniques
Total karma 171 http://www.chevrolet-cruze-club.ru/forum/member.php?username=inteltec
http://archive.org/wayback/available?url=https://twitter.com/inteltec
Post karma 28 http://archive.org/wayback/available?url=https://twitter.com/inteltec
Comments karma 123 https://forum.cockroachlabs.com/u/inteltechniques
Awards given karma 0 https://discussion.dreamhost.com/u/inteltechniques

Total Websites Username Detected On : 33

Awards got karma 20
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Usernames: WhatsMyName-Python (github.com/C3n7ral051nt4g3ncy)

This is a fork of WhatsMyName, which no longer functions as an application. This version relies on the last-
known working code, and can provide value if the previous options did not. This program is very slow, but very
thorough. Let's install it with the following.

cd ~/Downloads/Programs

git clone https://github.com/C3n7ral051lntd4g3ncy/WhatsMyName-Python.git
cd WhatsMyName-Python

python3 -m venv wmnpythonEnvironment

source wmnpythonEnvironment/bin/activate

sudo pip3 install -r requirements.txt

deactivate

We can now execute a query with the following commands.

cd ~/Downloads/Programs/WhatsMyName-Python
python3 whatsmyname.py -u inteltechniques

This test required several minutes to complete, but I did receive a few results which I did not see previously.
The image below displays a partial sample of the results. Instead of only displaying potential accounts, it also
tells you which services did not possess an account.

We see a lot of redundancy within these username options. This is never a bad thing. Sometimes, one or more
of these lookup services fails or blocks my VPN. When that happens, I move on to another option. While I
prefer Blackbird over the others, you may have a different favorite. I like Blackbird because of the JSON output
and easy readability within Firefox. You may prefer a tool which compresses the data right into Terminal. Please
be familiar with each and never expect them all to work well on any given day. Having multiple options allows
us to raise or lower our confidence with the displayed results.

Usernames: BDFR (https://github.com/alipatlakci/bulk-downloadet-for-reddit)

I have found Reddit to become a common source for online evidence within my investigations. If you have
discovered a target Reddit username with the previous tools, you should consider archiving all posts made by
the target. BDFR can be installed with the following commands.

pipx install bdfr

The following command downloads all "submissions" from a specific user on Reddit into a designated folder in
the Documents directory. These ate also referred to as "posts" (but not comments to a post).
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mkdir ~/Documents/inteltechniques/
bdfr archive ~/Documents/inteltechniques/ --user inteltechniques --
submitted

The following command downloads all comments from a specific user on any post.

bdfr archive ~/Documents/inteltechniques/ --user inteltechniques --all-
comments

The results will be saved into .json files within folders labeled for each Subreddit name. These files are best
viewed within Firefox. While BDFR also allows download options for entire Subreddits, I find it too slow and
unteliable. Archiving a uset's data is also slow, but will typically complete with good results. The following
displays a downloaded post as opened within Firefox.

JSON RawData  Headers

Save Copy Collapse All Expand All

Email: Holehe (github.com/megadose/holehe)

This program is similar to the previous username options, but only allows input of an email address. It queries
dozens of services using several identification strategies such as registered users and password recovery prompts.
Installation is completed with the following commands.

pipx install holehe

The following command within Terminal queries an email address through all services and outputs the results
to a text file titled as the target email address.

holehe test@gmail.com > ~/Documents/test@gmail.com-Holehe.txt

A partial result follows. Anything with a "+" indicates a positive presence of the target email address within a
website; a "-" indicates that the address is not associated with an account; and an "x" indicates that no result was

found either way due to an automated block.

[-] wattpad.com

[+] wordpress.com

[-] xing.com

[x] yahoo.com

[+] zoho.com

[+] Email used, [-] Email not used, [x] Rate limit
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You can eliminate the ">" and everything after to force the results to populate the screen, but I would rather
output my results to a file for later viewing.

Email: Eyes (https://github.com/N0rz3/Eyes)

This program is similar to Holehe, but with different options. It provides an easy passive way to determine if
an email address on a custom domain is hosted at Proton Mail, and then attempts to associate it with accounts
on X (Twitter) and GitHub. Let's install it together.

mkdir ~/Downloads/Programs/eyes

cd ~/Downloads/Programs/eyes

git clone https://github.com/NOrz3/Eyes.git
cd Eyes

python3 -m venv eyesEnvironment

source eyesEnvironment/bin/activate

sudo pip install -r requirements.txt
deactivate

We can now query an email address with the following commands.

cd ~/Downloads/Programs/eyes/Eyes
python3 eyes.py test@gmail.com

Email: GHunt (github.com/mxtch/Ghunt)

This Terminal-based program requires some work to configure it propetrly, but the rewards justify the efforts.
Expect some frustration as you configure your VM for future use of GHunt. First, let's install everything with
the following commands.

pipx install ghunt

Next is the hard part. You must possess valid login cookies from an active Google account. This is because the
Google API, which you will use to find information about various accounts, requires you to be logged in to an
account in order to access these details. Therefore, you must acquire several pieces of data from your own
Google account.

I recommend using an account which you rarely access. As long as you do not log in to this account from a web
browser AFTER you obtain these cookies, they should stay valid for long-term usage. Conduct the following.

*  Navigate to mail.google.com within your VM version of Firefox

*  Make sure you are logged in to your desired account.

*  Right-click within Firefox and select "Inspect”

*  Select the "Network" tab.

¢ Refresh the page.

*  Click the small magnifying glass in the center.

*  Search for "oauth2_4/" and "aas_et/".

*  Copy the characters immediately following these entries.

*  Execute ghunt login from Terminal.

*  Choose the option to enter the oauth_token and provide the "oauth2_4/" value.
*  Choose the option to enter the master token and provide the "aas_et/" value.

If this fails, and it often does, you can also use the GHunt Firefox browser extension to gather the required data.
Details for this can be found at https://github.com/mxrch/GHunt. GHunt will attempt to populate your
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Google identifiers from a logged-in account without manual access. This is much easier, and only requires the
extension to be active while you are generating the data required for configuration. You can remove the
extension once GHunt is functioning. I prefer the manual method in order to document the data and its location,
but I respect the easy route.

The exact protocol for applying login details to GHunt changes often. I suspect many readers will have issues
with this, due to no fault of their own. Visit the GitHub page for the project to see which method is currently
working the best. Once you have the required data stored within GHunt, we can conduct the following queries
through GHunt.

ghunt email larry@google.com
The result is as follows.

[+] 1 account found !
Name : Larry Page
[+] Custom profile picture !
=> https://1h3.googleusercontent.com/a-
/AOh14GiUj1Wnt4MNgr7Wmeyb3PzX1kadE8PFEI1F270IxXIA
Profile picture saved !
Last profile edit : 2021/11/27 10:01:21 (UTC)
Email : larry@google.com
Gaia ID : 111627209495762463002
Hangouts Bot : No
[+] Activated Google services
- Hangouts - Photos - Maps
[+] YouTube channel (confidence => 37.5%)
[Larry Page] https://youtube.com/channel/UCmpDzlgzPdbzShSzH48mCHg
- [Larry Page] https://youtube.com/channel/UCJuR7fGl3KEpEPr8EH7bsgw
[Larry Page] https://youtube.com/channel/UCNXk sA4Kv3rDIYo8vI-gLQ
- [Larry Page] https://youtube.com/channel/UCefpKs g0UsJV5 1n5 H13A
Google Maps
https://www.google.com/maps/contrib/111627209495762463002/reviews
[-] No reviews
Google Calendar
https://calendar.google.com/calendar/u/0/embed?src=larry@google.com
[-] No public Google Calendar.

Let's dissect our findings. We now know the name of the user and his profile photo has been saved within the
"profile_pics" folder inside the GHunt installation directory. We are provided a date and time of his last profile
update; his Google Accounts and ID Administration ID (GAIA); his four YouTube channels; and confirmation
that he uses Hangouts, Photos, and Maps. We also know that he has not written any map reviews. This summary
was provided almost instantaneously.

The following Terminal command would search a Google Drive 1D, and a fictitious result follows.
ghunt drive BxiMVsOXRAS5nFMdKvBdBZjgmUUgptlbs740gvE2upms

Drive ID : BxiMVsOXRASnFMdKvBdBZjgmUUgptlbs740gvE2upms
[+] Creation date : 2011/05/12 18:29:28 (UTC)

[+] Last edit date : 2011/05/12 18:29:28 (UTC)

Public permissions

- reader

102 Chapter 10 Order 0155851055



[+] Owner found !

Name : A Googler

Email : gdocsteam@gmail.com

Google ID : 02845897149113753960

[+] Custom profile picture !

=> https://1h3.googleusercontent.com/a-
/AOh14GhXaVAhS8Ci08X1ito5i1VJIVsooEhsgUIGhZ45NjTfQ=s64
Profile picture saved !

We now know the document creation date/time; the last modified date/time; owner name; owner email; owner
Google 1D; and owner Google profile image. The automated version of this can also be found in your
"Username/Email" tool within your OSIN'T VM.

Next, we can query a Google Accounts and ID Administration ID (GAIA) with the following command.
ghunt gaia 105144584335156066992

The result follows.

Name : Thrice

Gaia ID : 105144584335156066992

[+] YouTube channel (confidence => 50.0%)

- [Thrice] https://youtube.com/channel/UC_ gH-AQqoOUZ4ykZBCLdAvww

Google Maps
https://www.google.com/maps/contrib/105144584335156066992/reviews

Any time I encounter a Google email address, Google Drive account, or GAIA, I launch this tool. However, it
can be quite finnicky. It commonly fails and requires me to enter fresh Google account identifiers. I often refer
to this as an advanced tool, but wanted to include it here because of its presence within the custom tools.
Email: H8Mail (https://github.com/khast3x/h8mail)

This program queries email addresses against breach data search services. We can install with the following.

pipx install h8mail

The program is now installed, but will not function because we have not created a configuration file. The
following must be done only once.

cd ~/Downloads
h8mail -g

The program is now installed and the configuration file has been generated, but it will still not function because
we have specified any services which should be queried. The following must also be done only once, and will
enable queries through the free Leak Lookup engine.

sed -i 's/\;leak\-lookup\ pub/leak\-lookup\ pub/g' h8mail config.ini

The program is now ready to be used. The following command queries an email address against all enabled
services. Notice that we must specify the location of the configuration file within the command.

h8mail -t test@gmail.com -c ~/Downloads/h8mail config.ini
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We can also force a username query option with the following,
h8mail -t test -g username -c ~/Downloads/h8mail config.ini

The results appear similar to the following, which present several new OSINT leads. We now know that our
target is present within several specific data breaches. Several other services are available within the configuration
file, but they demand a premium API key. Leak Lookup is the only valuable free option, but you may wish to
explore the other opportunities by visiting the H8Mail website.

LEAKLOOKUP_PUB | lorangb@gmail.com > collection-1
LEAKLOOKUP_PUB | lorangb@gmail.com > collection-4-u
LEAKLOOKUP_PUB | lorangb@gmail.com > zeeroq.com
LEAKLOOKUP_PUB | lorangb@gmail.com > cointracker.io
LEAKLOOKUP_PUB | lorangb@gmail.com > collection-4-eu
LEAKLOOKUP_PUB | lorangb@gmail.com > dropbox.com
LEAKLOOKUP_PUB | lorangb@gmail.com > ledger.com
LEAKLOOKUP_PUB | lorangb@gmail.com > myfitnesspal.com
LEAKLOOKUP_PUB | lorangb@gmail.com > myheritage.com

Email: Hash Tools

If you search any breach data about your target's email address or username, you are likely to encounter hashed
passwords. Most websites store passwords in "hashed" form. This guards against the possibility that someone
who gains unauthorized access to the database can retrieve the plain-text passwords of every user in the system.
Hashing performs a one-way transformation on a password, turning the password into another string, called the
hashed password. "One-way" means that it was practically impossible to go the other way and turn the hashed
password back into the original password. This was true many years ago, but not so much today. There are
several mathematically complex hashing algorithms that fulfill these needs. Some are very insecure and others
are nearly impossible to crack.

I recommend Name That Hash and Search That Hash (github.com/HashPals/) for identification of hash
types and the passwords behind them. You can install each within your OSINT virtual machine with the

following commands.

pipx install search-that-hash
pipx install name-that-hash

Within Terminal, you can now execute the following to search a hash within multiple online services.

nth --text "5f4dcc3b5aa765d61d8327deb882cf9o9"

The result appears as follows.

Most Likely MD5, HC: 0 JtR: raw-md5 Summary: Used for Linux Shadow files.
You can also conduct the following with Search That Hash.

sth —--text "5f4dcc3b5aa765d61d8327deb882c£99"

The result appears as follows.

5f4dcc3b5aa765d61d8327deb882cf99
Text : password Type : MDb
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We now know that the hash value is a MD5 representation of the password "password".
Images: Gallery-DL (https://github.com/mikf/gallery-dl)

1 previously explained YT-DLP as an all-in-one bulk online video download solution. Gallery-DL
(github.com/mikf/gallery-dl) is a similar option for image collections. You can easily install this within Terminal
by entering the following commands, which also provide an isolated Python environment.

pipx install gallery-dl

Let's conduct a demonstration. Assume you have located a target's online Flickr account at
flickr.com/photos/henrik_lindberg and you want to archive all of the images within a specific album. The
following command would download the data to the current folder within Terminal (command is entered as
one line).

gallery-dl
https://www.flickr.com/photos/henrik lindberg/albums/72157630549692722

The result is all 187 images from the photo gallery. This is a very valuable and efficient resource. Gallery-DL
currently suppotts over 150 services including Tumblr, 4chan, Flickr, Imgur, Reddit, and numerous "adult"
websites. The following displays the program in action (left) and downloaded files (right).

EE&

4 Downloads flickr_7555065746.)  flic ckr_7555274100,j  flickr_7558673346.)
P9 P9

= L
YO Videos t -d

© Trash ckr RSh 86 lickr_7558686316.] 632 flickr_756781707.

o E '

7817502,j  flickr_7567818906. flic ickr_7568452326.)

Images: RipMe (github.com/RipMeApp/ripme)

Next, you might want a graphical solution for your investigation when you encounter a situation which presents
a large number of photos. I previously mentioned browser extensions which help automate this process, but
they have limits. My preference is always the Gallery-DL, but it may not function on the site which you have
targeted. We should always consider other automated options. I have had great success with RipMe. This
application requires Java to be installed on your machine. I refuse to install Java on any Windows or Mac host
due to security concerns, as it adds an additional layer of vulnerability. However, I have no objection to installing
it within a Linux virtual machine. Enter the following within Terminal.
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cd ~/Downloads

sudo apt install wget

sudo apt install default-jre -y

wget
https://github.com/ripmeapp/ripme/releases/latest/download/ripme.jar
chmod +x ripme.jar

Debian has made the process to open Java files difficult, but you can enter the following Terminal commands
to launch RipMe. Fortunately, our custom scripts will bypass this entire requirement later.

cd ~/Downloads
java -jar ripme.jar

Once you have the program open, enter any target URL and click "Rip". This application supports image
downloads from Imgur, X (Twitter), Tumblr, Instagram, Flickr, Photobucket, and Reddit. The following displays
Terminal (left) and the program (right).

RipMe v1.7.95 - o x
URL: o w
Inactive
®Log O History = Queue @ Configuration
Press Enter to return to menu
v1.7.95 is the latest version Check for updates
Loaded file:/home/osint/Downloads/ripme.jar!/rip.properties Auto-update? * Log level: Debug

Setting locale to default
Loaded log4j.properties

Maximum download threads:: g

T i lise: 3
Initialized ripme v1.7.95 imeout (in milliseconds): 60000

Gtk- Failed to load module "canberra-gtk-module" Retry download count q

Getting key select.save.dir in en_US value Select Save Directory Overwrite existing files? Preserve order ¥
Getting key loading.history.from.configuration in en_US value Loading history fr Sound when rip completes Save logs
om configuration Notification when rip starts Save URLs only
Loading history from configuration Autorip from Clipboard Save album titles »
Retrieving https://raw.githubusercontent.com/ripmeapp/ripme/master/ripme.json Save descriptions ¥ Prefer MP4 over GIF
UNUSUAL: One or more of: x, y, w, or h was still less than @ after reading confi Restore window position ~ Remember URL history »
9 en_US - Download url list
Getting key tray.hide in en_US value Hide JIrips Select Save Directory...

Images: Instagram

There are several independent programs which assist with bulk-download of Instagram data. The first is
Instaloader, which has been a staple within Buscador since the beginning. Since it occasionally stops working,
pending an updated release, we also want Toutatis and Osintgram available at all times. The results of each
are very similar, but it is good to have redundant options. Since Instagram aggressively tries to break these
programs, expect problems with any or all of them at some point. Let's install the first two applications
within our new pipx environment.

pipx install instaloader && pipx install toutatis
Let's install Osintgram with the following venv environment.

cd ~/Downloads/Programs

git clone https://github.com/Datalux/Osintgram.git
cd Osintgram

python3 -m venv OsintgramEnvironment

source OsintgramEnvironment/bin/activate

sudo pip install -r requirements.txt

deactivate
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Next, you should open Firefox within your VM and sign into the Instagram account you will use for OSINT
investigations. This tells Instagram that you are intentionally logging into your account from your current IP
address, and is required before the next steps will work. We must now sign into this same account within the
programs. Begin with Instaloader by executing the following.

instaloader --login=username

Make sure you replace username with your Instagram username and supply the password for that account when
prompted. This only needs to be supplied once during configuration, and the application will store the
credentials. Next, let's discuss Toutalis. This application provides Instagram account details, often including full
email addresses and partial telephone numbers. This extra level of disclosure requires a unique piece of
information from our account. Each time you run the command, you are required to enter your Instagram
"Session ID". The following steps will identify this information.

* Login to an Instagram account from your Firefox browser.

*  Right-click an empty area of the page and choose "Inspect”.

*  Click the "Network" tab in the new menu at the bottom.

*  Navigate to any uset's Instagram page.

* In the Inspector menu, click on an entry similar to "200 GET www.instagram.com" and click the
"Cookies" tab in the menu to the right.

*  Scroll down this list and find "sessionid:".

*  Copy the alphanumeric entry.

Keep this Session ID somewhere which is easy to access. Next, execute the following from within
~/Download/Programs/Osintgram to teplicate this login credential storage for Osintgram.

make setup

Now that you have all programs installed and configured with credentials, we can test them. Start with the
following commands for Instaloader within Terminal. Please note this is not my account but serves as a good
demonstration with minimal content.

cd ~/Desktop && instaloader user mikeb

Instaloader should have created a new folder titled mikeb on your Desktop containing the uset's images. The

following command would execute Toutatis for the target of "mikeb" with your Session ID of
24316:Lh59ygrmY4N:4.

toutatis -u mikeb -s 24316:Lh59ygrmY4N:4
The result is similar to the following, which I have partially redacted.

Full Name: Mike Brandon | userID : 1144153003
Is business Account : False

Is private Account: False

Follower: 70 Following : 31

Number of posts: 18

Number of tag in posts : O

Obfuscated phone T +44 xxokx kkkk T

I find this information extremely valuable, and the process only takes a few seconds to complete. You could
casily copy and paste these details into your report. Next, let's look at Osintgram. First, navigate to the software
folder with the following command.
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cd ~/Downloads/Programs/Osintgram/

We can conduct numerous types of queries on "mikeb". The following would display this uset's photos, stoties,
comments, captions, followers, followers' telephone numbers, followings, followings' telephone numbers, and
general account information.

python3 main.py -c photos mikeb
python3 main.py -c stories mikeb
python3 main.py -c comments mikeb
python3 main.py -c captions mikeb
python3 main.py -c¢ followers mikeb
python3 main.py -c¢ fwersnumber mikeb
python3 main.py -c followings mikeb
python3 main.py -c¢ fwingsnumber mikeb
python3 main.py -c info mikeb

I would be shocked if all three Instagram programs worked for you. This is because Instagram likes to
block access to these types of applications. If you received any "challenge" errors, that means Instagram has
found your activity to be suspicious. You would need to log in to your Instagram account again through Firefox
and confirm the activity as non-malicious. If you execute any of these tools and receive no results, it may also
be because of this error. I am intentionally leaving extra room on this page for future modifications to these
utilities.

Domains: EyeWitness (https://github.com/ChrisTruncer/EyeWitness)

This Python script automates the collection of screen captures from websites. Imagine the following scenario.
You are investigating a long list of website addresses that was provided to you as a lead. Maybe they were
websites visited from a suspect's computer; a list of social network profiles discovered during your previous X
(Twitter) scrapes; or just a self-created list of URLSs associated to your investigation. Manually visiting each site
and using a screen capture tool can be overwhelming. Instead, let's automate the task. Install EyeWitness to your
VM with the following official commands within a new instance of Terminal.

cd ~/Downloads/Programs

git clone https://github.com/ChrisTruncer/EyeWitness.git
cd EyeWitness/Python/setup

sudo ./setup.sh

We need to add a few commands to our installation process, and you should copy and paste all of these at once
into Terminal.

wget
https://github.com/mozilla/geckodriver/releases/download/v0.34.0/geckod
river-v0.34.0-1linux-aarch64.tar.gz

tar -xvzf geckodriverx*

chmod +x geckodriver

sudo mv geckodriver /usr/local/bin

You can now execute EyeWitness, but you must first navigate to the folder where the Python script is located.
We will correct this with a custom script in a moment, but let's first test the application within Terminal with

the following two commands.

cd ~/Downloads/Programs/EyeWitness/Python
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./EyeWitness.py --single https://inteltechniques.com -d
~/Documents/EyeWitness/

When finished, you should have a new file within your Documents/EyeWitness folder titled Report.html.
Double-clicking this file opens it within Firefox. You can submit a list of URLs with the following commands,
assuming you have a file on your Desktop called sites.txt, with one URL per line.

./EyeWitness.py —-f ~/Desktop/sites.txt --web -d ~/Documents/EyeWitness/

The following image displays the first result from my "sites.txt" file which contained exactly the following data.

https://inteltechniques.com
https://unredactedmagazine.com

Resolved to: 172.67.188.41

Page Title: IntelTechniques by Michael
Bazzell

Date: Mon, 05 Feb 2024 22:29:21 GMT
Content-Type: text/html
[Transfer-Encoding: chunked
Connection: close

Jast-modified: Tue, 16 Jan 2024
00:28:39 GMT

vary: Accept-Encoding
access-control-allow-origin: * INTELTECHNIQUES
strict-transport-security: max-
Rrge=31536000; includeSubDomains;
preload

x-content-type-options: nosniff
x-xss-protection: 1; mode=block
x-frame-options: SAMEORIGIN
x-turbo-charged-by: LiteSpeed
referrer-policy: no-referrer-when-
downgrade

[Cache-Control: max-age=86400 OSINT & Privacy Digital Books

[CF-Cache-Status: HIT = — A= =
Age: 427131 ?_ = = = =

The results include screen captures of each target website and detailed information including the server IP
address, page title, modification date, and full source code of the page. This is very beneficial in two ways. First,
it automates the task of researching multiple target websites. Second, it saves each page as it existed at a specific
moment in time. If your suspect deletes or modifies a website after you have captured it, you possess evidence
of a previous state. The annoyances of this method include the requirement to create a text file and need to
articulate the location of the data within Terminal. We can make this easier with a custom script.

ntelTechniques Online OSINT Training

This utility can be very beneficial when you have dozens, hundreds, or even thousands of domains of interest. I
once converted a list of over 300 suspect URLs into a folder of screen captures of each. This allowed me to
quickly identify which accounts were truly valuable to my investigation by simply viewing the evidence similar
to photos in an album. The report was several hundred pages but was generated in only a few minutes.

Domains: HTTrack (httrack.com)

There are several ways to make an exact copy of a static website and this software will walk you through the
process. You may want to do this when you locate a target website and are concerned the site could be taken
down. Any time that you find any content that will be used in court, you should archive the entire site. This
application automates the process. The result is a locally stored copy in which you can navigate as if it were live.
This is beneficial in court when internet access is not appropriate, or a website has been taken offline. The
following command within a new Terminal session will download the software and configure it within your
operating system.
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sudo apt update && sudo apt install httrack webhttrack -y

You can now type webhttrack at any Terminal prompt and the graphical version of the software will execute
within your default browser. Typing httrack will load the Terminal version. You should also have the
Domains Tool (domains.desktop) available in your Applications menu. When the application loads, you can
select either option. The Terminal version presents text prompts to enter your target data. The browser version
does the same thing, but it is point-and-click instead of text entry. Note that the browser version will likely
require you to "try again" upon launch and select the option to load a non-secure website. This is not a risk, but
it 1s an annoyance.

Clicking the "next" button in the browser version will bring you to the project screen. Give your project a title,
preferably the website name, and choose a location to save all of the data. Click next and then "add URL". Enter
the exact website that you want to archive. Do not enter any login or password. Click "next", then "finished",
and you are done. The application will begin extracting all public information from the site. This can take a
while, depending on the size of the site. When complete, you will have an exact copy in which you can navigate
and search offline. Archiving to an external drive creates a replica that can be held for future analysis. This
program only works on smaller static websites, and cannot archive large dynamic sites such as social networks.

HTTrack is a very old program, and was never intended to function within today's latest technology. However,
it still works surprisingly well on small business websites. It can also extract a surprising amount of content from
large sites such as Wikipedia. I once used this service to extract several gigabytes of scraped LinkedIn data from
a questionable website before it disappeared, which included profiles, names, email addresses, user 1Ds and
employment history. This tool should always be ready in your arsenal. The following image displays the dated
entry screen.

Open Source offline browser

Existing project name:| v |
New project name: (| |
Project category:| v

Base path: \ /home/osint/websites || refresh

| << Previous Next >>

Domains: Waybackpy (https://github.com/akamhy/waybackpy)

Most readers are probably already aware of the power of the Internet Archive while searching for online content
which has since been removed. Browsing a target domain on the Wayback Machine website can be very fruitful,
but automating the collection of that data can be more beneficial. Install Waybackpy with the following
command.

pipx install waybackpy

Let's execute the script to conduct a few tasks, using pretendradio.org as a target. First, we will make a directory
in the Documents folder for data and then enter it.

mkdir ~/Documents/waybackpy
mkdir ~/Documents/waybackpy/pretendradio.org
cd ~/Documents/waybackpy/pretendradio.org

Next, let's generate all known URLs indexed by Internet Archive into a text file with the following.

waybackpy --url "https://pretendradio.org" --known urls > 1l.txt
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This creates a text file in the current directory which displays every URL being monitored and archived by
Archive.org, but does not present the content of each page. This file will likely have many duplicates within it,
so let's remove them with the following.

sort -u -1 1l.txt -o 2.txt

The file labeled 2.txt only contains one URL for each option instead of mostly redundant addresses.

If desired, the following would tell you the oldest version of the website they have collected. Replacing "oldest"
with "newest" would identify the opposite.

waybackpy —--url "https://pretendradio.org" --oldest
The following result tells us the first copy they possess is from April 24, 2017.

https://web.archive.org/web/20170424221444 /http:/ / pretendradio.org:80/

Overall, this tool only provides information about Archive.org's collection of a domain, but not the actual
content of each URL. For that, we will rely on the next tool.

Domains: Waybackpack (https://github.com/jsvine/waybackpack)

This program will extract the data behind Archive.org's cached websites. Install with the following.

pipx install waybackpack

We can now execute the program and have it extract the HTML data behind every archive associated with a
URL. The following command will generate several folders within our target directory, each labeled as the date
of the Archive.org acquisition. Notice that there is a trailing "/" at the end of the URL in the command. For

some reason, this program will not work without it.

waybackpack https://pretendradio.org/ -d
~/Documents/waybackpy/pretendradio.org

Each folder should possess an HTML file which can be opened within Firefox. Consider the following two
examples. The first displays the website as it appeared the first time it was captured. The second displays the site
as it appeared many months later, possessing actual content.

PRET3ND
frotcainnt§

Stores about real progie presesding (o be semesne ehe
P R E I 3 N D A
(

RADIO I

Be the first to listen to'Pretend Radio.
Sign up-now.

Pretend Radio is podcastabout peopla pretending 10 be someone who
they e ot It oction that4s one Bart i trime and another part
psychological drama. Me ple tell personal starles sbout les, iraud, and denta) The Bigamist - Mary Turner The Pretender part 2 - Marc

Thomson Ruskin Undercover Agent

Subscribe to our mailing kst

Cr——

Imagine you have a target URL which has hundreds of archives throughout the past decade. This is a quick way
to see annual changes to the site and document the evidence. Each of these is an archived home page of the
target website from a different date. Double-clicking them will load the pages within a web browser which
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should display the target site similar to the way it previously appeared. However, a keyword search can also be
beneficial. You can use the embedded search function within the Files application which is presented after
successful completion of the script. The following image displays my search of these files for the word "prison".
The results identify files of interest.

Q prison|

% Starred

. index.html.3...Jane Whaley’s Son-in-Law is Going to Prison...

(s Home

[ Desktop « index.html.4 ...Jane Whaley’s Son-in-Law is Going to Prison... 214.9kB

Domains: Amass (https://github.com/owasp-amass/amass)

Amass is a very powerful program, but we will only focus on one area. This option can take a long time to run,
but it is very thorough. I only run it when I have a specific need for the data. It attempts to determine any
possible subdomains of a target domain, among many other recon features. Installation is a very manual process,
but we can automate it with a few steps. Per their GitHub page, you can navigate to either URL to download
the official latest releases.

https://github.com/owasp-amass/amass/releases/latest/download/amass_Linux_armo64.zip
https://github.com/owasp-amass/amass/releases/latest/download/amass_Linux_amd64.zip

However, I find this cumbersome if you want universal instructions which would apply to any architecture
(AMD vs ARM). Therefore, let's conduct the following.

cd ~/Downloads

ver=$ (dpkg —--print-architecture)

wget https://github.com/owasp-
amass/amass/releases/latest/download/amass_Linux "Sver".zip
mkdir ~/Downloads/Programs/Amass

unzip amass Linux "$ver".zip -d ~/Downloads/Programs/Amass/
cd Programs/Amass/amass Linux "Sver"/

mv * ~/Downloads/Programs/Amass

rm -r ~/Downloads/Programs/Amass/amass_ Linux "Sver"/

rm '/home/osint/Downloads/amass_Linux armé64.zip'

These commands navigated to our Downloads folder; stored the version of our processor (AMD vs ARM);
conducted a Wget command to download the appropriate version for our VM; made a new directory for the
program; unzipped the files in the compressed archive; moved the files to a standard location; deleted the
unnecessary file and folder. The following commands allow us to execute the software with the optimal
selections.

cd ~/Downloads/Programs/Amass
./amass intel -o ~/Documents/cnnl.txt -active -ip -whois -d cnn.com

This creates a report located in the Documents folder. In my test with my own website, it immediately identified
several other domains hosted on my shared server, a few of which were associated with me. The following image
displays results for domains related to cnn.com.
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cnn-travellex.com
cnnarabic.com

< exrretail.com

cnnmeney,. com

cnnmoneycontrol . com

cnnpoliti

ch.com

Domains: Photon (https://github.com/s0Omd3v/Photon)

This option does not attempt to find subdomains. Instead, it searches for internal pages within a target website.
It creates a report located in the Downloads/Programs/Photon folder. Install with the following.

cd ~/Downloads/Programs

git clone https://github.com/sOmd3v/Photon.git
cd Photon

python3 -m venv PhotonEnvironment

source PhotonEnvironment/bin/activate

sudo pip install -r requirements.txt
deactivate

We can now execute with the following commands.

cd ~/Downloads/Programs/Photon
python3 photon.py -u inteltechniques.com -1 3 -t 100

The results are quick and impressive. The "external" file lists outgoing hypetlinks from the target URL to other
websites; the "files" text file lists files stored within the URL, such as PDFs and other documents; and the
"internal" file lists URLs hyperlinked from the target to other pages on the same site. When targeting my own
website, Photon identified all of the xml configuration files for pfSense and all issues of UNREDACTED
Magazine in PDF. The following was extracted directly from the files.txt report generated by the program.

https://inteltechniques.com/issues/001.pdf
https://inteltechniques.com/issues/002.pdf
https://inteltechniques.com/issues/003.pdf
https://inteltechniques.com/issues/004.pdf
https://inteltechniques.com/issues/005.pdf
https://inteltechniques.com/issues/006.pdf

2022 .FW4AB-PIA-US-Netflix.xml
2-port-ProtonVPN-US-DNS-No-VPNPassword-adminl234.xml
2023/FW2B.xml

2022 .FW6B-PIA-US-Netflix.xml
6-port-ProtonVPN-west-DNS-No-VPNPassword-adminl234.xml

Domains: Sublist3r (https://github.com/aboul3la/Sublist3r)

This program scans much faster than Amass, but will only find common subdomains. This may be sufficient
for most tasks. It creates a report located in the Documents folder. In my test, it found 808 subdomains of
cnn.com. Install with the following,.

cd ~/Downloads/Programs
git clone https://github.com/aboul3la/Sublist3r.git
cd Sublist3r
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python3 -m venv Sublist3rEnvironment
source Sublist3rEnvironment/bin/activate
sudo pip install -r requirements.txt
deactivate

We can now execute with the following.

cd ~/Downloads/Programs/Sublist3r
python3 sublist3r.py -d cnn.com -o ~/Documents/Sublist3r-cnn.txt

Partial results follow.

alerts.cnn.com
dev.alerts.cnn.com
www.dev.alerts.cnn.com
ga.alerts.cnn.com
S56m.ga.alerts.cnn.com
admin.ga.alerts.cnn.com
56m.admin.ga.alerts.cnn.com
ec2.admin.ga.alerts.cnn.com
ec2.ga.alerts.cnn.com
alertshub.cnn.com
admin.alertshub.cnn.com
dev.alertshub.cnn.com
www.dev.alertshub.cnn.com

We now have new targets to research.
Domains: TheHarvester (https://github.com/laramies/theHarvester)

This program searches a supplied domain with the intent of providing subdomains, hosts and, occasionally email
addresses associated to the target. It creates a report located in the Documents folder. During my search of
cnn.com, it located 72 hosts and 16 email addresses. Further investigation into these results may reveal new
sources of information. Install with the following.

cd ~/Downloads/Programs

git clone https://github.com/laramies/theHarvester.git
cd theHarvester

python3 -m venv theHarvesterEnvironment

source theHarvesterEnvironment/bin/activate

sudo pip install -r requirements.txt

deactivate

We can now execute with the following.
cd ~/Downloads/Programs/theHarvester
python3 theHarvester.py -d cnn.com -f ~/Documents/cnn.json -b

duckduckgo

We can open the generated JSON file within Firefox to see the data, as follows.
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6: "agility.cnn.com"

s "amp.cnn.com"

8: "arabic.cnn.com"

9: "archives.cnn.com"
10: "audience.cnn.com"
11: "audience.qa.cnn.com"
12: "cdn.cnn.com"

13: "center.cnn.com"

14: "chat.cnn.com"

15:: "cms.cnn.com"

16: "cnnespanol.cnn.com"
17 "cnnpressroom.blogs.cnn.com"
18: "content.api.cnn.com"

Domains: Carbon14 (https://github.com/Lazza/Carbon14)

This application helped an investigation as 1 was writing this. I was investigating an anonymous blog, with the
intent of learning more about the age of the site. It was a brand-new WordPress installation, and every post had
the same recent date and time. It had obviously been created recently, but then received an import from an older
blog. I wanted to know more about the true dates of the original posts. This is the perfect scenario for Carbon14.
It searches for any images hosted within the page and analyzes the metadata for creation dates. A query of my
own site indicates that the static page was last modified on January 16, 2024, but one of the images was created
in 2022. If this were my target, I would now have suspicion that the original blog posts were from an earlier
date. These dates can be intentionally or unintentionally altered, so this is not a forensically sound method. It is
simply an additional piece to the puzzle which may warrant further investigation. I find that Carbon14 works
best on static websites and blogs. I have also had surprising success when targeting social network profiles.
Install with the following

cd ~/Downloads/Programs

git clone https://github.com/Lazza/Carbonl4
cd Carbonlié

python3 -m venv Carbonl4Environment

source Carbonl4Environment/bin/activate
sudo pip install -r requirements.txt
deactivate

Execute with the following.

cd ~/Downloads/Programs/Carbonl4
python3 carbonld.py https://inteltechniques.com

Below is an example of the output on the screen.

Date (UTC) Date (US/Mountain) URL

2022-03-25 14:01:23 2022-03-25 08:01:23 <https://inteltechniques.com/img/cert.png>

2023-12-10 18:17:33 2023-12-10 11:17:33 <https://inteltechniques.com/img/AD-ALL.png>
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Domains: Change Detection (github.com/dgtlmoon/changedetection.io)

In the chapter about domains, I explained several online services which would monitor a URL for changes.
These are beneficial, but there are some scenarios where they might be inappropriate. You might have a sensitive
URL which you do not want to share with an online service, or a site with very minor changes which is not
being picked up by the free services. This is where Change Detection can help. It is locally installed and available
only to you. The following configures the application.

pipx install changedetection.io
We can now test with the following entries into Terminal, copied and pasted all at once.

mkdir ~/Documents/ChangeDetection

changedetection.io -d ~/Documents/ChangeDetection -p 5000 &
sleep 3

firefox http://127.0.0.1:5000

The first command makes sure we have a directory created for results and the second command launches the
server and Firefox simultaneously. The following image displays an example. The first option was created for
my home page. I can click the "Recheck" button to fetch a new live copy. Clicking the "Diff" button shows me
any changes. The image below it identifies two paragraphs which were modified between visits. This tool
provides the same service as the online options, if not better, but gives you full control within your Linux
machine.

An Tech news changedetection.io

Website Last Checked Last Changed

https://inteltechniques.com (3 < Just now just now

. 2 <

:m:.//".ws'ycomblnatoncom/ T RTINS 200 1 minute ago mm m
5 I o)

5‘5:3’4;222?:;?:;?20""OICHANGELOG't“ = 13 minutes ago Not yet Recheck Edit Preview

Mark all viewed Recheck all §

Welcome to the new home for both sites. With simpler navigation and a cleaner interface, you should be able
to easily browse through our services and resources. Consider checking out our blog and podcast from the menu
above, or visit our resources page for our latest projects, such as the new online search tools. Browse through our
services page to learn about the various privacy remedies we offer. Join our online video training and become a
certified Open Source Intelligence Professional (0SIP) around your schedule! Finally, we offer updated books about
OSINT and Privacy in our book store.

TEST HERE Welcome to the new home for both sites. With simpler navigation and a cleaner interface, you
should be able to easily browse through our services and resources. Consider checking out our blog and podcast from
the menu above, or visit our resources page for our latest projects, such as the new online search tools. Browse
through our services page to learn about the various privacy remedies we offer. Join our online video training and
become a certified Open Source Intelligence Professional (0SIP) around your schedule! Finally, we offer updated
books about OSINT and Privacy in our book store.

Domains: Archive Box (github.com/AtchiveBox/ArchiveBox)

I previously explained how we could use online services to document the current state of a website; see previous
versions through archived sources; and be notified of changes when they occur. In 2022, I began using Archive
Box as an all-in-one solution. We can install and initialize the application with the following, which you may
have already accomplished in Chapter Five.

pipx install archivebox
mkdir ~/Documents/archivebox

cd ~/Documents/archivebox
archivebox init
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Once installed, change into our directory; add our target website; launch the server; and open the database within
our browser. Note that you must enter the full URL, including "https://".

cd ~/Documents/archivebox
archivebox add 'https://notla.com'
archivebox server 0.0.0.0:8000 & firefox http://0.0.0.0:8000/

The following image displays results as they are being fetched. Archive Box captured the target with SingleFile
through Chrome; generated a PDF and screenshot; performed a WGET of the live page; extracted the page
from Archive.org; fetched all HTML code; and downloaded any media files. This is an impressive tool.
Combined with the automated script in your Linux VM, this service should be used often. Knowing the manual
approach is important, but automated tools allow us to work faster and more efficiently.

Brad's Cactus Shack

\C"u‘)m(’- > SingleFile > > me > Wget > HTML Original

Archive.Org

Readability

Metadata: Exiftool (https://exiftool.org/)

Image metadata, also called Exif data, will be explained later in more detail. It can include the make, model, and
serial number of a camera or location data of the capture. Third-party applications to view this data are no longer
necessary because Debian has this feature embedded in the default image viewer. Simply open any image, click
the three horizonal lines, and select Properties. The Metadata and Details tabs display all available details such
as camera information, location, and dates. However, this does not help much in regard to bulk images. We can
easily install a Terminal-based utility which allows for automated export called Exiftool. The following command
in Terminal will complete the process.

sudo apt update && sudo apt install libimage-exiftool-perl -y

You can now view the metadata from a single image as follows.

exiftool evidence.jpg

If you had multiple images, you could analyze all of them at once and export your results into a spreadsheet.
Consider the following example where I possess a folder of images on my Desktop titled "Evidence". I want a
spreadsheet of all available Exif data in reference to these images. The following command in Terminal will

create a report on my Desktop titled Report.csv.

cd ~/Desktop/Evidence && exiftool * -csv > ~/Desktop/Report.csv
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This command launches ExifTool (exiftool); reads all files in the current folder (*); specifies creation of a CSV
file (-csv); and saves the file output to the Desktop titled as Report.csv (> ~/Desktop/Report.csv). I do not use
this feature often, but it has saved me a lot of work when needed. I once possessed a folder of 200 images
retrieved from a directory on my target's blog. This command created a spreadsheet with all metadata from the
images, which identified GPS locations valuable to the investigation.

The following is a partial example of the type of valuable data you may find within digital images. In this example,
I identified the date, time, and exact location of the device when the image was captured.

GPS Altitude : 217 m Above Sea Level
GPS Date/Time : 2010:11:08 15:37:182
GPS Latitude : 40 deg 27" 32.00" N
GPS Longitude : 90 deg 40" 23.00" W

Metadata: Metagoofil (https://github.com/opsdisk/metagoofil)

Metagoofil is a Linux option designed to locate and download documents. It does not always work perfectly, as
you are at the mercy of search engines to provide the data. When Google decides to block Metagoofil, its
usefulness ceases until the software receives an update. Install with the following steps.

cd ~/Downloads/Programs

git clone https://github.com/opsdisk/metagoofil.git
cd metagoofil

python3 -m venv metagoofilEnvironment

source metagoofilEnvironment/local/bin/activate
sudo pip install -r requirements.txt

deactivate

The following Terminal commands in your Linux VM switches to the proper directory (cd); launches Python 3
(python3); loads the script (metagoofil.py); sets the target domain (-d cisco.com); sets the file type as pdf (-t pdf);
and saves the output to the Desktop (-0 ~/Desktop/). This could be repeated for different file types.

cd ~/Downloads/Programs/metagoofil
python3 metagoofil.py -d cisco.com -t pdf -o ~/Desktop/

This automatically downloads any found documents. We could now analyze these documents with ExifTool as
mentioned previously with the following commands within Terminal. The following commands navigate you
and then creates a report.

cd ~/Desktop/ && exiftool * -csv > ~/Desktop/Report.csv

I always prefer to download and analyze document metadata within Linux. In my experience, this utility works
fairly well when NOT using a VPN, but Google may block your VPN connection. My protocol in regard to
document metadata collection and analysis is as follows.

+ If I already possess numerous documents on my computer, I create a metadata CSV spreadsheet using
ExifTool. I then analyze this document.

* If my target website possesses few documents, I download them manually through Google or Bing
within a web browser.

* If my target website possesses hundreds of documents, I use Metagoofil, but only download one file
type at a time. If my target were cisco.com, I would execute the following commands in Terminal.
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python3 metagoofil.py -d cisco.com -t pdf -wo ~/Desktop/cisco/
python3 metagoofil.py -d cisco.com -t doc -wo ~/Desktop/cisco/
python3 metagoofil.py -d cisco.com -t xls -wo ~/Desktop/cisco/
python3 metagoofil.py -d cisco.com -t ppt -wo ~/Desktop/cisco/
python3 metagoofil.py -d cisco.com -t docx -wo ~/Desktop/cisco/
python3 metagoofil.py -d cisco.com -t xlsx -wo ~/Desktop/cisco/
python3 metagoofil.py -d cisco.com -t pptx -wo ~/Desktop/cisco/

Metadata: Medialnfo (https://mediaarea.net/en/Medialnfo)

This is a utility for displaying hidden metadata within a media file. The most common example is the metadata
within a video obtained directly from the original source. First, open Terminal and type the following to install
the application within the Activities menu of Debian.

sudo apt update && sudo apt install mediainfo-gui -y

You can now click on the Medialnfo icon in the Activities menu to launch the program. Click on the "File"
option in the menu and then open either a file or folder. The default view offers little data, so click on "View"
and then "Text" from the menu. This presents all metadata available within the file. In my test, I received the
(partial) output visible in the following image from a video sent to me via email directly from a mobile device.
It identified the make, model, and operating system version of the device, along with GPS information about
the location during capture. Note that this type of data is usually not available from videos downloaded from
the internet. The ideal scenario is that you possess a video file sent directly from a device.

Format : MPEG-4

Format profile : QuickTime

File size : 545 KiB

Duration : 5 s 488 ms

Overall bit rate : 813 kb/s

Recorded date : 2013-05-30T10:51:14+0100
Make : Apple

xXyz : +55.4062-002.6372+123.982/
Model : iPhone 5
Icom.apple.quicktime.software : 6.1.4

Metadata: mat2 (https://Oxacab.org/jvoisin/mat2)

While you may want to VIEW metadata within images with the previous command, it is just as likely you will
want to REMOVE data from your own media. Maybe you want to upload an image as part of a covert
investigation. That image could have metadata such as dates, times, locations, and camera details. This is where
MAT?2 (Metadata Anonymisation Toolkit 2) can assist. First, we must install it with the following.

sudo apt update && sudo apt install mat2 -y

Next, we can issue a command to clean a file. Assume I have an image on my Desktop titled dirty.jpg. The
following command would change to the Desktop directory and create a new file called "dirty.cleaned.jpg”.

cd ~/Desktop && mat2 dirty.]jpg

Metadata: xeuledoc (https://github.com/Malfrats/xeuledoc)

This application extracts metadata hidden within Google Documents, including the documents ownet's name,
email address, and Google identifiers. This is a great way to determine who is behind an online Google document

which is part of your investigation. The following commands install the program.

pipx install xeuledoc
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We can now execute the application toward a Google document. Consider the spreadsheet located at the
following location.

https://docs.google.com/spreadsheets/d/1KXksB1vj7fXPNS40YL0idQne3HXVnamtUP1hOut3xwk

This page provides a link to a third-party piracy website claiming to offer one of my books for download. There
is nothing within this spreadsheet which identifies the creator of this document. However, xeuledoc can assist.
The following command queries the tool with the document link.

xeuledoc
https://docs.google.com/spreadsheets/d/1KXksB1vj7fXPNS40YLO1idQne3HXVnam
tUP1hOut3xwk

The result appears in the following image.

- $ xeuledoc https://docs.google.com/spreadsheets/d/1KXksB1
vi7fXPNS40YLO1dQne3HXVnamtUP1hOut3xwk

Twitter : @MalfratsInd

Github : https://github.com/Malfrats/xeuledoc

Document ID : 1KXksB1vj7fXPNS40YLO1dQne3HXVnamtUP1hOut3xwk

[+] Creation date : 2020/01/68 16:35:56 (UTC)
[+] Last edit date : 2020/01/68 16:35:56 (UTC)

Public permissions :
- reader

[+] Owner found !

Name : donlad grifith

Email : donladgrifith@gmail.com

Google ID : 09765685956674862946
- $

We now have a name and email address to research.
Metadata: Sherloq (https://github.com/GuidoBartoli/shetloq)

Sherloq is a standalone application which can help identify modified areas of photographs. The advanced
capabilities to alter images within Photoshop can easily fool our eyes. Computers are more difficult to convince.
Let's install the application first, then discuss the usage. Conduct the following within Terminal. Note that ARM-
based processors may not be able to use this program.

cd ~/Downloads/Programs

sudo apt install python3-testresources subversion -y
git clone https://github.com/GuidoBartoli/sherloqg.git
cd sherlog/gui

python3 -m venv sherlogEnvironment

source sherlogEnvironment/bin/activate

sudo pip install -r requirements.txt

deactivate

You can now launch this application manually with the following command within Terminal.

python3 ~/Downloads/Programs/sherloqg/gui/sherloqg.py
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Sherloq replicates many of the online image metadata and manipulation detection methods which were explained
in my other books. The benefit here is the ability to conduct an examination offline. If you have a sensitive
photo, you may not want to upload it into one of the many online metadata websites. Instead, you may want to
keep it restricted to your local machine. Click the "Load Image" button and select a photo. There are numerous
options present within the left menu.

Consider the following image. The uppet-right image displays the "Principal Component Analysis" which
highlights the lips of the subjects for potential digital manipulation. If you investigate online images often, I
encourage you to understand all of the options available within this softwate application. The authot's website
at github.com/GuidoBartoli/sherloq should assist.

Loadimage Tools Tile Cascade MNext Previous

TooLs < 22 '® Color Space Conversion =loix)[ Principsl Component Analysis
~ Gener:
Original image Red-CreenBlue 8 - CMYK Inks. M - Grayscale Uight - Component: First * ® Vector Distance Destance Equalized Cross-Correlation

Frameworks: Spiderfoot (https://github.com/smicallef/spiderfoot.git)

Siemiarity Search Hue-Sat-val H | Muelumsat M * * YOCHPEG Cb
Astomatic Tagging

OF XYZRecT09 X * CECab L v L CELV v

Metadata Extraction
EXF Structure
Thumbeail Analysis

Ceolocation Data
* Iaspection
Enhancing Magnifier

a RCB/MSV 30 Plots

This program introduces more valuable utilities than any other single resource within this book. This will take
some effort to install and configure, but the benetfits justify the work. I installed the application into the custom
Linux VM with the following steps.

cd ~/Downloads/Programs

git clone https://github.com/smicallef/spiderfoot.git
cd spiderfoot

python3 -m venv spiderfootEnvironment

source spiderfootEnvironment/bin/activate

sudo pip install -r requirements.txt

pip install pyopenssl --upgrade

deactivate

If we ate inside the Spiderfoot directory (~/Downloads/Programs/spidetfoot), we can launch the Spidetfoot
service with the following command.

python3 ./sf.py -1 127.0.0.1:5001

If executing manually, you would need to launch the service and then tell Firefox and connect to
http://127.0.0.1:5001. We can teplicate both with the following.

python3 ./sf.py -1 127.0.0.1:5001 & firefox http://127.0.0.1:5001

Let's take a look at the interface and conduct an example query. After launching the Spiderfoot program within
Firefox, click the "New Scan" option. Provide a name for your session (IntelTechniques) and a domain
(inteltechniques.com). Choose your desired "Use case" and click "Run scan". I chose "All" in order to test the
features, but this can be intrusive toward your target site. Choose the level of access appropriate for your
investigation. The scan will launch and may take a while to complete, possibly hours. The amount of data
acquired will be substantial, and I will only focus on a few areas of interest. The default screen displays the
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current progress and a log file. The "Browse" button in the upper left allows you to start peering into the data
found about your target. Below are the sections of interest to my own site.

*  Account on external site (Four online profiles connected to my brand)
*  Human Name (Identification of my full name and three associates)

*  Leak site content (56 Pastebin files referencing my domain)

*  Similar domain (Two domains with similar spelling)

*  Web technology (Pages on my site which rely on PHP, and my version)

The "Graph" button displayed a detailed chart of connections from my domain to external soutrces. This
application scours a domain, IP address, or email address for hundreds of data points which may provide value.
Clicking the "Scans" button provides options to stop, re-run, ot delete a scan result. It also provides a status
summary of each current scan, and you can execute numerous scans simultancously.

Frameworks: Recon-ng (https://github.com/lanmaster53/recon-ng)

Recon-ng is a full-featured web reconnaissance framework written in Python. Complete with independent
modules, database interaction, built-in convenience functions, interactive help, and command completion,
Recon-ng provides a powerful environment in which OSINT research can be conducted quickly and thoroughly.
This utility provides automation to many of the redundant tasks that OSINT examiners find themselves
performing on a daily basis. 1 offer a warning before proceeding. This is a technically complicated portion of
this book. Please don't let that scare you off, we will approach each step slowly. First, we need to install Recon-
ng into our OSINT Original virtual machine. Type the following into Terminal.

cd ~/Downloads/Programs

git clone https://github.com/lanmaster53/recon-ng.git
cd recon-ng

python3 -m venv recon-ngEnvironment

source recon-ngkEnvironment/bin/activate

sudo pip install -r REQUIREMENTS

deactivate

This should install Recon-ng, and typing . /recon-ng from within this directory launches the application.
This screen will display the current version, and I am writing this based on version 5.1.2. The following
command would be used to update your version of Recon-ng.

cd ~/Downloads/Programs/recon-ng
git pull https://github.com/lanmaster53/recon-ng.git

Recon-ng does not possess many online tutorials. The guides that I have found are mostly an index of commands
with little explanation. Instead of trying to summarize how the program functions, I will walk you through actual
usage and explain as we go. I will start with the basics and then conduct numerous actual searches. In lieu of
screen captures, I will include all text input and outputin 10 pt Courier New font. Upon executing
Recon-ng, you will be notified that no modules are installed. This is normal, and we will add them as we need
them. At this prompt, let's begin with the help command. Typing help reveals the following commands and
explanations.

back Exits the current context

dashboard Displays a summary of activity

db Interfaces with the workspace's database
exit Exits the framework

help Displays this menu

index Creates a module index (dev only)

122 Chapter 10 Order 0155851055



keys Manages third party resource credentials

marketplace Interfaces with the module marketplace
modules Interfaces with installed modules

options Manages the current context options

pdb Starts a Python Debugger session (dev only)
script Records and executes command scripts

shell Executes shell commands

show Shows various framework items

snapshots Manages workspace snapshots

spool Spools output to a file

workspaces Manages workspaces

Typing marketplace search will reveal the current functions available. Think of the marketplace similar
to a list of utilities within Recon-ng, and each option as a "resource". Just like Bing is a website resource that we
can use through a web browser, "bing_domain_web" is a specific resoutce that we can use in Recon-ng. At any
time, you can type marketplace info into Recon-ng to receive details about a specific item. As an
example, typing marketplace info virustotal displays the following description.

path | recon/netblocks-hosts/virustotal

name | Virustotal domains extractor

author | USSC (thanks @jevalenciap)

version | 1.0

last updated | 2019-06-24

description | Harvests domains from the Virustotal by using the

report API.
required keys
dependencies
files

status

['virustotal api']
[]
[]

not installed

This provides the detailed description, and whether the utility requires an API key or other dependencies. It also
confirms we have not installed the module. We will execute this option later in the chapter. For now, we must
set up our first investigation. Before we can conduct any research within this program, we must create a
workspace. A workspace is a container that will isolate your work from one investigation to another. Think of a
workspace as a case file. You may have a stack of cases on your desk, each with its own folder. All of your work
on a case stays within the associated folder. Workspaces are similar. You should create a new workspace for
each investigation. They can be deleted later or preserved for additional work. You can type workspaces
1list atany time to see the currently used workspaces. For now, we will create a new workspace titled OSINT
by executing the command of workspaces create OSINT.

After creation, you will automatically begin using the new workspace. If you have created more than one
workspace, such as one titled OSINTZ2, you can switch to it by typing workspaces load OSINT2. You
might have a workspace for every target suspect or a single workspace for an entire case. Each situation will be
unique. Now that you have a space created, we can begin. Let's start with a very simple yet powetful query, using

the Profiler module. First, we must install the module with the following command within Recon-ng.

marketplace install profiler
The module is now installed, but is not loaded. The following loads the module.

modules load profiler
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Now that the module is loaded, we can add any input desired. Since this module queries usernames, we will add
our target of "inteltechniques" with the following command. Note that SOURCE is uppercase, which is required.

options set SOURCE inteltechniques
We should test our input with the following command.
input

The response should now be the following.

o +
| Module Inputs |
o +
| inteltechniques |
o +

Finally, we can launch the module with the following command.

run

This script should query the username of inteltechniques against numerous online services. It does not present
any results when complete, but did locate and store valuable data. To view the results, type the following.

show profiles

The results appear similar to the following.

l|inteltechniques|Gravatar|http://gravatar.com/inteltechniques| images
2|inteltechniques|reddit|https://www.reddit.com/user/inteltechniques|news
3|linteltechniques|Twitter|https://twitter.com/inteltechniques|social

In just a few seconds, we queried dozens of online services and immediately received only the three which
contained the presence of our target username. This demonstrates the ability to save a substantial amount of
time by using Recon-ng. If you were tasked to locate online profiles of ten suspects, this could be completed in
a few minutes. Let's repeat the process, but with another username, with the following commands.

options set SOURCE humanhacker
run
show profiles

The following result displays the additional online profiles collected during this second query. Recon-ng will
continue to store target data as you receive it. This is one of the more powerful features of the application.

l|inteltechniques|Gravatar|http://gravatar.com/profiles/inteltechniques|images
2]linteltechniques|reddit| https://www.reddit.com/user/inteltechniques | news
3linteltechniques|Twitter | https://twitter.com/inteltechniques | social |

4 |humanhacker |Blogspot| http://humanhacker.blogspot.com | blog |

5| humanhacker |Disqus| https://disqus.com/by/humanhacker/| discussion |

6 |humanhacker|Flipboard | https://flipboard.com/@humanhacker| tech |

7 |humanhacker |GitHub| https://api.github.com/users/humanhacker| coding |

8 |humanhacker|Instagram | https://www.instagram.com/humanhacker/| social |
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9| humanhacker |Kongregate |http://www.kongregate.com/accounts/humanhacker |gaming
10 |humanhacker|Kik | https://kik.me/humanhacker| social |

11 |humanhacker |Medium| https://medium.com/@humanhacker/latest| news |

12 |humanhacker | Technet |https://social.technet.microsoft.com/humanhacker|tech
13 |humanhacker |Minecraft|https://namemc.com/name/humanhacker gaming

14 |humanhacker | Pornhub |https://www.pornhub.com/users/humanhacker | XXX PORN |
15| humanhacker|scratch|https://scratch.mit.edu/users/humanhacker/| coding

16| humanhacker|reddit |https://www.reddit.com/user/humanhacker | news
17 |humanhacker |Twitch.tv|https://twitch.tv/usernames/humanhacker|gaming

18 |humanhacker | Twitter | https://twitter.com/humanhacker| social |

19| humanhacker |Xbox| https://www.xboxgamertag.com/search/humanhacker/| gaming

Let's conduct another example within a different module. First, we must leave our current module by typing
back. This returns us to our workspace. Next, install four additional modules with the following commands.

marketplace install bing domain web
marketplace install google site web
marketplace install brute suffix
marketplace install pgp search

We will use these in order and target the website cnn.com. First, we will load the bing_domain_web option with
the command of modules load bing domain_ web. Next, we will set our source with options set
SOURCE cnn.com and execute the script with run. This command queries the Bing search engine for hosts
connected to the domain cnn.com. The result identified over 70 unique hosts, including the following,

[*] [host] internationaldesk.blogs.cnn.com (<blank>)
[*] [host] crossfire.blogs.cnn.com (<blank>)

[*] [host] reliablesources.blogs.cnn.com (<blank>)
[*] [host] lightyears.blogs.cnn.com (<blank>)

[*] [host] commercial.cnn.com (<blank>)

[*] [host] collection.cnn.com (<blank>)

We can replicate this type of search on Google to make sure we are not missing any hosts that could be valuable
by typing back, then modules load google site web,thenoptions set SOURCE cnn.com,
and finally run. This notifies us 38 total (15 new) hosts found, which indicates that Bing found
more hosts than Google, and Google found 15 hosts that we did not have in our collection from Bing. Since
Recon-ng can parse out duplicates, we should have a list of unique hosts with a combined effort from both
Google and Bing. Typing show hosts will display all of them. Below is a small portion.

news.blogs.cnn.com

m.cnn.com

buzz.money.cnn.com
thechart.blogs.cnn.com
globalpublicsquare.blogs.cnn.com
tech.fortune.cnn.com

Next, let's type back to leave the current module and then modules load brute suffix toload our
next demo. Since there is no domain set as our source for this module, we will add one with options set
SOURCE social-engineer.org. There are many top-level domains (TLDs) aside from .com and .org.
Executing run will scour the various TLDs such as .net, .tv, and others. After completion, typing show
domains will display our updated set of target addresses ready for further searching. In this example, 1 was
notified that additional domains were located, including the following.
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social-engineer.be social-engineer.dev

social-engineer.ch social-engineer.info
social-engineer.com social-engineer.me
social-engineer.de social-engineer.us

These are all new leads that should be analyzed later. We could now repeat our previous module execution of
bing domain web and google site web to likely grow our list of hosts substantially. This is a good
time to pause and consider what is happening here. As we find data, Recon-ng stores it within our workspace.
Every time we conduct a new search, or repeat a previous search, all of the new data is appended. This prevents
us from documenting everything that we locate because Recon-ng is keeping good notes for us. This can allow
us to collect an amount of data otherwise impossible to manage manually. Let's move on to individual contacts.

Typing show contacts will display any contacts stored within the current workspace. You likely do not
have any, so let's add some. First, type back to make sute you are out of the previous module. Next, load
another module with modules load pgp_ search. This will scan all of the stored domains that we have
located and search for any email addresses associated with public PGP keys within those domains. We have not
set a source for this module, but you likely already have some ready for you. In a previous example, you searched
social-engineer.org within other top-level domains and received numerous results. If you type input within
this module, you should see those same domains listed. This is because Recon-ng is constantly storing found
data and making it available for future use. If we type run, this list will be searched, but no results will be found.
Note that this list does not possess our target domain of social-engineer.org, and only the additional names
previously found. You may wish to remove these sources, and then add a fresh new source, with the following.

options unset SOURCE
options set SOURCE cnn.com

Typing run and striking enter executes the process, while submitting show contacts afterward displays
the results. The following is the partial output with new email addresses identified. Each of these addresses are
now stored in your workspace, ready for the next round of research.

| 2 | barsuk | | | barsuk@cnn.com
| 3 | Tristan | | Helmich | tristan.helmich@cnn.com
| 4 | Paul | P | Murphy | paul.p.murphy@cnn.com

Let's reflect on how this can be beneficial. Assume that you are investigating numerous websites. Recon-ng
provides dozens of utilities which automate queries and provides immediate information. Magnify this by tens
or hundreds of domains, profiles, or other target data, and you have an easy way to replicate several hours of
work. In another scenario, you are investigating a list of potential email addresses connected to a case. Entering
these into Recon-ng allows you to execute your searches across all accounts. The effort to check one address is
the same to check thousands. This impressive capability is only a small fraction of what can be done with this
application.

This seems like a good time to back away, create a report, and start a new set of actions. The following commands
will back out of our current module; install the reporting feature; instruct Recon-ng that we want to use the
reporting tool; mandate a graphical html (web) template be used; set the "Customer" as IntelTechniques; set the
"Creator" as M.Bazzell; and execute the process.

back

marketplace install html

modules load html

options set CUSTOMER IntelTechniques
options set CREATOR M.BRazzell

run

126 Chapter 10 Order 0155851055



Note the output after the final command. It identifies that the report is complete, and provides the storage
location. Since I am running Recon-ng from my OSINT virtual machine, the default location is ~/.recon-
ng/wotkspaces/OSINT/results.html. Therefore, I can open the home folder on my desktop; double-click the
".recon-ng" folder; double-click the "workspaces" folder; double-click the "OSINT" folder; and then open the
"results" file. Please note you must have "Show Hidden Files" option enabled from within the preferences menu
of the Files application. Note that the Domains, Hosts, and Contacts sections are not expanded, but contain a
lot of information. At the bottom of this file, the "Created by", date, and time cleatly identify these report details.

Hopefully this demonstration explained the usage of Recon-ng. Executing exit in the window closes
everything, but removes nothing. Before our next example, let's delete our previous work and start fresh. Note
that deleting a workspace removes all associated data and reports. Make sure you have exported your evidence
if needed. First, relaunch Recon-ng. The following commands display the current workspaces; delete the OSINT
workspace; and create a new workspace titled location.

workspaces list
workspaces remove OSINT
workspaces create location

This chapter explains only a small portion of the capabilities of Recon-ng. Please consider revisiting the modules
listed at the beginning and experiment with the execution of each. Overall, it would be very difficult to break
the application, and any errors received are harmless. You will receive best results by requesting API keys from
the services which require them. The "Info" screen of each Recon-ng module displays any requirements within
the "Required Keys" field. Many API keys ate free and open new possibilities. Overall, an entire book could be
written about this application alone. The goal of this section was simply to familiarize you with the program and
demonstrate the power of automated queries.

If you would like more information about Recon-ng, please visit the official Github page at
https://github.com/lanmaster53/recon-ng. From thete, you can join a dedicated group in order to participate
in discussions about errors, features, and overall usage. While Recon-ng has not been updated in some time, and
many believe the project has been abandoned, the tools still perform well for specific tasks.

Frameworks: Mr. Holmes (https://github.com/Lucksi/Mt.Holmes)
I started using this program in late 2023 and have found great value in it. Install with the following.

cd ~/Downloads/Programs

git clone https://github.com/Lucksi/Mr.Holmes
cd Mr.Holmes

sudo apt update

sudo chmod +x install.sh

sudo bash install.sh

Execute "1" when prompted to begin and "2" when prompted for auto-installation. This will configure
everything for you. When finished, you can execute the software with the following.

cd ~/Downloads/Programs/Mr.Holmes && python3 MrHolmes.py

Upon the first execution, you will need to enter "Y" to accept the terms of the software, but should not be
reminded after that. You will see a menu similar to the following,.

(1) SOCIAL-ACCOUNT-OSINT
(2) PHONE-NUMBER-OSINT
(3) DOMAIN/IP-OSINT
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CONFIGURATION
DATABASE (GUI)

UPDATE

PORT-SCANNER

E-MATL
DORKS-GENERATOR

) PEOPLE-OSINT

) ENCODING/DECODING

) PDF-GRAPH CONVERTER
) FILE-TRANSFER

) SESSION-OPTIONS

)

4
5
6
7
8
9
1
1
1
1
1
15)EXIT

(4)
(3)
(6)
(7)
(8)
(9)
(10
(11
(12
(13
(14
(15

I chose the first option which prompted for a username. After confirming that I did not want to use a proxy, 1
could choose to check this username or "scrape" it. The latter takes more time but may identify services skipped
with the other option. While testing this, I learned that someone is using my username on Chess.com, as follows.

[+]TRYING ON: Chess.com

[V]USERNAME inteltechniques FOUND

[VILINK: https://www.chess.com/member/inteltechniques
[I]TAGS: [Chess,Chess.com]

Next, I tested the phone number option, and was impressed. You must enter the full number including country
code, but not the "+" before it. The program then queties public sites and offers to reformat the number in
various ways to see if it is present within major search engines. It then exports a report into the
~/Downloads/Programs/Mr.Holmes folder. The following is only a partial result.

SCANNING EXECUTED ON: Date: 09/02/2024 10:13:04
INTERNATIONAL NUMBER: +1 618-462-8000

LOCAL NUMBER: 6184628000

COUNTRY PREFIX: +1

COUNTRY CODE: US

COUNTRY: United States

AREA/ZONE Alton, IL

CARRIER/ISP: AT&T

TIMEZONE: America/Chicago

NAME: Public Library

LOCATION: "Latitude": "30.8124247", "Longitude": "34.8594762"

The program then generated hundreds of search engine "Dorks" which may reveal more details, such as the
following, which could be expected within a browser.

GOOGLE-DORKS:
https://www.google.com/search?g=inurl:%226182166453%22

https://www.google.com/search?g=intext: (%$226182166453%22)

https://www.google.com/search?g=intext: ($226182166453%22) filetype:txt
https://www.google.com/search?g=intext: ($226182166453%22) filetype:csv
https://www.google.com/search?g=intext: (%$226182166453%22) filetype:pdf
https://www.google.com/search?g=intext: ($226182166453%22) filetype:doc
https://www.google.com/search?g=intext: ($226182166453%22) filetype:docx

YANDEX-DORKS:
https://yandex.com/search/?text=6182166453
https://yandex.com/search/?text=(6182166453)mime: txt
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https://yandex.com/search/?text=(6182166453)mime:pdf
https://yandex.com/search/?text=(6182166453)mime:csv
https://yandex.com/search/?text=(6182166453)mime:doc
https://yandex.com/search/?text=(6182166453)mime: log
https://yandex.com/search/?text=(6182166453)mime:docx

The actual list would have filled five pages. The email option was also beneficial. Overall, this program automates
a lot of the manual steps which I explain in OSINT Techniques, 10th Edition. 1 encourage you to explore all of
the options and become familiar with the layout. The automated scripts presented within the next chapter will
launch the program and open any reports when complete. If you want to maually access a report, navigate to
~/Downloads/Programs/Mr.Holmes/GUI/Reports. Also, never "click" on "OK" when the function is
complete, only press the Enter or Return key on the keyboard. For some reason, clicking "OK" kills the
application.

Frameworks: sn0int (https://github.com/kpcyrd/sn0int)

This is another framework which I started using in late 2023. At the time of this writing, it did not function
within ARM-based processors such as Apple's M-series, but that may be fixed by now. We can install with the
following, which should be copied and pasted all at once.

cd ~/Downloads/Programs

sudo apt install curl sg

curl -sSf https://apt.vulns.sexy/kpcyrd.pgp | sq dearmor | sudo tee
/etc/apt/trusted.gpg.d/apt-vulns-sexy.gpg

echo deb http://apt.vulns.sexy stable main | sudo tee
/etc/apt/sources.list.d/apt-vulns-sexy.list

sudo apt update && sudo apt install snOint

This program is very similar to Recon-ng. We can launch it with the following.

snO0int

You should be prompted to install the basic packages with the following command.

prkg quickstart

You are now ready to experiment with snOint. Start by executing the following command.

help

This will display the main modules, which should appear similar to Recon-ng.

add Add new entities to the database

autonoscope Manage rules to remove entities from scope
autoscope Manage rules to automatically add entities to scope
delete Delete entities from the database

keyring Manage saved credentials

rkg Manage installed modules

noscope Exclude entities from scope

run Run the currently selected module

scope Include entities in the scope again

select Select entities from the database

stats Show statistics about your current workspace
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target Preview targeted entities or narrow them down
use Select a module
workspace Switch to a different workspace

Let's create our case workspace with the following

workspace 2024-001
We can now add data. Let's start with adding a domain to the investigation.

add domain

You should be prompted to provide a domain, similar to the following.

inteltechniques.com
We have now added a piece of evidence to our case. The following lists all packages.

pkg list
The result should be similar to the following partial options.

kpcyrd/ctlogs 0.7.0: Query certificate transparency logs to discover subdomains
kpcyrd/dns-mx-domains 0.1.1: Discover mail server from MX records for domain
kpcyrd/dns-mx-emails 0.1.0: Discover mail server from MX records for emails
kpcyrd/dns-ns 0.1.0: Add a domains NS records to scope

kpcyrd/dns-ptr 0.2.0: Run reverse dns lookups

kpcyrd/exif 0.1.1: Extract exif data from images

kpcyrd/geoip 0.1.0: Run a geoip lookup for an ip address

kpcyrd/irc-monitor 0.3.0: Monitor an irc network for users

kpcyrd/keybase 0.2.0: Collect accounts and emails from keybase accounts
kpcyrd/keybase-domains 0.1.0: Find keybase proofs for domains
kpcyrd/keybase-profiles 0.1.0: Find keybase proofs for online accounts

Let's load the ctlogs option with the following.
use ctlogs

We can now execute the query as follows.
run

The result should be similar to the following.

"inteltechniques.com": Adding subdomain "www.inteltechniques.com"
"inteltechniques.com": Adding subdomain "blog.inteltechniques.com"

We have now added new evidence to our case which can be used for future queries. The overall function of the
sn0int modules works very similar to Recon-ng. This has only been one basic query. If you believe this
framework can be valuable to your investigations, and I believe it can, please visit https://sn0Oint.readthedocs.io
and become familiar with all of the commands.

130 Chapter 10 Order 0155851055



Frameworks: Internet Archive (https://archive.org/developers/internetarchive)

This utility may not technically be a "framework", but I felt it fit best within this category. This tool allows you
to explore and download large data sets with minimal effort. An example should help explain the benefits. Install
with the following,

pipx install internetarchive

Now consider the content located at https://archive.org/details/hackercons. This is a "collection" of hacker
conference videos which consists of almost 15,000 items. One of these is another "collection" located at
https://atchive.org/details /notacon_2006. I am quoting collection because that is how the Internet Archive
identifies a set of data available within a group. The Notacon collection contains the 39 videos from that
conference in 2006. We could manually download them from the website, but that is tedious. If there were 1,000
videos, it would take way too long. Instead, we will acquire the content with our new Internet Archive utility.

We could execute ia download notacon_ 2006, which would download every file within the collection,
but that would download multiple versions of each video and all of the metadata associated with each entry.
Since each video possesses a MP4 version, we should use the following,

ia download --search 'collection:notacon 2006' --glob="*.mp4"

This launched the utility (ia); specifies we want to download data (download); instructs the program to query
data (-—-search); specifies the collection we want (‘collection:notacon_2006"); and skips any file which is not an
MP4 (--glob="*.mp4"). The following image displays a Terminal progress (top) and Files location (bottom).

$ i1a download --search 'collection:notacon_2006' --glob="

* . mp4"

notacon-2006-amishone-photography (1/39):

downloading notacon-2006-amishone-photography.mp4: 100%|[j] 309M/309M [01:01<00:
notacon-2006-b9punk-goworkshop (2/39):

downloading notacon-2006-b9punk-goworkshop.mp4: 58%|]| 175M/301M [00:24<00:17,

Files = ( ) st Home Downloads : Q 8 v _ o X
% Starred
st Home . notacon-2006-b9punk-goworkshop
@) Documents
. notacon-2006-amishone-photography
{ Downloads

Applications: Screen Capture

I previously mentioned multiple unique methods of capturing website evidence within your browser. However,
you may need a more robust solution for capturing your entire screen. This can be approached from two specific
avenues. First, you could record either a still or video capture of your entire computer from your host. In other
words, you could use the default capturing software within your Windows or Mac machine to record video or
save a screenshot of your Linux VM. I do not recommend this. Recording from your host displays evidence of
your other operating system. While it would likely never be an issue, it exposes you unnecessarily. Consider the
following.

You are a detective investigating a homicide. You find evidence online implicating your suspect. You are on a
Windows computer, but all of your investigation was conducted within a Linux VM. You launch recording
software on the Windows computer and record a video of your work. This video was submitted to the defense.
For a brief moment, the video captured a file on your Windows desktop titled Accounts.xlsx. It is a spreadsheet
containing all of your covert online accounts, has no connection to the investigation, and was not intended to
be exposed. The defense makes a motion to analyze this file, as they believe it could be associated with the
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investigation. The judge approves, and you must share all of your covert accounts with the other side. Does this
sound far-fetched? It happened to a colleague of mine in 2014.

I have become more paranoid of digital mistakes than necessary, but I believe we should never take chances.
Therefore, I recommend that all of your screen captures be executed within your VM. Fortunately, Linux has
many options. First, let's consider the default Debian screenshot utilities. The following keyboatd keys and key
combinations create high-resolution exact screenshots of your VM.

*  PrtSc: Save a screenshot of the entire screen to the "Pictures” directory.
*  Shift + PrtSc: Select and save a screenshot of a specific region.
* Alt + PrtSc: Save a screenshot of the active window to the "Pictures” directory.

The PrtSc key on your keyboard should also launch the print screen dialogue menu. If you do not have a
keyboard capable of this, you can also search "screen" in the Activities menu to open the "Take a Screenshot"
utility. Within it, you can switch between a still capture and video recording, then select the desired area.
Whenever I need to record a video of all actions taken within an investigation, this is the utility I rely on. It is
native to the operating system and always works. If it does not work best for you, consider the next application
called Kazam.

Applications: Kazam (https://github.com/hentywoo/kazam)

This is a minimal tool for screen recording. It also includes screenshot support, but I find the native Debian
option easier and faster. Kazam is most suitable for getting the task done quickly without providing many
options. The following steps will install and execute a Kazam capture.

* In Terminal, execute the following:
sudo apt update && sudo apt install kazam -y

* Launch Kazam from the Applications menu (make a shortcut if desired).

*  Click "Capture" within the application.

*  After the countdown, your entire screen is being captured.

*  When finished, click the icon in the upper right and choose "Finish Recording".
e Choose "Save for later"; click "Continue"; choose a location; and click "Save".

You now possess a high-resolution video of your entire session. This can be very beneficial in many scenarios.
I have used this to document a specific portion of my investigation when a simple still capture would not suffice.
It could also be used to explain a search technique through video, which can be easily replicated by the person
receiving a copy. I appreciate the simplicity of this application, and the lack of any branding or logos within the
videos. I have found it to be buggy within ARM-based versions of Debian, but others work well.

Applications: BleachBit (https://www.bleachbit.org/)
I explained BleachBit in previous chapters. Type the following into Terminal to install the application.
sudo apt update && sudo apt install bleachbit -y

Clicking the nine dots in the lower left will present two BleachBit applications. The second icon executes the
software with administrative privileges and is the option I choose. Upon first launch, click "Close" to accept
default configuration. Select every option except the "Free disk space” feature. Click "Preview" to see a report
of recommended cleaning. Click "Clean" to execute the process. I run this program within my primary OSINT
VM after every major update to keep it clean and minimal. I ran it at this point of the guide after testing several
applications and received the following result, removing 1.5 GB of unnecessary data.
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Applications: Google Earth Pro (google.com/earth)

Google Earth Pro is a standalone application that takes the Google Maps data to another level. With this
application, we have access to many mapping tools. These tools can import data from spreadsheets and help
you visualize the content. In order to maintain the scope of open source intelligence, I will focus on only a few
specific tools. First, we need to enter the following commands within Terminal to install the software. Note that
Google Earth Pro does not currently support ARM-based systems.

wget http://dl.google.com/dl/earth/client/current/google-earth-
stable current amd64.deb

sudo apt install -y ./google-earth-stable current amd64.deb
sudo rm google-earth-stable current amdé64.deb

Within the application, the first step is to display your location of interest. This can be accomplished by typing
the address or GPS coordinates in the upper left search field. When you see your target location and have set
the zoom to an appropriate level, you are ready to start adding layers. By default, you will only see the satellite
imagery of the location. The menu on the left possesses options for adding new content to this view. The last
box in this menu is titled "Layers". Inside this menu are several data sets that can be enabled and disabled by
the checkbox next to each. I recommend disabling all layers and then enabling one at a time to analyze the data
that is added to your map view. The following details will explain the layers of interest.

*  Photos - Digital images uploaded through social networking sites
*  Roads - Text layer of road names

* 3D Building - Alternative 3D view of some locations

*  Gallery - User submitted content including YouTube videos

Another Google Earth feature available that is often overlooked is the Historical Imagery option. This can be
activated by selecting the "clock" icon in the upper menu bar of the application. This will open a slider menu
directly below the icon. This slider can be moved and the result will be various satellite images of the target
location taken at different times.

Usually, the quality of the images will decline as you navigate further back in time. This can be useful in
identifying changes in the target location such as building modifications, additional vehicles, and land changes.
Drug enforcement agents often use this tool to monitor suspected drug growth at a target location. While the
Google Earth program is not updated often, the imagery content within is pulled directly from the Google
archives. It is vital within our arsenal of tools and I find it more pleasant to navigate than the official Google
Maps website. This resource has assisted many of my investigations over the past decade by providing historic
satellite imagery which was unavailable from any other online source. Note that Google Earth Pro will not
currently install within Apple ARM-based virtual machines or hosts. Hopefully, Google will create an ARM
version in the near future.

Updates

Once you have your new VM created, be sure to apply all updates with the following commands. After all
updates are applied, you should reboot the VM.

sudo apt update && sudo apt upgrade -y
Miscellaneous Repairs

We have installed a lot of software and should clean up a bit. The following attempts to fix any issues we cause
within all of our installations.
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sudo apt update --fix-missing
sudo apt --fix-broken install
sudo apt autoremove -y

Troubleshooting

I do not expect everything presented here to work flawlessly for every reader. I wish it were that simple. You
may encounter issues. My best advice is to restart the process with which you are having the trouble, and follow
all instructions exactly as written. Even then, you may experience frustration. The following are some tips which
have helped members of my online video training,

¢ When typing in Terminal, you can hit the tab key and it will suggest all the possible options that start
with the string you have typed so far. It will also autocomplete your command if only one option exists.
For example, if you are trying to navigate to your Downloads/Programs foldert, you can just type "cd
~/Dow" [tab], then "Pro" [tab] to complete the command. Typing cd ~/D [tab][tab] would list all
folders starting with D.

*  Use the "up" arrow key to navigate through previous commands.

»  "Cul" + "C" kills any running process, and typing "Is" displays the directory contents.

*  You can copy and paste to/from Terminal, but only with right-click (not "Cttl" + "V").

*  Keyboard arrows will move you through a Terminal command, but mouse clicks do not.

*  You can modify the size of your Dock icons in "Settings" > "Dock".

Hidden Files

By default, Debian hides system files which should not normally be manipulated. You may need to see these
within the Files application. The following steps allow you to see all files on the system, and the change is
persistent between reboots.

*  Open the "Files" program in either your Dock or Applications menu.
*  Click on the three horizontal lines in the upper right area.

*  Select "Show Hidden Files".

*  Close the "Files" program.

Large File Transfer

We have configured our VM to possess a shared folder. This is an avenue to transfer files from within the VM
to the host and vice versa. This can be used to copy evidence from within the VM to your host for preservation
to external media. I have experienced limitations with this method. If I have hundreds of large videos, I often
receive errors when I try to copy all of them to my host through the shared folder. This is much more prominent
in VirtualBox versus UTM. The best solution I have found is to transfer evidence directly to a USB drive within
the VM. If desired, you could choose this method and eliminate any shared folder on the VM.

When you insert a USB drive into your host computer, it is immediately read by your primary operating system.
Your running VM does not see the device. Within the VirtualBox menu, you can choose "Devices", then "USB",
and try to click on the USB drive, if found. The issue you may face is that your host has the drive locked and
will not allow the VM to take over. You can usually resolve this by ejecting the USB drive within your host. On
both Windows and Mac, you should see an eject icon next to the drive or by right-clicking the device. After
ejecting, attempt to load the USB device again through the VirtualBox menu. This may present another issue. If
your USB device is formatted specifically for Mac or Windows, it may not be readable by Linux. I suggest
specifying a USB device solely for use within this VM and formatting it in a way so that it can be read universally
by any operating system.
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* Insert the USB device into your computer while the VM is running.

¢ Eject the device from your host OS if necessary.

e In the VirtualBox VM window, click on "Devices", "USB", and the device name.

* In Debian, launch the Activities menu.

*  Type "Disks" into the search field.

*  Click on the USB drive listed in the left column.

*  Click on any boxes within the "Volumes" section.

*  Click the minus (-) icon and "Delete" when prompted.

*  Repeat until there are no volumes present.

*  Click the "+" icon, click "Next", provide a name, choose "Fat", and click "Create".

This will create a USB drive on which files can be read and written within any file system. You cannot possess
files larger than 4 GB in size, but I have never had an issue with that during investigations. When you insert the
USB device into your computer, you can choose to allow your primary OS see it, or load it into your VM. I have
found this method to be much more reliable than transferring large files through the shared folder. You should
practice both techniques and pursue the most appropriate option for your investigations.

Summary

You should now have an understanding of the many benefits of a Linux OSINT VM. We have installed and
configured numerous Linux applications which are ready for use. The chances of every application mentioned
here installing without any issue is slim. Programs break, updates cause issues, and the countless variables on
your system can be problematic. When something fails, keep moving on to the other options. Next, let's
automate much of the work within these Terminal-based programs with custom bash scripts. I promise we are
close to locking our settings in for all future investigations.
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CHAPTER ELEVEN

OSINT VM SCRIPTS

I believe this chapter presents the most valuable portion of this entire guide. Until now, we have executed all
terminal commands manually. We had to know all of the proper commands, switches, inputs, outputs, and
queries. In this chapter, we will automate all of this and only need to supply the target online data we are seeking
after clicking an icon. This is not a new revelation. In Buscador, David and 1 provided all applications pre-
configured for use since 2018. Buscador included desktop shortcuts with icons to launch programs and scripts
to help execute specific queries. As previously stated, we should not rely on third parties to create and maintain
these VM configurations (even my own public resources). The goal here is to teach you how to replicate that
work and easily generate your own custom VM with pre-built scripts, and possess the ability to modify them as
needed. If conducting the following tutorials to your original VM, you will only need to take these steps once.
Each clone you create will maintain all your hard work, as explained later.

Some of this chapter may seem complicated at first. I promise everything becomes easier as you practice. This
will be a crash course in Linux bash scripts, but the lessons learned now will pay off in future usage. Chapter 14
automates this entire process which creates a 100% functioning OSINT VM within a few minutes. For now,
let's download my custom bash sctipts into your new VM so we can open, view, and modify them, with the
following Terminal commands, which can be copied and executed all at once.

mkdir ~/Documents/scripts

cd ~/Documents/scripts

curl -0 https://uvm:317@inteltechniques.com/osintvm/api.sh

curl -0 https://uvm:317@inteltechniques.com/osintvm/domain.sh
curl -0 https://uvm:317@inteltechniques.com/osintvm/framework.sh
curl -0 https://uvm:317@inteltechniques.com/osintvm/image.sh
curl -O https://uvm:317@inteltechniques.com/osintvm/metadata.sh
curl -0 https://uvm:317@inteltechniques.com/osintvm/update.sh
curl -0 https://uvm:317@inteltechniques.com/osintvm/user.sh

curl -0 https://uvm:317@inteltechniques.com/osintvm/video.sh

Important: If you downloaded the files but they all consist only of "401 Unauthorized" within them, then you
are probably trying to download outdated files. Always make sure you are operating from the latest revision of
this guide, which can be identified on the third page of this PDF and confirmed online at
https://inteltechniques.com/book1b.html. Any time we heavily modify or update these files, we will purge old
versions in order to prevent accidental download of outdated content. As long as you are executing the previous
commands from the latest version of this guide, you will always receive the most recent updates.

Your VM now possesses the bash scripts, but they cannot be executed yet. Execute the following to make
each script able to run as a program.

cd ~/Documents/scripts
chmod +x api.sh

chmod +x domain.sh
chmod +x framework.sh
chmod +x image.sh
chmod +x metadata.sh
chmod +x update.sh
chmod +x user.sh

chmod +x wvideo.sh
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You can now execute a script as follows within Terminal (we will create shortcuts for these soon).
cd ~/Documents/scripts && ./video.sh

Let's take another look at the options in the video script which was presented in the previous chapter, as seen
below. Next, let's take a look at some actual text within the video.sh script. This will provide a good opportunity
to explain each element of the file and the impact on functions. After that, I will only demonstrate the functions
of the other scripts without explaining the code within them, but you can open any script to see the text. You
can now open the video.sh script within your text editor or simply follow along in the next few pages. We will
begin with the header of the file.

Video Tool

Select items from the list below

Play Video

Convert Video

Extract Frames-All

Extract Frames-Seconds
Extract Audio

Rotate Video

Merge Videos

Remove Redundant Frames
YT-DLP Best Quality
YT-DLP 1080

YT-DLP 720

YT-DLP 480

YT-DLP Comments, Subs, & Info
YT-DLP Audio-Pure

YT-DLP Audio-MP3

YT-DLP MP4 Conversion

Streamlink Stream

Cancel OK

The following identifies itself as a bash script. This allows us to execute the file within Terminal.
#!/usr/bin/env bash

The following are headers which will not be executed because they have "##" before each line. This tells
Terminal to ignore the text, but it can still be seen within a text editor. This serves as a way to present information
about the file which has no function.

## Updated: December 1, 2024, specifically tweaked for Debian

## Please report any issues to errors@inteltechniques.com

## Copyright 2024 Michael Bazzell

## These instructions are provided 'as is' without warranty of any kind
## License information:
https://inteltechniques.com/data/osintvm/license.txt
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The following builds the menu which is presented upon launch. The two occurrences of "menu" provides an
identifier for the menu itself and then later designates that the menu functions begin. Zenity is the software we
will use to build the menu and present a graphical option; "--list" identifies the type of menu; '
specifies only one column to display; each entry is presented in quotes; and the "--height" and "width" settings
make sure the items are visible in the menu.

'--column"

menu=$ (zenity --list --title "Video Tool" --column "" "Play Video"
"Convert Video" "Extract Frames-All" "Extract Frames-Seconds" "Extract
Audio" "Rotate Video" "Merge Videos" "Remove Redundant Frames" "YT-DLP
Best Quality" "YT-DLP 1080" "YT-DLP 720" "YT-DLP Comments, Subs, &
Info" "YT-DLP Audio-Pure" "YT-DLP Audio-MP3" "YT-DLP MP4 Conversion"
"Streamlink Stream" --height="800" --width="300")

case S$menu in

The following is our first menu function and the script to play a video. The first line must match the same title
which was in the first menu. The presence of "file=$" is used to prompt the user for input. In this example, it
launches Zenity; prompts the user to select a file from a file manager; and then stores that file location for a
future function. The third line tells Terminal to execute "ffplay" and then supply the file which was previously
selected. The script then presents a dialogue to press enter to return to the menu and then executes the script
again for another function.

"Play Video")

file=$(zenity --file-selection --title "Video Tool")
ffplay "$file"

echo

echo "Press Enter to return to menu"

read data

exec /home/osint/Documents/scripts/video.sh

The following is similar to the previous example, but has added a new feature. The second line prompts the user
to select a file as it did in the previous example, which stores the entire path of the file, such as
"/Home/osint/Documents/file.mp4". I now want to only capture the file name itself without the path, so I
added the "file2" option. That tells Terminal to remember only the file name at the end of the captured file path.
The script then makes sure that a folder called Videos exists within the Documents folder; launches FFmpeg to
open the path of the file originally selected; save the converted file as the selected file name (not path) with an
MP4 extension; opens the Videos folder on the Desktop; and continues the same end process as the previous
example.

"Convert Video")

file=$(zenity --file-selection --title "Video Tool")
file2=$ (basename "S$file")

mkdir ~/Documents/Videos/

ffmpeg -i "$file" ~/Documents/Videos/"$file2" .mp4
open ~/Documents/Videos/

echo "Press Enter to return to menu"

read data

exec /home/osint/Documents/scripts/video.sh
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The following function is quite different than the previous two examples. In those, we selected a local file from
our system. With this function, we want to provide a URL. It confirms our directory exists and then prompts
the user to supply a URL within a Zenity dialogue. It then launches YT-DLP and specifies the output format
and location. The downloaded file will be named similar to "BEST-Bob Ross.webm" and will be saved in the
Videos folder.

"YT-DLP Best Quality")

mkdir ~/Documents/Videos/

url=$(zenity --entry --title "Video Tool" --text "Enter Target URL")
yt-dlp -o ~/Documents/Videos/BEST-"% (title)s.% (ext)s" "Surl" --
restrict-filenames

open ~/Documents/Videos/

echo

echo "Press Enter to return to menu"

read data

exec /home/osint/Documents/scripts/video.sh

The following is very similar to the previous option, but only downloads the data associated with a video, and
not the video itself. For this utility, the script navigates directly to the Videos folder (cd) so that all data is
preserved there.

"YT-DLP Comments, Subs, & Info")
mkdir ~/Documents/Videos/
cd ~/Documents/Videos/

url=S$(zenity --entry --title "Video Tool" --text "Enter Target URL")
yt-dlp "Surl" --write-comments --write-subs --sub-langs all --write-
description --skip-download

open ~/Documents/Videos/

echo

echo "Press Enter to return to menu"
read data
exec /home/osint/Documents/scripts/video.sh

The following makes use of a timestamp. This ensures that the file which is generated possesses a unique name
which includes the current date and time. This prevents accidental overwriting of data in the event you capture
the same live stream twice. The second line tells Terminal to capture the current date and time and store it within
memory. The sixth line launches Streamlink; captures the URL previously entered; saves the best quality; and
saves the file as the current date and time, similar to "2024-01-01-12-04", in the Videos folder. This file can be
renamed later if desired.

"Streamlink Stream")

timestamp=$ (date +%Y-%m-%d_%H 3%M)

mkdir ~/Documents/Videos/

cd ~/Documents/Videos/

url=S$(zenity --entry --title "Video Tool" --text "Enter Target URL")
streamlink "Surl" best -r $timestamp

open ~/Documents/Videos/

echo

echo "Press Enter to return to menu"




read data
exec /home/osint/Documents/scripts/video.sh

The following is "case" backwards and ends the script.
esac
You can now launch these scripts from within Terminal, but that is a pain. Instead, we will download shortcuts

to each script; apply an icon to each shortcut; and move the files to their proper location. Download each file
with the following commands.

cd ~/Documents/scripts

curl -0 https://uvm:317@inteltechniques.com/osintvm/api.desktop

curl -0 https://uvm:317@inteltechniques.com/osintvm/domain.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/framework.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/image.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/metadata.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/search.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/update.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/user.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/video.desktop
curl -0 https://uvm:317@inteltechniques.com/osintvm/api.png

curl -0 https://uvm:317@inteltechniques.com/osintvm/domain.png

curl -0 https://uvm:317@inteltechniques.com/osintvm/framework.png
curl -0 https://uvm:317@inteltechniques.com/osintvm/image.png

curl -0 https://uvm:317@inteltechniques.com/osintvm/metadata.png
curl -0 https://uvm:317@inteltechniques.com/osintvm/search.png

curl -0 https://uvm:317@inteltechniques.com/osintvm/update.png

curl -0 https://uvm:317@inteltechniques.com/osintvm/user.png

curl -0 https://uvm:317@inteltechniques.com/osintvm/video.png

We must now move the .desktop shortcuts into a location where the operating system can see them to present
them within our applications menu.

cd ~/Documents/scripts
sudo mv *.desktop /usr/share/applications/

Let's take a look at one of these files, specifically video.desktop. The following identifies the name of the shortcut
(Video Tool); the location of the script (.sh); and the location of the icon (.png).

[Desktop Entry]
Type=Application
Name=Video Tool
Categories=Application;OSINT
Exec=/home/osint/Documents/scripts/video.sh
Icon=/home/osint/Documents/scripts/video.png
Terminal=true

You should now be able to see these script shortcuts within your applications menu. Sometimes, a reboot is
required. You can now launch any of these shortcuts to immediately see the script menu dialogue. However, 1
prefer to place them within my Dock for easy access. The following Terminal commands remove all current
icons within the Dock; add our most vital OSINT tools to the Dock; and resize the icons to fit the desktop
better. You could tweak the size (32) to match your own preference, and omit any applications desired.
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gsettings set org.gnome.shell favorite-apps []

gsettings set org.gnome.shell favorite-apps "['firefox-esr.desktop',
'org.torproject.torbrowser-launcher.desktop',
'org.gnome.Nautilus.desktop', 'org.gnome.Terminal.desktop',
'update.desktop', 'search.desktop', 'video.desktop', 'user.desktop',
'image.desktop', 'domain.desktop', 'metadata.desktop',
'framework.desktop', 'api.desktop', 'google-earth-pro.desktop',
'kazam.desktop', 'org.gnome.Settings.desktop']"

gsettings set org.gnome.shell.extensions.dash-to-dock dash-max-icon-
size 32

You can now launch these scripts from your Dock, which should appear similar to the image below, but vertical
on the left instead of horizontal at the bottom. Take some time to play with them and understand their functions.
Overall, they should replicate every example I have presented within the previous chapter, often in the same
order previously displayed. Whenever these files are updated, you will receive a notification to the email address
used for the purchase of this guide. You would then execute the previous steps to update the files on your VM.

WELOROG® O

While you can view any of these scripts at any time within a text editor, I will not waste pages here displaying all
of the code (which will change over time anyway). Instead, I will focus on each script and the functions of each
option. I will start with the Update Tool and work through the rest in order of appearance in the Dock. The
API Tool will be explained in the next chapter.

Update Tool

This may be the most vital custom script within the dock. There is an official Debian software updates
application within the Activities menu, but I never use it. It only updates system software, and would never
apply pending updates to most of our programs. Instead, we can apply all system and application updates with
one script, which you previously downloaded. Launch the "Updates" shortcut from your Dock or the Activities
menu and let it go to work. It will likely require your password and can take some time to finish. If you prefer
to manually update everything, copy and paste the code into Terminal. This can be beneficial when you want to
catch any errors which may be hidden from the script. The following displays the text within the script.

#!/usr/bin/env bash

sudo apt update

sudo apt upgrade -y

sudo apt update --fix-missing

sudo apt --fix-broken install

sudo apt autoremove -y

pipx upgrade-all

flatpak update

cd ~/Downloads/Programs/sherlock

git pull https://github.com/sherlock-project/sherlock.git
source SherlockEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/blackbird

git pull https://github.com/plngulln0O/blackbird
source blackbirdEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
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deactivate

cd ~/Downloads/Programs/WhatsMyName-Python

git pull https://github.com/C3n7ral051lnt4g3ncy/WhatsMyName-Python.git
source wmnpythonEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/eyes

git pull https://github.com/NOrz3/Eyes.git

cd Eyes

source eyesEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads

wget -N
https://github.com/ripmeapp/ripme/releases/latest/download/ripme.jar
chmod +x ripme.jar

cd ~/Downloads/Programs/Osintgram

git pull https://github.com/Datalux/Osintgram.git
source OsintgramEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/EyeWitness

git pull https://github.com/ChrisTruncer/EyeWitness.git
cd Python/setup

sudo ./setup.sh

cd ~/Downloads

ver=$ (dpkg —--print-architecture)

wget https://github.com/owasp-
amass/amass/releases/latest/download/amass_Linux "S$ver".zip
mkdir ~/Downloads/Programs/Amass

unzip amass Linux "$ver".zip -d ~/Downloads/Programs/Amass/
cd Programs/Amass/amass Linux "Sver"/

mv * ~/Downloads/Programs/Amass

rm -r ~/Downloads/Programs/Amass/amass_ Linux "Sver"/

rm '/home/osint/Downloads/amass_Linux armé64.zip'

cd ~/Downloads/Programs/Photon

git pull https://github.com/s0md3v/Photon.git

source PhotonEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/Sublist3r

git pull https://github.com/aboul3la/Sublist3r.git
source Sublist3rEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/theHarvester

git pull https://github.com/laramies/theHarvester.git
source theHarvesterEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
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deactivate

cd ~/Downloads/Programs/Carbonl4

git pull https://github.com/Lazza/Carbonl4

source Carbonl4Environment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/metagoofil

git pull https://github.com/opsdisk/metagoofil.git
source metagoofilEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/sherloq

git pull https://github.com/GuidoBartoli/sherloqg.git
cd gui

source sherlogEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/spiderfoot

git pull https://github.com/smicallef/spiderfoot.git
source spiderfootEnvironment/bin/activate

sudo pip install -r requirements.txt 2>/dev/null
deactivate

cd ~/Downloads/Programs/recon-ng

git pull https://github.com/lanmaster53/recon-ng.git
source recon-ngkEnvironment/bin/activate

sudo pip install -r REQUIREMENTS 2>/dev/null
deactivate

cd ~/Downloads/Programs/Mr.Holmes

git pull https://github.com/Lucksi/Mr.Holmes

wget http://dl.google.com/dl/earth/client/current/google-earth-
stable current amd64.deb

sudo apt install -y ./google-earth-stable current amd64.deb
sudo rm google-earth-stable current amdé4.deb

echo

read -rsp $'Press enter to continue. \n'
echo

Search Tool

This shortcut simply launches Firefox and navigates directly to the IntelTechniques online search tools. These
are updated often and ready to simplify many of your online queries. More information about these search

options is available later within this book. The following image displays the result upon launch.
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Video Tool:
Play Video: This selection prompts you to select a file on your device and plays it.
Convert Video: This converts a file to MP4 and opens the storage location of the file.

Extract Frames-All: This selection extracts every frame of a video as a PNG file and then displays the storage
location of the new files.

Extract Frames-Seconds: This selection extracts one frame every second of a video as a PNG file and then
displays the storage location of the new files.

Extract Audio: This selection extracts the audio file of a video; converts it to MP3; and then displays the storage
location of the new file.

Rotate Video: This selection rotates a video counter-clockwise 90 degrees and then displays the storage location
of the new file.

Merge Videos: This selection prompts you for two videos; merges them together; and then displays the storage
location of the new file.

Remove Redundant Frames: This selection attempts to remove any frames identical to each previous frame and
then displays the storage location of the new file.

YT-DLP Best Quality: This selection downloads the best quality video from a URL and then displays the storage
location of the new file.

YT-DLP 1080: This selection downloads the best quality video from a URL, up to 1080p, and then displays the
storage location of the new file.
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YT-DLP 720: This selection downloads the best quality video from a URL, up to 720p and then displays the
storage location of the new file.

YT-DLP 480: This selection downloads the best quality video from a URL, up to 480p and then displays the
storage location of the new file.

YT-DLP Comments, Subs, & Info: Downloads comments, subtitles, and info.

YT-DLP Audio-Pure: This selection extracts the raw audio of a video from a URL480p and then displays the
storage location of the new file.

YT-DLP Audio-MP3: This selection extracts the audio of a video from a URL; converts to MP3; and then
displays the storage location of the new file.

YT-DLP MP4 Conversion: This selection downloads a video from a URL; converts it to MP4; and then displays
the storage location of the new file.

Streamlink Stream: This opens a live stream; records the content; and displays it.
User Tool

Username-Sherlock: This selection prompts you for a username; queries it through Sherlock; and then displays
the report.

Username-SocialScan: This selection prompts you for a username; queries it through SocialScan; and then
displays the report.

Username-Blackbird: This selection prompts you for a username; queries it through Blackbird; and then displays
the report.

Username-Maigret: This selection prompts you for a username; queries it through Maigret; and then displays
the report.

Username-WhatsMyName: This selection prompts you for a username; queries it through WhatsMyName; and
then displays the report.

Username-BDFR: This selection prompts you for a username; queries it through BDFR; and then displays the
report.

Username-H8Mail: This selection prompts you for a username; queries it through H8Mail; and then displays the
report.

Email-Holehe: This selection prompts you for an email address; queries it through Holehe; and then displays
the report.

Email-SocialScan: This selection prompts you for an email address; queries it through SocialScan; and then
displays the report.

Email-Eyes: This selection prompts you for an email address; queries it through Eyes; and then displays the
results.

Email-GHunt: This selection prompts you for an email address; queries it through GHunt; and then displays
the report.
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Email-H8Mail: This selection prompts you for an email address; queries it through H8Mail; and then displays
the report.

Hash-NameThatHash: This selection prompts you for a password hash; queries it through NameThatHash; and
then displays the result.

Hash-SearchThatHash: This selection prompts you for a password hash; queries it through SearchThatHash;
and then displays the result.

Image Tool
Gallery-DL: This selection prompts you for a URL; executes Gallery-DL; and displays the results.
RipMe: This selection launches the RipMe application.

Instaloader: This selection prompts you for an Instagram username; executes Instaloader against it; and displays
the results folder.

Toutatis: This selection prompts you for an Instagram username; executes Toutatis against it; and displays the
results file.

OsintGram: This selection is unique in our scripts. It prompts you for an Instagram username; then prompts
you to select the type of data of interest; executes OsintGram against it; and displays the results folder.

Domain Tool

EyeWitness Single URL: This selection prompts you for a URL; executes EyeWitness; and displays the results
storage folder.

EyeWitness Multiple URL: This selection prompts you for a list of URLs; executes EyeWitness on each; and
displays the results storage folder.

HTTrack-Terminal: This selection launches HT Track within Terminal.
HTTrack-Browser: This selection launches HT' Track within Firefox.
Waybackpy: This selection prompts you for a URL; executes Waybackpy; and displays the results file.

Waybackpack: This selection prompts you for a URL; executes Waybackpack; and displays the results storage
folder.

Amass: This selection prompts you for a URL; executes Amass; and displays the results file.
Photon: This selection prompts you for a URL; executes Photon; and displays the results storage folder.
Sublist3r: This selection prompts you for a URL; executes Sublist3r; and displays the results file.

TheHarvester: This selection prompts you for a URL; executes TheHarvester; and displays the results within
Firefox.

Carbon14: This selection prompts you for a URL; executes Carbon14; and displays the results file.
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ChangeDetection: This selection prompts you for a URL; executes the ChangeDetection server; launches
Firefox; and displays the frontend.

ArchiveBox: This selection prompts you for a URL; executes the ArchiveBox server; launches Firefox; and
displays the frontend.

Metadata Tool

Exiftool File: This option prompts you to select a file; executes Exiftool to generate the metadata associated
with the file; then displays a report of the result.

Exiftool Folder: This option prompts you to select a folder; executes Exiftool to generate the metadata
associated with all files within the folder; then displays a report of all results.

Metagoofil: This option prompts you for a domain; executes Metagoofil against the domain; acquires any
associated documents within the domain; and displays the folder containing the results. You could execute the

previous option to extract all metadata from the found files.

mat2: This option prompts you to select a file; removes all metadata within the file; and saves a clean copy
next to the original.

xeuledoc: This option prompts you for the entire URL of a Google document; executes xeuledoc against the
URL; and displays the results.

Launch Sherloq: This option launches Sherloq.

Launch Mediainfo: This option launches Mediainfo.

Framework Tool

Launch Spiderfoot: This option launches the Spiderfoot server and the frontend through Firefox.
Launch Recon-ng: This option launches Recon-ng via Terminal.

Configure Mr. Holmes: This option launches the Mr. Holmes installation script. This is needed if you use the
automated script presented later, or need to update the program.

Launch Mr. Holmes: This option launches Mr. Holmes via Terminal.
Launch snOint: This option launches sn0Oint via Terminal.

Internet Archive Collection: This option prompts you for a collection name within the Internet Archive;
downloads all content within that collection into a new folder; then displays the content of the folder.

Internet Archive Collection Filetype: This option prompts you for a collection name within the Internet Archive;
prompts you for a file extension; downloads all content within that collection matching the file extension into a
new folder; then displays the content of the folder.

Summary
You should now possess updated custom scripts which replicate much of the manual process presented

throughout this guide. While these make it easy to conduct research using Linux applications, you should always
understand all processes executing within the background.




CHAPTER TWELVE

OSINT VM APIs

An application programming interface (API) enables companies to offer their data and functionality to external
third-party developers and within their own products. This allows customers (you) to communicate directly with
a company's data without navigating to a web page, logging in, and clicking buttons. It also allows companies to
deliver fancy content without the user needing to understand how databases and other technology works. When
you are on Facebook and click a person's profile, Facebook is acquiring that data through a series of internal
APIs and servers. This is true for most online services which have a search function. Think of the API as the
protocol which delivers the text which gets turned into pretty pages in your browser. This is a very basic
explanation, but enough to get us to some demonstrations.

Everything within this chapter will require an API key, which is similar to a password issued only to you. You
will need to provide that key every time you request data from a service. At the end of this chapter, I will explain
a custom script which can be modified to include your own API keys. Afterward, you will only need to supply
the target data you are researching, and never enter the API key again. First, let's work through the process
manually. We will start with People Data Labs.

People Data Labs (peopledatalabs.com)

I am a bit hesitant to present this resource because it seems too good to be true. This "people data" collection
company offers 1,000 free queries of their premium data sets to anyone. We have seen other similar companies
offer the same type of deal, such as Full Contact and Pipl, only to convert to a paid model without any type of
trial. People Data Labs may be planning the same marketing strategy, but let's take advantage of the resource
while it is available. You must create a free trial account at the website under the option of "Get API Key". 1
recommend providing an email address associated with a personal domain for best results. You want to appear
as legitimate as possible. Your new account will provide a unique API key for your usage within the "Dashboard"
of the page. Mine appeared similar to the following.

5c0ck0987aa376bb7741al1022pl2222e3d45chs

Since this service does not provide a traditional search option, we must create URLs for our queries. This URL

: p : : pot . 9 :
can be entered into a web browser or script. We will keep things simple for now. The following URL submits a
quety for "sean@peopledatalabs.com" in any browser.

https://api.peopledatalabs.com/v5/person/enrich?pretty=truesapi key=5c0
ck097aa376bb7741a1022pl2222e3d45chs&email=seanlpeopledatalabs.com

The results are presented as text in JSON format. The following is a partial summary. The full result included
four pages of details. I found the following most beneficial.

"full name": "sean thorne",

"birth year": "1990",

"linkedin url": "linkedin.com/in/seanthorne",
"facebook url": "facebook.com/deseanthorne",
"twitter url": "twitter.com/seanthorne5",
"work email": "sean@peopledatalabs.com",
"mobile phone": "+14155688415",

"email address": "sthorne@uoregon.edu",
"email address": "sean@hallspot.com",
"education": "university of oregon",
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While this is an obviously staged demo, the results are impressive. I have been able to convert a personal email
address of a target into a full resume with social network profiles and cellular telephone number. We can also
use that same API key to query by a telephone number. The following queries a U.S. number of 222-555-1212
with my test API key.

https://api.peopledatalabs.com/v5/person/enrich?pretty=truesapi key=5c0
ck097aa376bb7741a1022p12222e3d45chs&phone=+12225551212

The results are once again impressive. As an example, 1 provided a private direct office number of a previous
government colleague. The full result would fill many pages, but I have provided a partial summary of the best
parts below. I replaced any sensitive details with "REDACTED".

"full name": "emily REDACTED", "female",
"linkedin url": "linkedin.com/in/REDACTED",
"linkedin username": "REDACTED",
"linkedin_id" : "REDACTED",

"facebook url": "REDACTED",

"personal emails": "REDACTED@charter.net"
"industry": "law enforcement",

"job title": "police officer",

"job last updated": "2022-08-29",

"location metro": "st. louis, missouri",
"location street address": "REDACTED drive",
"location postal code": "REDACTED",
"location geo": "REDACTED",
"location last updated": "2022-08-31",
"company": "illinois law enforcement board",
"school": "southern illinois university",

Within seconds, I identified the name, gender, LinkedIn profile, Facebook profile, personal email, profession,
location, home address, secondary employment, and education details associated with my target telephone
number. I even know when she last updated these details. I cannot overstate the value of this free trial. We can
also query by social network profile, such as a X (Twitter), Facebook, or LinkedIn username. The following
URL structure should be used with your own API key.

X (Twitter):
https://api.peopledatalabs.com/v5/person/enrich?pretty=truesapi key=5
c0ck097aa376bb7741a1022pl12222e3d45chs&profile=www.twitter.com/inteltech
niques

Facebook:
https://api.peopledatalabs.com/v5/person/enrich?pretty=truesapi key=5
c0ck097aa376bb7741a1022p12222e3d45chsé&profile=www.facebook.com/inteltec
hniques

LinkedIn:
https://api.peopledatalabs.com/v5/person/enrich?pretty=truesapi key=5
c0ck097aa376bb7741a1022p12222e3d45chs&profile=www.linkedin.com/inteltec
hniques

Let's take a look at the X (Twitter) result for my own name. It immediately identified the three locations which
have been present within my X (Twitter) profile over the past decade, as follows. I am not aware of any other
service which could replicate this data going back to 2009.
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"st. louis, missouri, united states",
"washington, district of columbia, united states",
"new york, new york, united states"

I submitted a quety for a Facebook target (facebook.com/zuck) and received the following partial result.

"full name": "mark zuckerberg",

"birth year": "1984",

"linkedin url": "linkedin.com/in/mark-zuckerberg",
"facebook url": "facebook.com/zuck",

"mobile phone": "+16506447386",

"emails": "mzuckerb@fas.harvard.edu",

This is powerful data, especially considering a social network profile was the starting point. All of these queries
can be completed within your web browser, but I hope you will consider the script which I will explain
momentarily. Let's move on to reverse caller ID options.

Twilio (twilio.com)

I previously explained my usage of the Twilio Lookup service in other books as my favorite telephone number
query option. However, it has one annoyance. Every time I want to search a number, I must log in to Twilio;
confirm my 2FA; navigate to the Lookup option; and receive my results embedded into their web portal. That
is not extremely difficult, but it does slow me down. That is why I only rely on their API for my everyday queries.
Assuming my Twilio Account SID was 11111; my Twilio token was 22222; and my target U.S. number was 202-
555-1212, the following command copied and pasted into Terminal would conduct my query.

curl -X GET 'https://lookups.twilio.com/v1l/PhoneNumbers/+120255512127
Type=caller-name&Type=carrier' \
-u 11111:22222 | python3 -mjson.tool

There is a lot to unpack here. Let's first understand where we get the information requited. Once you have a
Twilio trial established, the home page of your portal should display your "Account SID" and "Auth Token".
The Auth Token is the same as an API key for our purposes. Next, let's work through that command, which is
actually two lines, but prints as four for the book formatting.

curl: This is our command which will download data from a URL.

—-X: This specifies a request method for communication with the server.

GET: This is the method we want to use (GET).
'https://lookups.twilio.com/v1/PhoneNumbers/: The URL.
+12025551212: 'This is our target telephone number.
?Type=caller—-name&Type=carrier': This requests name and carrier.

\ : This inserts a new line without executing just yet.

-u 11111:22222: Thisis our Twilio Account SID and Auth Token.

| python3 -mjson.tool: This displays the data in an easier format to read.

The following is a redacted result when I searched one of my Google Voice numbers which has been leaked
throughout various services.

"caller name": "MICHAEL BAZZELL",

"caller type": "CONSUMER",

"country code": "US",

"carrier": {"mobile country code": "311", mobile network code":
"910", "name": "Google (Grand Central) - Level3","type": "voip",
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I find this impressive. Not only did Twilio identify the name of the VOIP account owner, it also identified the
carrier (Google). I use this lookup tool every day. Twilio also offers additional Lookup services through third-
party databases, but I no longer recommend them. These each withdraw an additional small fee from your trial
balance, and some requite a verified or "upgraded"” account to function. I rarely receive any valuable data which
was not already provided from the Twilio Lookup API.

Telnyx (https://refer.telnyx.com/refer/zrfmo)

If I could only search two telephone number services, this would be my second pick after Twilio. I found this
service in late 2020 and I am impressed. The URL above offers a trial account with $10.00 in free queries.
However, they are extremely scrutinous of new accounts. They will likely ask you how you will be using their
service, and I encourage you to consider my Twilio registration tactics within the VoIP sections of my mobile
or desktop guides. Once you do obtain a trial, it could last several years with minimal usage. Unfortunately, there
is no way to submit a single URL as a query within a web browser. You must submit a request within Terminal,
similar to Twilio, which includes several pieces of data. The following is the submission structure.

curl -X GET \
--header "Content-Type: application/json" \
--header "Accept: application/json" \
--header "Authorization: Bearer XXXX" \
"https://api.telnyx.com/v2/number lookup/+120255512127?type=carrie
r&étype=caller—-name"

You could do this manually, replacing "XXXX" with your Telnyx API key (visible within your portal) and
"2025551212" with your target number, but that is complicated. Instead, consider using my custom sctipt, as
explained at the end of this chapter. The following displays the redacted results of querying my Google Voice
number through Telnyx.

"country code": "US",
"national format": " (618) xxx-xxxx",
"phone number": "+1618xxxxxxx",
"fraud": null,
"carrier": {
"mobile country code": "",
"mobile network code": "",
"name": "Level 3/1",
"type": "fixed line",
"error code": null,
"normalized carrier": ""
"caller name": "caller name": Michael Bazzell,
"nnid override": null,
"portability": {
"lrn": "618xxxXXXX",
"ported status": "",
"ported date": "",
"ocn": W6115",
"line type": "fixed line",
"Spid": "",
"spid carrier name": "LEVEL 3 COMMUNICATIONS
"spid carrier type": "",
"city": "BELLEVILLE",
"state": "Illinois"
"valid number": true,
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CID Name (cidname.com)

Similar to Twilio and Telnyx, you must create a free trial account in order to use this service. You must provide
an email address and telephone number, and I have used temporary addresses and Google Voice to bypass this
restriction. Navigate to this website and register for a free account. Upon completion, you should receive an
email with an API license key that is valid for approximately 100 free successful searches. You will not be charged
for empty results. If you do not receive the API key via email, log in to your account and retrieve it from the
portal. You are now ready to submit requests for caller ID information. To do this, you must formulate an API
request in your browser which includes your authentication key and target number to search, as follows.

https://dip.cidname.com/2025551212/XX&output=raw&reply=none

This queries the domain (cidname.com), our authentication key (XX) and our target number (2025551212). 1
recommend saving the address of your first query as a bookmark or favorite if you plan to use this through a
browser instead of our automated script presented in a moment. I currently only recommend CID Name if you
are unable to create a Twilio or Telnyx account, or if you simply want another service to verify the confidence
in a previous result. A search of my Google Voice number simply revealed "Michael Bazzell".

Caller ID Summary

Before reverse caller ID lookups, this information would have required a subpoena. In one recent scenario, a
cellular telephone number searched on one of these services revealed the name "Jennifer S" in the result. During
an interview with this subject, she disclosed that "Jennifer S" is how she identifies her account on the telephone
bill that she shares with other family members. She was unaware that this data was sent to the receiving number.
On many searches, the full name will be present. This should explain why you may be noticing a callet's name
on your caller ID display when he or she is calling from a cellular number. There are many caller ID options
available on the internet. Most services offer a free trial, even if it is not advertised. Adding a few dollars to each
service may provide more queries than you will ever need. Take advantage of the free trials to determine which
services work best in your investigations. Overall, reverse caller ID services can tell us more about a target
telephone number than the standard people search engines. In many cases, you can immediately obtain data that
would have required a subpoena just a few years prior. Always utilize all of the services in order to gauge the
confidence in the results. If this is overkill for your needs, there are other web-based search engines that are
easier to use.

Breach Directory (breachdirectory.org)

This service allows query of email address, username, password, domain, or hash value against popular known
data breaches. I dedicate an entire guide with multiple chapters toward breach data, but let's focus only on
publicly available content within this API here. First, you will need to obtain a free API key from Beach
Directory's Rapid API repository located online at https://rapidapi.com/rohan-patra/api/breachdirectory.
Once you have that, you would replace "XXXXX" in the following examples with your own key. The results
for each are using the test data within each query. After the examples, I will offer some OSINT considerations
and further investigation.

Breach Directory Email Search (Identifies Partial Passwords and Full Password Hashes):

wget --quiet \
--method GET \
--header 'X-RapidAPI-Key: XXXXX' \
--header 'X-RapidAPI-Host: breachdirectory.p.rapidapi.com' \
--output-document \

'https://breachdirectory.p.rapidapi.com/?func=auto&term=123@gmail.com'
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Breach Directory Email Result:

"success": true,
"has password": false,
"sources": "Ledger.com"
"has password": true,
"password": "bart*x**",
"shal": "4a161083c434dd9%aa89c0ba%9lec37143a47662fd",
"hash": "jMgujSG0GO4Gtu3gnM2KIfuVMphiLznm",
"sources":

"MyHeritage.com",
"Paxful.com"
"has password": true,

"password": "pala*****",

"shal": "2234e9ff8c40dcd43cd2abl3cdfci/efcal?2baflbb",

"hash": "sUi6AQ0IvcpETYOOJnFCAWOMVLI1lifijnz7Q==",
"sources":

"MyFitnessPal.com",
"Dropbox.com",
"Collection 1",
"Myspace.com"

Breach Directory Username Search (Identifies Partial Passwords and Full Password Hashes):

"Username")
echo "Username: "
read data
wget --quiet \
--method GET \
--header 'X-RapidAPI-Key: XXXXX' \
--header 'X-RapidAPI-Host: breachdirectory.p.rapidapi.com' \
--output-document \

'https://breachdirectory.p.rapidapi.com/?func=auto&term=badguyl43’

Breach Directory Username Result:

"success": true,
"found": 2,
"has password": true,
"password": "pala****x",
"shal": "2234e9ff8c40dc43cd2abl3cdfc7/efcal2baflbb",
"hash": "sUi6A0IvcpETYOOJNnFCAWOMVLI1ifjnz70==",
"sources": "MyFitnessPal.com"
"has password": true,
"password": "pObax*",
"shal": "f0b261eb28ebl4fb9%a493c9857eb4dl107aladl0ad",
"hash": "zSR\/X0xA4lioFowltKCVw+nEIolyOg==",
"sources": "Collection 1"

Breach Directory Password Search (Identifies Number of Identical Passwords Found):

wget --quiet \
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--method GET \

--header 'X-RapidAPI-Key: XXXXX' \

--header 'X-RapidAPI-Host: breachdirectory.p.rapidapi.com' \
--output-document \

'https://breachdirectory.p.rapidapi.com/?func=password&term=passwordl’
Breach Directory Password Result:

"found": 587
Breach Directory Domain Search:

wget --quiet \
--method GET \
--header 'X-RapidAPI-Key: XXXXX' \
--header 'X-RapidAPI-Host: breachdirectory.p.rapidapi.com' \
--output-document \

'https://breachdirectory.p.rapidapi.com/?func=domain&term=cnn.com'’
Breach Directory Domain Result:

(This option was not working at the time of writing, but is expected to return.)

Breach Directory Hash Search:

wget --quiet \

--method GET \

--header 'X-RapidAPI-Key: XXXXX' \

--header 'X-RapidAPI-Host: breachdirectory.p.rapidapi.com' \

--output-document \
'https://breachdirectory.p.rapidapi.com/?func=dehash&term=482C811DA5D5B
4BC6D497FFA98491E38"

Breach Directory Hash Result:

"found": true
"password": passwordl23

Let's dig deeper into these results. In the first example with an email address, you saw the following.

"password": "pala*x**x",
"shal": "2234e9f£f8c40dc43cd2abl3cd4fc7/efcal2baflbb",

This service masks the password, but includes a SHA1 hash of it. This is a good opportunity to expose the entire
password. If you were to enter an identified hash of "2234e9ff8c40dc43cd2ab13c4fc7efcal2bafObb" into the
hash tool which was added to your VM during the previous chapters, the result would display the full unredacted
password. If we were to enter that password into the "Password" option above, the service would tell us the
total number of accounts which include that compromised password. For obvious reasons, I will not display all
of that here. We also see the "sources" of this data. We now know that our target possessed accounts at Myspace,
MyHeritage, and others.
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Historical Whois Information

People who currently hide their identity behind "whoisguard" protections may not have always done so. If you
want to dive deeper, an API can disclose details unavailable anywhere else. I present options for two services,
one of which offers a free trial.

WhoisXMLAPI (whois.whoisxmlapi.com)

In order to use this service, you must first sign up for a free account and confirm your email address. Sign in to
the new account and click your profile in the uppet-right corner. Select the "My Products" option and make
note of your API key. Mine was similar to "at_OvPfsSUdf1ZpiCxc5". You should now have 500 credits toward
historical domain registration queries. The command is as follows.

curl 'https://whois-
history.whoisxmlapi.com/api/vl?apiKey=at OvPfsSUdflZpiCxc5
&domainName=inteltechniques.com&mode=purchase' | python3 -mjson.tool

You could also access the URL directly within a browser at the following,

https://whois-
history.whoisxmlapi.com/api/vl?apiKey=at OvPfsSUdflZpiCxc5
&domainName=inteltechniques.com&mode=purchase

This command queries the service; identifies the API key to be charged; provides the domain name to query
(inteltechniques.com); and outputs the data in JSON format for easy reading. When conducted against my site,
I received several pages worth of details. Most were notifications that I use a whois masking service, and that
my true details were unavailable. However, the following was of most interest. In 2013, I did not immediately
pay for the whois protection, and WhoisXMLAPI grabbed the following copy of my registration details.

"registrantContact": {
"name": "Michael Bazzell",
"street": "1700 E Broadway",
"city": "Alton",
"state": "Illinois",
"postalCode": "62002",
"email": "info@inteltechniques.com",
"telephone": "16184628253",

Fortunately, that is not a sensitive physical address, the email does not forward to me, and the telephone number
is not mine. However, you would have uncovered the true owner of my site if I were doing something bad. This
service provides free credits to numerous additional domain-related services, but I find them to be no more
valuable than the free web-based options previously discussed. The historical API is the only option I access.

Whoxy (whoxy.com)
Whoxy allows a free demo at https://www.whoxy.com/whois-history/demo.php, but you will be rate-limited
if it detects abuse. They do not offer a free trial of their API, but the fees are minimal. The current price is $2.00

for 400 queries. The following is the URL structure.

https://api.whoxy.com/?key=XXXX&history=inteltechniques.com | python3 -
mjson.tool

The following response is very similar to the previous service.
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"registrant contact": ({
"full name": "Michael Bazzell",
"mailing address": "1700 E Broadway",
"city name": "Alton",
"state name": "Illinois",
"zip code": "62002",
"country name": "United States",
"email address": "info@inteltechniques.com",
"phone number": "16184626666"

RapidAPI Telephone Search (rapidapi.com)

Since the original publication of this guide, several readers have expressed frustration at the difficulties obtaining
free trial accounts from Twilio or Telnyx for telephone number lookups. I can relate. I have had my own issues
with both companies, but currently possess funded accounts which are vital to my investigations. If you are
unable (or unwilling) to acquire these services, there are still other options which may be almost as valuable.
RapidAPI offers numerous API connections, many of which query caller ID databases.

The first step is to create an account at rapidapi.com. I was able to provide a burner email address and was not
required to enter any payment information. I selected the free "Basic" plan. Next, we must subsctibe to some
beneficial API services through the site. I navigated to the following links; clicked the "Subsctibe to Test" button
at each; and chose the free tier for each. Once you have subscribed to any service, make note of your "X-
RapidAPI-Key" visible within the testing area. You will need that to replicate my queties.

https://rapidapi.com/trestle-solutions-inc-trestle-solutions-inc-default/api/ reverse-phone-api
https://rapidapi.com/ trestle-solutions-inc-trestle-solutions-inc-default/api/ smart-cnam-api
https://rapidapi.com/DataCrawler/api/eyecon
https://rapidapi.com/DataCrawler/api/phone-number-callet-id-lookup
https://rapidapi.com/DataCrawler/api/viewcaller

https://rapidapi.com/DataCrawler/api/ truecaller4

Once you are subscribed to the free tier of an API service, you can formulate queries within Terminal to access
the data. The following Terminal commands execute queries at each of the previous six services in the same
order. Make sure to replace "2025551212" with your target telephone number and "XXX" with your own
RapidAPI key. While all of these are configured for numbers within North America, many of these services
offer queries through other countries. When present, change the "Code" from "1" (North America), to your
targeted country code. Some services present a two-character "Country Code" within the command, such as
"US", which can be modified. All of these services restrict your queries. Some restrict to 3 free lookups each
month while others allow up to 100 (per free RapidAPI account).

curl --request GET --url 'https://reverse-phone-
api.p.rapidapi.com/3.1/phone?phone=2025551212"' --header 'X-RapidAPI-
Host: reverse-phone-api.p.rapidapi.com' --header 'X-RapidAPI-Key:
XXX! | python3 -mjson.tool

curl --request GET --url 'https://smart-cnam-
api.p.rapidapi.com/3.1/cnam?phone=2025551212"' --header 'X-RapidAPI-
Host: smart-cnam-api.p.rapidapi.com' --header 'X-RapidAPI-Key: XXX' |

python3 -mjson.tool

curl --request GET --url
'https://eyecon.p.rapidapi.com/api/vl/search?code=1&number=2025551212"
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--header 'X-RapidAPI-Host: eyecon.p.rapidapi.com' --header 'X-RapidAPI-
Key: XXX' | python3 -mjson.tool

curl --request GET --url 'https://phone-number-caller-id-

lookup.p.rapidapi.com/api/vl/search?code=1&number=2025551212" --header
'X-RapidAPI-Host: phone-number-caller-id-lookup.p.rapidapi.com' --
header 'X-RapidAPI-Key: XXX' | python3 -mjson.tool

curl --request GET --url
'https://viewcaller.p.rapidapi.com/api/vl/search?code=1&number=20255512
12" --header 'X-RapidAPI-Host: viewcaller.p.rapidapi.com' --header 'X-
RapidAPI-Key: XXX' | python3 -mjson.tool

curl --request GET --url
'https://truecallerd.p.rapidapi.com/api/vl/getDetails?phone=2025551212&
countryCode=US' --header 'X-RapidAPI-Host: truecaller4.p.rapidapi.com'
--header 'X-RapidAPI-Key: XXX' | python3 -mjson.tool

The results will vary from each provider. The following is a redacted example from the first option. I queried a
Google Voice number associated with my name.

"carrier": "Google (Grand Central) - Level3 - SVR",
"is prepaid": false,
"is commercial": false,
"belongs to": {"name": "Michael John Bazzell",
"gender" : "M",
"type": "Person",
"current addresses": [
"location type": "Address",
"street line_l": "[REDACTED PREVIOUS ADDRESS]",
"city": "[REDACTED]",
"postal code": ""[REDACTED]",
"state code": "CA",
"country code": "US",
"is active": false,
"delivery point": "SingleUnit",
"historical addresses": "[REDACTED PREVIOUS ADDRESS]",

I have added these search options to the API script which you may have previously downloaded. If you are
using an older version of the script, which was created before adding this new section, it can be updated with
the following Terminal commands within your OSINT VM. Make sure to modify the API keys within the script,
as explained next.

cd ~/Documents/scripts
curl -0 https://uvm:317@inteltechniques.com/osintvm/api.sh
chmod +x api.sh

If any of these services are no longer functioning, search through RapidAPI for a replacement. There are
hundreds of additional OSINT-related APIs to choose from. Querying "OSINT", "Caller ID", "Telephone",
and "Email" should get you started. Once you find an option of interest, change the drop-down menu in the
right portion of the "playground" to "Shell" > "cURL" and copy the command presented. You can then modify
this as needed to execute within Terminal or place within your script. I will also update this section and the
corresponding script as I find new useful services.
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API Script

You may feel overwhelmed with these options. I can relate. For many years, I stored bookmarks of all URLs
and APIs within my browser, then modified the content of each URL with my new target telephone number or
other data. This always felt sloppy and often wasted credits. In 2022, I finally created my own search script which
can be executed from within our Linux OSINT VM. As long as you followed the steps in the previous chapter,
you should already possess the API script in your VM, along with a shortcut within either your Activities menu
or the Dock.

You can launch the API Tool script, but it will not function yet. Instead, locate the api.sh file within your
Documents/scripts folder and open it within your text editor. You must provide your own API keys issued by
any services which you wish to search. Replace any instance of "XXX" within the script with your own API
keys, as previously explained. The following is a sample for the first two entries, displaying placeholder text of
"XXX" for each API key which needs to be entered. Some entries, such as Twilio, require an account identifier,
and those are represented with "YYY".

$optl )

data=$ (zenity —--entry --title "PDL Email" --text "Email Address")

mkdir ~/Documents/API/

cd ~/Documents/API/

curl
'https://api.peopledatalabs.com/v5/person/enrich?pretty=true&api key=XX
XX&email="'$data'' > S$data-PDL.txt

open ~/Documents/API/

exit;;

$opt2 )

data=$ (zenity —--entry —--title "PDL Phone" --text "Phone Number")

mkdir ~/Documents/API/

cd ~/Documents/API/

curl
'https://api.peopledatalabs.com/v5/person/enrich?pretty=true&api key=XX
XX&phone="'$data'' > S$data-PDL.txt

open ~/Documents/API/

exit;;

Once you have added your own API keys, you can execute the script, which is labeled as "API Tool". Select the
service you desire, then enter the target data when prompted. The results will be saved to a text file which will
be placed in the "API" folder within your "Documents"” folder. The folder should open upon completion. As a
final reminder, you must replace each occurrence of "XXX" and "YYY" within my script with your actual license
keys or credentials if you want to use this technique. There are unlimited API services out there which provide
valuable data unavailable within any web browser. When you find the next amazing API, hopefully you now
have the ability to add it to your custom scripts.

158 Chapter 12 Order 0155851055



CHAPTER THIRTEEN

OSINT VM MAINTENANCE

Once you have your custom OSINT Linux VM created and configured, you must maintain it. This includes
applying frequent updates, shrinking to avoid data bloat, and proper clones or exports. I will assume that you
have applied all of the previous chapters and now possess at least two VMs within your VM client software.
One should be titled "Debian Stock" which only contains a pure Debian install, and the other should be titled
"OSINT VM" which possess all of the configuration up to this point in the guide.

Updates

I prefer to launch the "OSINT VM" machine weekly and execute the Updates Tool script from the Dock. This
applies all system and application updates. I then close this VM so it is ready to be shrunk and cloned for the
next investigation. I launch the "Debian Stock" VM once monthly and then open Terminal to execute "sudo
apt update && sudo apt upgrade" to keep it updated. This keeps my stock VM current in the
event I want to rebuild my OSINT VM or make a new copy for another task. Once all of my VMs are updated,
I can shrink, clone, and export them however desired for my investigations.

I present the next several pages of tutorials for each VM client in order of UTM, VirtualBox, and then VMWare
Workstation Pro. Within each set, I explain the proper steps for shrinking, cloning, and then exporting your
new OSINT VM. Much of this content will be redundant to the techniques within previous chapters, but these
will all apply directly to our OSINT VM instead of other operating systems. While your OSINT VM is shut
down, consider the following.

UTM OSINT VM Shrinking

The hard drive space of your UTM Debian OSINT VM will keep growing unnecessarily. When you apply
updates within the VM, all of the original data is somewhat preserved, even deleted content. Fortunately, UTM
makes the shrinking process easy. While your OSINT VM is shut down, select it within the main UTM window.
Go to the Settings for that VM and select the VirtlO drive of your operating system within the left menu. Click
the "Reclaim Space" button, confirm the option, and click "Save" when complete. You will see the size decrease
if free space was available. I do this after every update to my OSINT VM.

UTM OSINT VM Clones

While your OSINT VM is shut down and the VM window is closed, you will see options within the main UTM
application for the selected VM in the upper-right. Let's focus on the "Clone selected VM" option, which appears
similar to an icon with two documents. Clicking this presents an option to make a full clone. This allows us to
preserve our original OSINT VM and make copies whenever we want to conduct an investigation. I selected
my "OSINT VM" machine; clicked the icon; confirmed the operation; right-clicked the new clone; selected
"Edit"; renamed it to "OSINT VM 2024.02.01"; and clicked "Save". The result can be seen in the image below.

ece @M o by W ®» Db b D> =
Debian Stock
13 QEMU 7.2 ARM Virtual Machi.. °

/ﬂ OSINT VM °
»’ QEMU 7.2 ARM Virtual Machi..

/’\ OSINT VM 2024.02.01 o
> QEMU 7.2 ARM Virtual Machi...
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UTM OSINT VM Exports

The "Shate Selected VM" option allows us to export an entire VM within a ".utm" file for easy archiving or
sharing. The dialogue will prompt you to choose the export location. You can now provide this file as part of
the discovery process, or save it off-site as a backup of your Stock Debian and OSINT VM machines. I selected
my "OSINT VM" machine; clicked the Share button; selected my Downloads folder; and clicked "Save".

VirtualBox OSINT VM Shrinking

The hard drive space of your VirtualBox OSINT VM also keeps growing unnecessarily. When you make changes
within the VM, all of the data is somewhat preserved, even outdated and deleted content. Unfortunately,
VirtualBox does not make the shrinking process as easy as UTM for macOS. To replicate, we will take a few
steps within the OSINT VM. First, apply any pending updates; remove any undesired files; and empty the trash.
Then, execute the following within Terminal.

dd if=/dev/zero of=zerofillfile bs=1M

This procedure technically filled your VM completely with blank space, which may not sound ideal. With the
VM turned off, open Terminal within the Linux host (or Command Prompt within a Windows host) and
navigate to the folder containing the VM file you want to shrink. For me, this was the following.

cd ~/VirtualBox\ VMs/OSINT\ VM/

You must then execute a Terminal command which compacts the "vdi" file within the VM folder. For me, the
command was the following.

VBoxManage modifymedium disk OSINT\ VM.vdi --compact
You will see the size decrease if free space was available.
VirtualBox OSINT VM Clones

Once you have your OSINT VM configured and ready for use, you should clone it and work from the copy.
This way, the original VM stays uncontaminated. Within the VirtualBox client, while the VM is shut down, right-
click on the OSINT VM; select "Clone"; provide a name such as "OSINT VM 2024.02.01"; click "Next"; and
click "Clone". You now have two identical VMs, each in their own data folders. If you were to work within the
cloned copy during your investigation and do damage, you still have the original OSINT VM in a perfect state.

VirtualBox OSINT VM Exports

You can preserve a specific state of a VM within VirtualBox by exporting the entire session. You can now
provide this file as part of the discovery process, or save it off-site as a backup of your Stock Debian and OSINT
VM machines. You have two options. I selected my "OSINT VM" machine; right-clicked on the OSINT VM
while it was shut down; and selected "Show in File Manager". I then copied this folder to an external drive. This
does not require any export or creation of a new file. You could also export the entire VM into a single file.
While the VM was shut down, I selected "File" > "Export Appliance"; selected my OSINT VM; and clicked
"Next", "Next", then "Export". This created a new file within my Documents folder which can later be imported
into any instance of VirtualBox.

VMWare Workstation Pro Shrinking

The hard drive space of your VMWare Workstation Pro OSINT VM also keeps growing unnecessarily. When
you make changes within the VM, all of the data is somewhat preserved, even outdated and deleted content.
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Surprisingly, VMWare makes the shrinking option within their software quite easy. While the VM is shut down,
select it within the VMWare Workstation Pro menu and click "VM" in the upper menu, then "Settings". Select
the hard disk option in the left and click the "Compact Disk" button to the right. This will shrink the VM and
you will see the size decrease if free space was available. I do this after every update to my OSINT VM.

VMWare Workstation Pro Clones

Once you have your OSINT VM configured and ready for use, you should clone it and work from the copy.
This way, the original VM stays uncontaminated. Within the VMWare client, while the VM is shut down, right-
click on the OSINT VM; select "Manage" then "Clone"; click "Next" three times; provide a name such as
"OSINT VM 2024.02.01"; click "Next"; and click "Finish". You now have two identical VMs, each in their own
data folders. If you were to work within the cloned copy during your investigation and do any damage, you still
have the original OSINT VM in a perfect state.

VMWare Workstation Pro Exports

You can preserve a specific state of a VM within VMWare Workstation Pro by making a copy of the entire VM
folder while a VM is shut down. Right-click the desired VM within VMWare Workstation Pro and select "Open
VM Directory". Copy this folder to any other directory. You can now provide this VM as part of the discovery
process, or save it off-site as a backup of your VMs.

Desktop Environments

In an earlier chapter, we installed Debian and selected Gnome as our desktop environment. This is always my
preference, but it may not be yours. It appears very similar to Ubuntu and Pop!_OS, and has a very clean (and
minimal) feel. Even if you did not select additional desktop environments during the initial installation, you can
always add them later through Terminal with the following.

Cinnamon: sudo apt install task-cinnamon-desktop -y

KDE (Plasma): sudo apt install task-kde-desktop -y (press Enter twice during installation)
ILXDE: sudo apt install task-1lxde-desktop -y

LXQt: sudo apt install task-lxgt-desktop -y

MATE: sudo apt install task-mate-desktop -y

After installation, log out, and then click your username. Before entering your password, click the settings icon
in the lower right area. It will present a new menu of options. You can select any desktop environment, then
continue the login process. Unless you change any selection, Debian will always default to the last chosen option.
I should state again that I prefer Gnome for our purposes, and all tutorials within this guide have been specifically
tweaked for that desktop. I do not install any of these additional options. There is no harm in experimenting
with the alternative desktop environments. You may find one which works better for you than me. Some mimic
Microsoft Windows more than traditional Unix-style desktops, and vice-versa. Your ultimate OSINT VM
should fit best to your needs.

Summary

Hopefully, you now have three Linux VMs in pristine condition. One is your stock Debian instance which can
always be used to clone when trying new things or rebuilding a VM. The OSINT VM contains all of your
configurations which should never be used for investigations. The third is a clone of the OSINT VM which is
ready for an active investigation. Keep your originals clean and only use them for updates. Make clones of it for
each investigation, but be sure to shrink them before cloning. Also, make sure you have a safe backup copy
stored outside your primary device. Most importantly, understand the steps you have taken. Expect problems!
However, most of the time, a future update will fix things which currently do not work. When something is not
functioning properly, move on to the next tool.
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CHAPTER FOURTEEN

OSINT VM AUTOMATED BUILD

While this guide has provided the steps to build your own OSINT VM, you may still feel overwhelmed with the
effort. Therefore, the following command might be the most valuable text within this book for some readers.

wget https://uvm:317@inteltechniques.com/osintvm/install.sh && chmod +x
install.sh && ./install.sh

This command downloads a custom script called install.sh; makes the file executable; and then launches it. This
script includes every Linux configuration, installation, download, and customization mentioned throughout this
book, beginning at "Debian Customization" in Chapter Eight. After you build your Debian VM by manually
conducting the steps previously explained, create a new clone of your Debian Stock VM and launch this
command from within Terminal. You will be prompted to enter your password and confirm a dialogue, but the
rest happens behind the scenes. After completion, you possess the same VM which was built during this entire
book. Note that Firefox and Tor Browser will launch and close on their own during this process.

You may feel frustrated with me. You may wonder why I did not start the book with this script. While I rely on
this single script often, it is cheating. Running a single command and achieving a complete VM is convenient
and time-saving, but it also eliminates any need to understand the processes. I believe the education received
while manually building an OSINT VM is more valuable than the final product itself. However, this automated
script simplifies the process when we need to quickly create another OSINT VM. It also allows me to apply
updates as needed from my end. You could launch this script a year after reading this book and immediately
apply all updates and changes which have occurred since publication.

An ideal scenario would be that you are already familiar with the VM creation and configuration process, but
you do not have an updated OSINT VM from which to clone. You have a Debian Stock VM, but no OSINT
applications. Entering this command within the Terminal of a cloned VM should build your OSINT VM in
about 15 minutes.

If you look at the script after download, which should be available within your "Home" folder inside your
Debian install, you will see that it appears very similar to the commands entered throughout this book. This new
script is simply executing each line as we did manually. While it can be a valuable time saver, you also risk missing
any errors which occur during execution. I encourage you to ignore this script until you have confidence in your
ability to create your virtual machine manually. I find it more satisfying to use a VM which I created myself
instead of one generated by an automated script, but I want you to have options. If this script should fail on
your VM, revert to the manual methods in order to identify the issue.

I hope I have sparked your interest for proper OSINT investigative environments and Linux applications.

162 Chapter 14 Order 0155851055



CHAPTER FIFTEEN

ANDROID VIRTUALIZATION

For several years, online researchers have been navigating through various social networking websites for
information about individuals. Whether it was older sites such as Friendster and Myspace, or current networks
such as X (Twitter) and Facebook, we have always flocked to our web browsers to begin extracting data. Times
have changed. Today, an entire generation of social network users rarely touch a traditional computer. They
operate completely from a cellular telephone or tablet. Many of the networks through which individuals engage
will only operate on a mobile device. Services such as Snapchat, Tinder, and TikTok do not allow a user to
access content from a traditional web browser. As this shift occurs, investigators must transition with it. Our
preparation is not complete until we have disposable Android environments in place.

This chapter will focus on the huge amount of information available through mobile platforms that is not
accessible through a web browser. I will explain a method of emulating a portable device within a traditional
computer. Before we dive into the nuts and bolts of making things work, we should discuss why this is the way
to go. In my investigations, documentation is my primary reason for launching a simulated mobile device within
my computer operating system. If I conducted my investigation on an actual smartphone, documenting my
findings can be difficult. Mobile screen captures only cover a small amount of visible content. Extracting any
captured images can be a hassle. Referencing my findings within a final report can become very tedious. When
using Android emulation within my traditional computer, I can easily create numerous screen captures, record
a video of my entire investigation, and paste my results directly into the report.

Privacy and security are also important reasons to consider emulation versus directly investigating from a
portable device. I have seen many law enforcement investigators conduct a search or use an app directly from
their personal or work phones. This opens that device to scrutiny and discovery. An attorney could rightfully
request a copy of the investigator's phone in order to conduct an independent forensic analysis. That would
make most people nervous. Additionally, if I encounter malicious software or a virus from my portable device,
it could affect all future investigations using that hardware. Emulation will remedy both of these situations.

The idea of Android emulation (or virtualization) is to recreate the mobile operating experience within an
application on your computer. This application will execute in the same manner that your web browser, word
processor, or email client would open. It will have the exact same appearance as if you were staring at a telephone
or tablet. Any actions that you take within this emulated device will not affect anything else on your computer.
Think of it as an encapsulated box, and nothing comes in or gets out, very similar to our Linux VM previously
explained. A great feature of emulation is that you can create unlimited virtual devices. You could have one for
every investigation in order to prevent any contamination.

Some readers will question why 1 chose to explain Android emulation instead of iPhone. The most obvious
reason is the number of options. I will explain software solutions for recreating the Android environment on
your computer. An iPhone simulator will only function on Apple computers and has very limited features. The
Android techniques will work on any major operating system. Additionally, we can create Android virtual
machines that possess all original functionality. An iPhone simulator will not connect to most applications and
features, and provides almost no value to the OSINT investigator.

The following pages differ greatly from previous editions of this book. Even if you have previous Android
machines functioning for your investigations, please read through this chapter. I believe you will find alternative
ways of Android virtualization which could benefit your investigations. Also, the software used throughout this
chapter will display different wording within various operating systems. The menus and windows referenced
here were all tested on macOS, and will have slight variations on Windows and Linux hosts. Use the overall
methods to your advantage instead of scouring for an exact replica of my configuration. By the time you read
this, new versions of all applications will display slight modifications from my examples.
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The previous editions of this book focused heavily on Genymotion and VirtualBox for Android virtualization.
These cross-platform applications allowed us to easily create virtual Android environments which appeared as
magical mobile devices on our screens. I no longer recommend Genymotion or VirtualBox as our best
options. I have several reasons, as outlined in the following.

e  Genymotion requires a user account in order to access your Android virtual machine. This requires an
email address and includes tracking of your activity.

e Genymotion has limited their free option for personal use. Relying on their software during professional
investigations may violate their terms of service.

e  Genymotion continues to make the free version difficult to locate and download.

e Genymotion relies on VirtualBox for all virtualization. This introduces additional layers of complexity,
troubleshooting, and limitations.

e VirtualBox does not currently support Apple M1 or later processors, and runs poorly on Apple Intel
machines. This prevents Genymotion from running on newer Apple hardware.

e Both Genymotion and VirtualBox only support x86 virtual machines, which prevents native ARM
virtualization for those with machines which support ARM builds.

e Both options are inferior to native Android virtualization.
e Many mobile applications specifically block Genymotion, VirtualBox, or other x86 builds.

Instead, we will build our Android devices without the need for an account through Genymotion or Google.
We can stay fairly anonymous and rely on cross-platform software provided by the creator of Android.

Android Studio (developet.android.com/studio)

This software was created and is maintained by Google, the maker of Android. It is designed for Android
developers who need to create and test mobile applications within a desktop environment before applying them
to actual mobile devices. While this software has way more features than we need as online investigators, 1
believe it has the best Android virtualization option. It can be installed with the following commands (assuming
macOS users have Brew installed and Windows users configured Chocolatey, as previously explained).

e Linux: sudo snap install android-studio
¢ macOS:brew install --cask android-studio
e Windows: choco install androidstudio

Once you have it installed, you must launch and configure the applications. This will appear slightly different on
each operating system and within each major software revision. However, the following steps which I took on
my macOS OSINT machine should assist.

e Launch Android Studio.

e Do not import any settings but allow any default downloads.

e Choose "Don't Send" for analytics, then click "Next" in the Welcome Wizard.

e Choose the "Standard" option and click "Next".

e  Seclect your desired appearance, click "Next", accept both agreements, and click "Finish".

Android Studio will download numerous items, which may take some time. If you receive any download errors,
choose the "Retry" option. Once everything has been successfully downloaded, click "Finish". This should
launch the new application window, and the following should be performed.

e  Click "New Project”, then "Next" to confirm "Empty Activity".
e Provide a name for your application (I chose "OSINT"), and click "Finish".
e Allow all additional default downloads and click "Finish".
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The application will navigate to the main developer panel, and you should see several downloads continue in
the lower right. Allow everything to complete before proceeding. You should then see a vertical bar on the right
titled "Device Manager". Clicking this should present a virtual device, which may be titled similar to "Pixel_3a".
This will likely contain the latest version of Android, but we should also explore other options. Click the "Create
device" button, as seen in Figure 15.01. This allows you to select from many virtual Android options. I chose to
add a Pixel 6 Pro to my available devices, and selected the most recent API level, which can also be seen in
Figure 15.01.
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Figure 15.01: The Android Studio Device Manager.

Before we launch our first device, we should consider an important adjustment. Since Android Studio is targeted
toward developers, virtual Android devices launch within the developer portal. I prefer my devices to launch
within their own window, so I make the following configuration change in the "Preferences" or "Settings" menu
within Android Studio.

o C(Click on "Tools" then "Emulator".
e Disable "Launch in a tool window" and click "OK".

Now choose your desired device and click the arrow button to launch. You should see a device similar to that
in Figure 15.02 (left). You are now running a virtual version of Android within your desktop environment. Next,
let's configure the device for future OSINT usage.

e Remove any desired applications from the home screen by clicking, holding, and dragging up.
e Launch the Chrome browser and deny any features.

e Search for F-Droid and visit the F-Droid site.

e C(Click "Download F-Droid" and confirm request.

e When finished, click the "Open" option and then "Settings" when prompted.

e Enable "Allow from this source" and click "Install" then "Open". Allow notifications.

e  Within F-Droid, search for "Aurora Store" and select it.

e Click "Install" then "Settings"; enable "Allow from this source"; and click "Install".

e  Click the circle "Home" button within the floating sidebar.

You should now see two additional applications within your home screen. Let's open Aurora Store and make
the following configuration changes.

e  When prompted, select the Terms of Service box and click "Accept".

e Click "Next" four times to navigate through the settings.

e Click "Grant" next to each option and "Allow" when prompted.

e Enable any access menu and use the back button until all options show "Granted".
e Click "Finish" then "Anonymous".
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Aurora Store should now connect you to their proxy for the Google Play Store. You should be able to download
any applications as you would on any other device. If you are on a VPN, you may be blocked from this
connection. During my own configuration, I had to connect to a dedicated VPN IP address to complete the
connection. Once you are within Aurora, install an application. I searched "Facebook"; chose the first option;
clicked "Install"; then confirmed my choice. I can now open the Facebook mobile application within a secure
virtual environment from my desktop computer.

Let's digest these steps. You installed F-Droid which is an open-source package installer for Android. It allowed
us to install Aurora Store which is an anonymous replacement for the Google Play Store. Through Aurora Store,
you installed Facebook to ensure the ability to add apps. You authorized all applications to install additional
apps on your device, which should only be a one-time requirement. You can now launch Aurora Store and install
practically any app desired. During this writing, I installed the following apps and moved them to my home
screen, as visible in Figure 15.02 (right).

Facebook Messenger WhatsApp Instagram X (Twitter) Snapchat Kik
TikTok TextNow Truecaller Bumble Telegram YouTube Tinder

* Android Emulator - Pixel_6_Pro_API_33:5554 - ' Android Emulator - Pixel_6_Pro_API_33:5554

‘WhatsApp Instagram

Twitter Snapchat TikTok

©0® e

TextNow Truecaller Tinder Bumble

@0

Telegram YouTube

—P“$

F-Droid Aurora Store Settings

9

Figure 15.02: Virtual device screens within Android Studio.

Navigating these screens is identical to a physical device. However, controlling them from a mouse and keyboard
may take some practice. You can click the circle on the floating bar to return to your home screen at any time.
The square button allows you to browse through open apps and swipe them up to close them. The left arrow
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takes you back one step within an app. Always click and hold an app before moving it, and dragging the screen
right or left navigates between home spaces.

Since we are working with a virtual device on a computer screen, there are a few nuances which should be
discussed. By default, internet access is gained through your host computer. If you ever find that applications
seem to stop communicating, check and be sure that "Wi-Fi" is enabled. I have experienced unexplained internet
outages which were corrected by re-enabling Wi-Fi under "Settings". The easiest way to turn the device off is to
click the power button on the top of the floating bar. Go ahead and turn the device off so we can explore cloning
options. Once the screen is black, click the "X" in the floating bar and return to the Android Studio application.

Click the three dots next to your device, as seen in Figure 15.01. Click "Duplicate" and call the device "OSINT
Primary". Click "Finish" and launch the device. You can now make any changes to this virtual Android device
without impacting your original OSINT copy. You can create a new Android device for every investigation, as
explained within Chapter Two about virtual machines. Once you have a device with all desired apps, you can
clone it without the need to replicate your work. You can also delete devices from within this menu. Clicking
"Show on disk" allows you to locate the machine on your drive and archive the folder for later use.

Relaunch a device and click the three horizontal dots at the bottom of the floating bar. This opens the extended
controls for your Android device. The Location tab allows you set a location which will be announced to any
application which wants to know it. This allows you to spoof your location to apps which only provide nearby
content, such as dating apps. Figure 15.03 (left) displays this menu while Figure 15.03 (right) shows the Maps
app as it confirmed my spoofed location.
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Figure 15.03 Location settings and confirmation.

Once you have your Android device configured exactly as desired, you can make a clone via the Android Studio
application. While powered down, select your device from the Device Manager; click the three dots to expand
the menu, and choose "Duplicate". You can also delete any unneeded devices on this screen.
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Finally, once you have your desired Android virtual machine configured, you may want to launch it without the
need to open Android Studio; select the device; execute the environment, power-on the operating system, and
close the main application. Fortunately, we can do all of this within Terminal, and launch ONLY the Android
devices without any other clutter. The following commands are based on my macOS M1 OSINT host, but it
should be easy to modify the paths and executable names using the overall lessons from Chapter Six. The
following switch to the Android Studio directory and list all configured Android machines.

e cd ~/Library/Android/sdk/emulator/
e ./emulator -list-avds

The result appears similar to the following.
Pixel 6 Pro API 33
We can now launch that machine with the following quick-boot command, which will also save any changes.
e ./emulator -avd Pixel 6 Pro API 33
The following will cold-boot the machine as if it were fully rebooted from an off state, and save changes.
e ./emulator -avd Pixel 6 Pro API 33 -no-snapshot-load
We can modify this command to launch the machine, but not save any changes, with the following command.
e ./emulator -avd Pixel 6 Pro API 33 -no-snapshot-save
Finally, the following command will launch the device as it was on first boot, erasing all custom data.
e ./emulator -avd Pixel 6 Pro API 33 -wipe-data
What do I do? I created a script with these desired options and devices. However, I mostly execute machines
with ". /emulator -avd Pixel 6 Pro API 33".This preserves my current state and loads the quickest.
When I want to erase a machine and start over, I can do so without the GUI interface, or researching any
commands. The text from my script is located at the following URL on my website.

https:/ /inteltechniques.com/data/osintbook11l/android.txt

Use the lessons from Chapter Eleven to make this script executable within Linux. Launching this script presents
the following, and will only work if you also created a Pixel 6 Pro with API 33.

List Devices

Launch Pixel 6 (Quick-Changes Saved)
Launch Pixel 6 (Quick-Changes Not Saved)
Launch Pixel 6 (Cold-Changes Saved)

5) Launch and Wipe Pixel 6

Selection:

DSw N

After you have your desired location configured and you have confirmed accuracy, you can start to put this
feature to work. The following tutorials explain how 1 use various mobile applications within my OSINT
investigations, especially location-aware applications. This could never be a complete documentation. Any time
you encounter a target using a service which possesses a mobile application, you should consider installing that
app to see what further details you can obtain about the target's profile.
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Facebook/Messenger/Instagram: The Facebook app on Android will appear similar to a compressed view
of a standard profile page. The benefit of the mobile app is the ability to check into places. After launching the
app and logging in for the first time, allow Facebook to access your location (which is spoofed). When you click
the "Check In" option, Facebook will present businesses near your current spoofed location. If you choose a
location, and create a post on your timeline, Facebook will verify that you were there. I have used this when I
needed to portray that I was somewhere I was not. This method can help you establish credibility within your
pseudo profile. I also once helped a victim confuse her ex-husband with this technique. I posted from her
Facebook account leaving my spoofed location enabled. After wasting his time going to random places trying
to find her, he began doubting the information that he uncovered about her whereabouts.

WhatsApp: WhatsApp Messenger is an instant messaging app for smartphones that operates under a
subscription business model. In addition to text messaging, WhatsApp can be used to send images, videos, and
audio media messages to other users. Locations can also be shared through the use of integrated mapping
features. You will need to create an account and provide a telephone number for verification. This number can
be a cellular, landline, or VOIP number. After you have an account, you can communicate directly with any
target using the service. I have found that several of my targets refuse to converse over traditional text messaging,
but freely text over WhatsApp. If you conduct any covert operations, you should have this set up ahead of time.

X (Twitter): The first time that you use X (Twitter) within your Android environment, you might be asked if
you want to share your location. While I usually discourage this type of activity, sharing your spoofed location
can have many benefits. Similar to Facebook, you can make yourself appear to be somewhere which you are
not. You may want to confuse your target. If you know that he or she will be monitoring your social networks
using the techniques in later chapters, this method should throw them off and be misleading.

Snapchat: Much of the content within Snapchat is only visible within a mobile environment. Having access to
the mobile app is vital. If you simply want to search public posts, we will tackle that via a traditional browser
later in the book.

TikTok: While I will explain investigation techniques for this network much later in the book, having the mobile
app ready is important. The TikTok website does not currently allow native keyword search, but the mobile app
does. Preparation now will provide great benefit later.

TextNow: If you conduct online investigations and communicate with a suspect, it is very possible that you
may be asked to send or receive a standard SMS text message. Since your virtual device does not possess a
cellular connection, and it is not assigned a telephone number, there are no native opportunities for this activity.
However, you can install TextNow, which allows you to send and receive SMS text messages. With this setup,
you can conduct all of your communications through the virtual device, and preserve the evidence within a
single archive.

Truecaller: A later chapter explains reverse caller ID services and how they can identify subscriber information
associated with telephone numbers. There are several additional services that only support mobile use. Truecaller
is a powerful service which allows search of unlimited cellular and landline numbers in order to identify the
owners. Other options include Mr. Number and Showcaller.

Tinder: This dating app relies on your location in order to recommend people in your area that want to "hook
up". It can use your Facebook account associated with your device or a VOIP telephone number for the login
credentials. The preferences menu will allow you to specify the gender, age range, and distance of the targeted
individuals. Most people use this to identify members of their sexual preference within one mile of their current
location. The users can then chat within the app. I have used this to identify whether a target was at home or
another location. During one investigation, I set my GPS in my Android emulator to my target's residence. 1
then searched for men his age within one mile and confirmed he was at home. If I did not get his profile as a
result, I could change my GPS to his work address or favorite bar. When I received his profile in the results, I
knew that he was near the spoofed location. I could do all of this from anywhere in the world.
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Contact Exploitation: Many applications allow (and encourage) you to locate your friends' profiles within the
service by their email address or telephone number. This is one of the most reliable ways which apps can keep
you within their ecosystem. As investigators, we can use this to our advantage. Apps such as CashApp allow you
to enter your friends' telephone numbers and it will display their complete profile. You could replicate this with
any online target. Sometimes, the only way I can identify a telephone numbet's owner is to search it via mobile
applications. I have found that adding my unknown target's cellular telephone number to the Android phone's
address book will often obtain the following information relative to the target.

e  Associated Facebook accounts (name) from the "Find Friends" feature.

e Google Play purchases and reviews (interests) from the Google Play Store.
e Associated X (Twittetr) accounts (name) from the "Find Friends" feature.

e WhatsApp usernames and numbers (contact) registered to the cell number.

Basically, entering a target's phone numbers and email addresses into your address book on an Android emulator
forces many apps to believe that you are friends with the person. It overrides many authority protocols that
would otherwise block you from seeing the connection from the real details to the connected profiles. Figure
15.04 displays a redacted result of one attempt. I launched "Contacts" from within the Android applications and
added a cellular number of a target with any name desired. I then launched Facebook and clicked the "Find
Friends" option. Facebook immediately identified an account associated with the number entered.

Friends Sort

Figure 15.04: A Facebook "friend" disclosure after adding a cellular number to Contacts.

Let's consider another example using the popular secure messaging program Signal. When I downloaded the
Signal app, it wanted me to register a telephone number. I chose a Google Voice number and configured the
app. I then added my target's cellular number into my Android contact list and asked Signal to search for friends.
Signal immediately confirmed that my target was active on Signal. This alone is valuable in regard to behavior,
but not very helpful to establish identity. If I launch a new window to send a message to the number, even if I
do not send the data, I may see a name associated with the account. This would need to be a deliberate act by
the target, but this behavior is common.

Secure Communications Apps: If you plan to communicate directly with targets of your investigation, you
should be familiar with the popular secure communication preferences. Asking a suspect of a sex trafficking
investigation to text you via cellular telephone number will not be well received. If you possess a secure Proton
Mail email address or Wire encrypted communications username, your request may be honored. Possessing
these apps within your Android environment allows you to contain the evidence within a VM and protect your
host machine. You could also possess multiple accounts through these providers and log in only after cloning
your machine, as explained later.

There are many other beneficial apps. Now that you have an idea of how to integrate mobile applications into
your investigations, you can apply the same techniques to the next future wave of popular apps. Many social
network apps have no association with location. This content can still have value to an investigation. Some apps,
such as Kik, only function within a portable device. You cannot load a web browser on a traditional computer
and participate with these networks. However, you can access them from within your Android virtual machine.
The goal within this chapter is simply preparation. While we have not yet discussed specific investigation
methods within these services, having a virtual Android device ready now will ease the explanations later.
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Genymotion (genymotion.com)

I previously mentioned that Android devices created directly within Android Studio are preferred over those
provided through third parties. I stand by those statements, but I also respect readers who may prefer other
options. Genymotion may have undesired issues in regard to privacy and licensing, but the product can also be
beneficial to those who have issues with the previous example. Many readers report that Genymotion Android
VMs load faster, feel smoother, and seem more intuitive on Windows machines, but I have yet to experience
that. This application-based Android solution is extremely easy to use. It works with Windows, macOS, and
Linux operating systems, but not devices with newer Apple processors.

First, you must create a free account online at genymotion.com. This can be all alias information, and the login
will be required in order to fully use the application. After you have created the account and successfully logged
in to the site, navigate to genymotion.com/download and click on the "Download Genymotion Personal
Edition" link. This presents the standard download page for Windows, Mac, and Linux. If prompted, choose
the version without VirtualBox, as you should already have that program installed. Executing the download and
accepting all default installation options will install all of the required files. When the setup process has
completed, you will have a new icon on your desktop titled Genymotion. This entire process should occur on
your HOST operating system, and not within a virtual machine.

Execute this application and note that an Android virtual machine may already be pre-installed and ready for
launch. Instead of accepting this default option, consider creating your own machine in order to learn the process
for future investigations. I recommend deleting this machine by clicking the menu icon to the right of the device
and choosing "Delete". Perform the following instructions in order to create your first custom Android devices.

e In the left menu, expand the "Android API" menu and select the highest number. My option was 10.0
at the time of this writing. On the right, choose the device. I chose "Google Pixel X1." since I have a
high-resolution screen, and then clicked "Add custom device". You may want to choose a device with
a smaller screen for your hardware.

e Rename this device similar to Android 10.0 Original. Change the "Android Version" to the highest
option and click "Install". This will download and configure the device for immediate use, and can take
several minutes.

e Launch the new device by double-clicking the new machine present in the Genymotion software. The
machine will load in a new window which should appear similar to the screen of an Android telephone.
Click "OK" to any feature notifications. Figure 15.05 (left) displays the default view of my home screen.

e Navigate within the Android emulator by single-clicking on icons and using the "Back" icon in the
lower left that appears similar to a left facing arrow.

e Consider the following customizations to improve the look and feel of the device. Figure 15.05 (right)
displays the view of the home screen after these configurations.

e Dragany app icons up and drop them in the "Remove" option.

e (lick and hold the bottom of the screen and drag up to view installed applications.
e Drag the Settings icon to your home screen and open the app.

e Choose "Display", then "Sleep", and select "30 Minutes".

e Choose "Security", then "Screen Lock", and choose "None".

e Press and hold the main window, select "Wallpaper", and change if desired.

e Shut down the device and open VirtualBox.

e Similar to the VM settings, change the Video Memory to the maximum.

e Change the Memory size to half of the system resources.

e Relaunch your device from within the Genymotion application.
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Figure 15.05: A default Android screen (left) and the custom version free of clutter (right).

You should now have a functioning replica of a standard Android device. However, you are missing several
features. The biggest void is the absence of key applications such as Google Play and Gmail. Without core
Google services, you cannot download apps to your device as part of your investigation tools. This has been the
biggest hurdle with emulation. Consequently, there is finally an official fix, and an alternative option for advanced
users. First, let's try the easy way by using the Genymotion built-in Google features.

e While inside our virtual Android device, click the "Open GAPPS" icon in the upper right corner. Accept
the agreement and allow Google Apps to install. Select the option to restart the devices.

®  Your browser should open to https://opengapps.otg/?source=genymotion. Select "ARM64", the
version of the device that you created (10.0.0), and "Stock". Click the red download option in the lower
right and save the large file to your Desktop. Do NOT open the downloaded zip file.

e Drag and drop the downloaded zip file into your running Android device. Accept any warnings. You
may receive errors. When complete, close and restart the device.

You should now have the Google Play Store in your applications menu. Launching it should prompt you to
connect to an existing or new Google account. Consider using an anonymous account that is not used for
anything else. I do not recommend creating a new account from within this virtual machine because Google will
likely demand a cellular telephone number for verification. I prefer to create Google accounts from a traditional
computer before connecting to the virtual Android device. After syncing with an active Google account on your
new device, you should now be able to enter the Google Play Store. You should also now see all core Google
services in your applications menu.

You can now install any apps within the Play Store. If any apps refuse to install because of an incompatible
device, you could replicate the F-Droid and Aurora Store technique explained in the previous tutorial. The
addition of Google Play will allow you to natively install Android applications as if you were holding a real
telephone or tablet. Launch Google Play and you will be able to search, install, and execute most apps to your
new virtual device. After you install a new program, click on the applications menu. Click and hold the new app
and you will be able to drag it to your home screen. Figure 15.06 (left) displays the screen of my default
investigation emulator. Next, you should understand the features embedded into the Genymotion software.

When you launch an Android virtual machine, you will see a column on the right side of the window and a row
of icons horizontally on the bottom. The bottom icons are part of the emulated Android system. Clicking the
tirst icon will navigate you backward one screen from your current location. If you are within an app, this would
take you back one step each time that you press it. The second icon represents the "Home" option and will
always return you to the home screen. The third button is the "Recent Apps" option and it will load a view of
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recently opened applications. The icons on the right of the emulator are features of Genymotion and allow you
to control aspects of the Android machine from outside of the emulator. These replicate the features discussed
with Android Studio. Note that many options are not available in the free version, but I have never found that
to be a hindrance to my investigations. Genymotion is quite clear that if you plan on making money by designing
an app through their product, you should pay for a license. Non-commercial usage allows unlimited use of the
free personal version.

The GPS option within Genymotion is the most beneficial feature of their toolset. Clicking this icon and clicking
the Off/On switch will execute the location spoofing service. You can either supply the exact coordinates
directly or click on the "Map" button to select a location via an interactive Google map. Figure 15.06 (middle)
displays the default GPS menu in the disabled state. Figure 15.06 (right) displays coordinates entered. I
recommend changing the altitude, accuracy, and bearing settings to "0". Close this window and you will see a
green check mark in the GPS button to confirm that your location settings are enabled.

LA 20 RIEZAN,

Kik WhatsApp  Snapchat Yik Yak Whisper

TJ@‘O

Facebook Twitter  Instagram  Swarm  Periscope Latitude 39.856322

PY O
@ Longitude -104.673684

Tinder SXouT Blendr Grindr

m ‘L'I O ‘ * ‘ Altitude 0

Volce  HangoutsD. Truecaller Mr.Number PrivacyStar

X1 d:

Settings. Browser  Contacts  Play Store Secure Eras.

Accuracy

Figure 15.06: An Android screen with apps (left), disabled GPS menu (middle) and spoofed GPS (right).
Virtual Device Cloning

Similar to the tutorials for cloning Linux virtual machines, we can apply the same process toward our new
Genymotion Android VM. You should consider a new Android virtual device every time to research a target.
The following instructions will clone the exact state of any virtual Android device within VirtualBox, including
devices created within Genymotion.

e Create and customize an Android virtual device as desired. Configure all apps that you want present in
all cloned copies. Optionally, execute the app "Secure Eraser" to eliminate unnecessary hard drive space.
Shut down the machine completely.

e  Open VirtualBox from your Applications folder (Mac) or Start menu (Windows). Right-click the
machine that you want to duplicate and select "Clone". Figure 15.07 displays this program with a right-
click menu option from an active machine.

e Provide a name for your new machine. This could be "Investigation Original Copy" or "2021-1234".
Choose the options of "Full Clone" and "Current Machine State" and click the "Clone" button.
VirtualBox will create an exact duplicate of the chosen machine in the default folder for VirtualBox
machines. You can identify this folder by right-clicking your new machine and choosing "Show in
Finder" (Mac) or "Show in Exploret" (Windows).
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You can now use this cloned device to conduct your investigation. Any changes made within it will have no
impact on the original device. In fact, I titled my original investigation device "Android Original 9.0"; as seen in
Figure 15.07. This way, I know to only open it to apply updates, and never for active investigations. Every time
I need to use a device to research a target, I quickly clone the original and keep all of my cases isolated.

o e e Y

\ ¢

it New Settings Start
— — .
77\ Android Original 9.0 j—  Settings... %S Preview
| © powered Off el Clone... 380 KXY
Move... -bit)
“" Android 9.0 Case#2021-1234 Export to OCI...
o - -
il Remove il Android Original 9.0
Group
? OSINT Original
M © powered Off Start > 4 Paging

Pause

V Ubuntu Install (Install)
"M © powered Off

Figure 15.07: A VirtualBox menu with a clone option in the menu.
Virtual Device Export

You may be asked to provide all digital evidence from your investigation as a matter of discovery. This could
happen to a forensic examiner hired in a civil case or law enforcement prosecuting a criminal case. This is the
precise reason that I create a new virtual device for all my investigations. Not only is it a clean and fair
environment, it is easy to archive and distribute when complete. The following instructions will generate a large
single file that contains the entire virtual operating system and apps from your investigation.

e  Open VirtualBox in the same manner as previously mentioned.

e  Sclect the target virtual device, click on "File" in the menu bar, and select "Export Appliance”. Select
the device again and provide the save location and name of the file.

e Click "Export" and allow the process to complete. The final result will consist of a single file that can
be archived to DVD or flash media.

e  This file can be imported into VirtualBox by choosing the "Import Appliance” option in the File menu.
This would allow another investigator to view the exact investigation environment as you.

Android within Android Studio and Genymotion are not your only options. Third-party applications such as
BlueStacks (bluestacks.com) and Andy (andyroid.net) offer the same basic functionality with added overhead
and requirements. After installation, most of these programs work the same way as VirtualBox. In fact, most of
them rely on VirtualBox on the back end. I choose Android Studio over these because it is the most native
way to present Android. It is also quite fast.

I encourage you to experiment with all of the options, and choose any that work best for you. I always keep a
version of Android Studio and Genymotion available and updated at all times. At the time of this writing, my
Android Studio machine seemed more responsive and functional, but my Genymotion devices were more
isolated. Only you can decide the best path for your investigations, but I encourage you to explore both options.

Overall, I believe the future of OSINT collection will become more focused on mobile apps that have no website
search option. In order to conduct thorough online investigations, mobile environment emulation is required. 1
highly recommend practicing these techniques with non-essential apps and data. This will better prepare you for
an actual investigation with proper evidence control. Expect frustration as apps block access from within virtual
devices due to fraud. However, the occasional investigation success through virtual Android environments
justifies all of the headaches encountered along the way.
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CHAPTER SIXTEEN

CUSTOM SEARCH TOOLS

From 2010 through 2019, I offered a set of public free interactive online investigations tools. In June of 2019, 1
was forced to remove these tools due to abuse and legal demands. They returned to my website in 2022, exactly
three years later. In the previous edition of this book, I offered an offline version of these tools which could be
self-hosted and immune from vague takedown requests. This chapter revisits these tools and offers several
enhancements. The goal of this chapter is to help you create and maintain your own custom search tools which
can automate queties for any investigation. First, let's talk about why this is so important.

I assumed my search tools would be around as long as I maintained my site. I learned the hard way that nothing
lasts forever. We can no longer rely on third-party tools, a theme which I have overly-emphasized throughout
this entire book. Any online search tool outside of your control could disappear any day. While mine have
returned, they could go away again at any time.

That is not the worst possible outcome. We never truly know what information various online search tools are
storing about our searches and activity. Many aggregated search sites possess numerous tracking cookies and
practically all "link collections” force embedded analytics capturing data about every visitor. Creating and hosting
your own tools eliminate these issues. We still must query sensitive data to a final repository of information, but
let's eliminate the middle-man. All of the tools presented in this chapter, and referenced throughout the book,
do not need to be placed online within a website. You can store them on your computer and launch them
without fear of questionable connections. Let's get started.

First, download a copy of all search tool templates used within the entire book. This can be found at
https:/ /inteltechniques.com/data/osintbook11/tools.zip. Unzip this archive to a destination of your
choice. If using the Linux, Mac, or Windows OSINT builds which were previously explained, you should already
have the necessary files on your Desktop. I always suggest saving them to the Desktop for easy access. However,
anywhere should suffice. Be sure to extract all of the files within the zip file.

This collection reveals a folder titled "Tools" consisting of multiple files within it. Technically, you have
everything you need to replicate my public search tools locally on your own machine. However, it is up to you
to modify these as needed. You will eventually want to remove dead sources, add new features, and modity the
structures due to changes at third-party websites. I will use my Email Tool as a demonstration. Figure 16.01
displays the current view of the Email tool. As you can see, there are several individual search options and a
"Submit All" feature at the bottom. Inserting an email address into any of these fields will query that address
through the designated option, or the final field executes a search through all of them.

Let's pick apart one of these queties from within the code. By default, double-clicking on any of the files within
the search tool folder opens the selected option within your default web browser. This is required for any of
them to function. In order to edit the files, we must open them within an HTML editing tool or any text
processing application. If you are on a Mac, that could be TextEdit, Windows users have Notepad, and Linux
users have Text Edit. All work fine for our needs. Lately, I prefer VSCodium (vscodium.com), which is a cross-
platform free text editor.

If you open the file titled email.search.html within a text editor ("File" > "Open"), you will see the code which
makes this document function within a web browser. The following explains each section. Complete
understanding of each term is not required to use and modify your own tools, but these pages may serve as a
reference if you ever want to make substantial changes.
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<IDOCTYPE html><html>

This informs a web browser that this is a web page, even if offline, and begins the page.
<style>

ul {list-style-type: none;margin: 0;padding: O;width: 200px;background-color: #f1f1f1;}
li a {display: block;color: #000;padding: 8px 16px;text-decoration: none;}

li a:hover {background-color: #555;color: white;}

li a.active {background-color: #303942;color: white;}

li a.grey {background-color: #cdcdcd;color: black;}

li a.blue {background-color: #b4c8da;color: black;}

table td, table td * {vertical-align: top;}</style>

This sets the style requirements such as colors and sizes of the content within the page. You can experiment
with these settings without risking the function of the tools.

<head>

This informs your browser that the "head" or "header" portion of the page begins now.

<title>Email Search Tool</title>

This represents the title of the page, visible in the browser tab.

</head>

This discloses the end of the "head" or "header" section.

<body>

This informs your browser that the "body" portion of the page begins now.

<table width="1000" border="0"><td width="200"><td width="800">

This creates a table within our content and sets the overall width with no border. It then specifies the width of
the columns. The data in between identifies the menu items visible on the left of the page, which are considered
the first column within the table.

<script type="text/javascript">

This identifies the following text as a JavaScript command.

function doPopAll(PopAll)...

This provides instruction to the browser which allows our tools to populate given data to the remaining fields.
It is required for the next option.

<form onsubmit="doPopAll...
This section creates the "Populate All" button which populates the given data throughout the remaining tools.
Function doSearch01(Search01)

This tells the page we want it to "do" something, and the task is called Search01.
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{window.open('http://google.com/search?q="" + SearchO1 + "', 'SearchO1window");}

This instructs the page to build a URL, add a piece of data, and open the result in a tab.

</script>

This identifies the end of each script.

<form onsubmit="doSearch01(this.Search01.value); return false;">

This creates a form to generate the URL, looking for a specific value.

<input type="text" name="Search01" "id="Search01" size="30" placeholder="Email Address"/>

This creates a form input identified as Search01 with "Email Address" populated in the field.

<input type="submit" style="width:120px" value="Google" /><br /></form>

This creates the Submit button with specific text inside, inserts a new line, and closes the form.
</table></body></htmI>

This identifies the end of the "table", "body", and "HTML" sections, and closes the page.

This only represents the first search option within this tool, but it is quite powerful. This collects a target email
address and queries Google to identify any websites containing this address within the contents. This technique
will be explained in more detail later in the Email chapter.

This also demonstrates the need for a search tool versus simply visiting the search site. If you go to whoxy.com,
you must navigate through the main page; change the drop-down menu to an email search; type in the target
email address; solve the Captcha; and then wait for the results. Instead, we can navigate straight to our results
with the following URL, replacing the test address with our target's email.
https://www.whoxy.com/search.php?email=test@test.com

You may be wondering where this URL came from. It is not advertised on the site, and is not an official option
within the API (which is now a paid service, but this URL is free). That is our next tutorial. Navigate to

whoxy.com within Firefox and allow the page to load. Conduct the following steps to identify the exact URL
which submits a query to return data about your target.

e Right-click on the page and choose "Inspect Element".

e  Click the "Network" tab in the new window at the bottom of the page.

e Change the top website search menu to "Email Address".

e Type an email address into this field and execute the search.

e Scroll through the new text in the Inspector window at the bottom of the page.
e  Click on the result displaying
e  Copy the URL in the window to the right under "Headers" as seen in Figure 16.03.

"search.php" in the "File" column.
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IntelTechniques Tools [ Email Address l Populate All |
Search Engines [Email Address I Google |
[Email Address [ Bing |
g |Email Address | Yandex \
Twitter |Email Address ( Trumail |
|Email Address ( Emailrep \
Instagram [Email Address [ Gravatar \
LinkedIn - (
[Email Address ( HIBP \
Communities [ Email Address [ Dehashed ‘
) \ Email Address [ Spycloud \
Email Addresses [Email Address ( CitOday |
TRETNAIES lEmaiI Address [ Cybernews |
|Email Address [ PSBDMP \
Names {Email Address ( IntelX |
Email Address | LeakedSource
Telephone Numbers [ l ‘
Maps [Email Address [ Hunterverify |
|Email Address ( OCCRP )
Documents [Email Address | SearchMyBio |
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Business & Goverment [ Email Address (Requires API Key) [ PeopleDatalLabs |
Figure 16.01: The Email Addresses Tool.
test@test.com
Reverse Whois » EMAIL [fest@test.com ] {2,900 domain names }
NUM DOMAIN NAME REGISTRAR
1 certifiedcertifications.us GoDaddy.com, LLC
Figure 16.02: A result from the Whoxy website.
[ Headers Cookies Request Response  Timings Security

Y Filter Headers

b GET https://www.whoxy.com/search.php?email=test@test.com

Block Resend

Figure 16.03: The static URL from a query as seen in Inspector.
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With this method, we can identify the URL structures for our tool. Our tool presents a line of code which
included the URL required for the search as follows.

{window.open('https://www.whoxy.com/search.php?email=' + Search22, 'Search22window');}

This line instructs the tool to open a new browser window; navigate to the Whoxy website followed by whatever
text was entered into the search tool; and define that new window (or tab) with a unique name in order to
prevent another search within our tool from overwriting the page. This results in our tool opening a new tab
with our desired results (https://www.whoxy.com/search.phpremail=test@test.com). Let's look at another
search option within this same tool with a slightly different structure.

The Dehashed search option is unique in that it requires quotation marks surrounding the input. In other words,
you must enter "test@email.com" and not simply test@email.com. This requites us to add an additional
character after the target input has been provided. Below is the example for this query. Note that double quotes
(") are inside single quotes ('), which appears quite messy in print. Always rely on the digital files to play with the
actual content.

{window.open('https://dehashed.com/search?query=""' + Search05 + "", 'SearchO5window");}

This line instructs the tool to open a new browser window, navigate to the website
https://dehashed.com/searchrquery=", followed by whatever text was entered into the search tool, plus another
quotation mark (a single quote, double quote, and another single quote), and define that new window (or tab)
with a unique name in order to prevent another search within our tool from overwriting the page. The lesson
here is that you can add as many parameters as necessary by using the plus (+) character. You will see many
examples of this within the files that you have downloaded. Remember, every search tool presented in this book
is included in digital format. You only need to modify the options as things change over time.

Let's assume Dehashed made a change to their search, which appears in the tool as follows.
{window.open('https://dehashed.com/search?query=""' + Search05 + "", 'SearchO5window");}

This is because the URL structure of the search is as follows:

—n

https://dehashed.com/searchrquery="test@email.com"

Assume that Dehashed changed the search structure on their site to the following:

https://dehashed.com/?query="test@email.com"&trial
Your new line within the tool would need to be manipulated as follows:
{window.open('https://dehashed.com/?query="" + Search05 + "&trial', 'SearchO5window");}

Next, let's assume that you found a brand-new search service which was not included in the downloadable seatch
tools. You will need to modify the tools to include this new option. Again, we will use the email tool as an
example. Open the "Email html" file within a text editor. Look through the text and notice that each search
script possesses an identifier similar to "Search01", "Search02", "Search03", etc. These must each be unique in
order to function. You will notice that the final option (after the Submit All feature) is "Search25". We now
know that our next option should be "Search26". Assume that you found a website at emailleaks.com (which is
no longer working) and you want to add it to the tools. A query of an email address presents a URL as follows.

https://emailleaks.com/ajax.php?query=test@email.com
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You would next copy the "Search24" script and paste it at the end of the tool (before the Submit All feature).
You can then edit the script, which should look like the following, using "Search26" and our new URL.

<script type="text/javascript">

function doSearch26(Search26)

{window.open('https://emailleaks.com/ajax.php?query=" + Search26, 'Search26window');}
</script>

<form onsubmit="doSearch26(this.Search26.value); return false;">

<input type="text" name="Search26" "id="Search26" size="30" placeholder="Email Address"/>
<input type="submit" style="width:120px" value="Email Leaks" /><br /></form>

All we changed within this copy and paste job was the target URL, the Search26 identifiers, and the descriptor.
You can place this section anywhere within the tools, as it does not need to be at the end. Note it is titled
Search26, so any new options added would need to start with Search27. These numbers do not need to be
sequential throughout the tool, but they must be unique.

Submit All

Many of the online search tools offer a "Submit All" button at the bottom of the options. This executes each of
the queries referenced above the button and can be a huge time saver. If you open one of the search tools with
this option in a text editor, you will see the code for this at the bottom. It appears very similar to the other search
options, but there are multiple "window.open" elements such as those listed below.

Window.open('https://haveibeenpwned.com/unifiedsearch/' + all, 'SearchO1window');
window.open('https://dehashed.com/search?query=" + all, 'SearchO5window');

In most of the tools, I have simply replicated the individual search options within one single "Submit All"
feature. If you modify a search tool within the code next to the manual search, you should also update it under
the final option to execute all queries. If you feel overwhelmed with all of this, do not panic. None of this is
required at this point. Your own custom offline search tools are already configured and functioning. If a
specific desired tool stops functioning, you can use this chapter to change your scripts.

You may have noticed that there are several files within the Tools folder. Launching any of these opens that
specific tool, such as "Email.html", but a menu exists within each of the pages in order to navigate within the
tool to the desired page. The file titled "index.html" is the "Main menu", and might be appropriate to set as your
browset's home page. Clicking on the desired search option within the left side of the menu opens that specific
tool. As an example, clicking on "X (Twitter)" presents numerous X (Twitter) search options. These will each
be explained at the end of each corresponding chapter.

Simplified Modification

I am sure some readers are frustrated at the technology presented here. Some may look at this code and cite
numerous ways it could be made better. I agree this is amateur hour, as I am not a strong HTML coder. Other
readers may be confused at all of this. For those, there are two options which simplify things. First, ignore this
entire chapter and simply use the free tools without any modification. Some options will break eventually as sites
come and go, but that should not impact the other fields. Second, don't worty too much about adding new
features. Instead, simply replace any searches that stop functioning. If Dehashed shuts down tomorrow, simply
walit for a replacement. When that happens, modify only the URL and name, leaving the structure as-is.

You have a strong start with the current tools template. Very minimal modifications as things break will keep
you in good shape. Any major updates which I perform to my own set of tools will be offered on my site for

download. Check the "Updates" section at the following page.

https:/ /inteltechniques.com/osintbook11
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Populate All

You may have noticed that most of the tools have an option to populate all of the fields from a single entry.
This is beneficial as it prevents us from copying and pasting target data within multiple fields. This code, which
was presented earlier, tells your browser to populate anything you place into the first field within every field on
that page which has an ID of "Search" plus any numbers. In other words, it would populate both examples on
the previous page because they have id="Search25" and id="Search26". Test this within the Email search tool.
Make sure each "id" field is unique, as no two can be the same on one page.

When I need to search a specific target, I do not copy the data into each search field and press the corresponding
button for each service. I place the input directly into the "Populate All" option and then execute any individual
searches desired. Alternatively, I place my target data into the "Submit All" option and let it go. If using Firefox,
this will fail on the first attempt. This is because you have pop-ups blocked by default, and Firefox is trying to
protect you from multiple new pages loading automatically. The following steps will prevent this.

e Open the Email.html search tool included in your downloaded offline search tools.
e Place any email address in the last option and press the Submit All button.

e A new tab will open, but close it.

e Back in the Email search tool, you should see an options banner at the top.

e  Click the Preferences button and click the first option to "Allow pop-ups for file".

This will prevent your pop-up blocker from blocking that specific page. You would need to repeat the process
for each of the other tools, such as X (Twitter), Facebook, etc., which can be quite a burden. If desired, you can
disable the pop-up blocker completely, but that carries risks. You may visit a malicious website which begins
loading new tabs. I do not see this as much as in years past, but the threat does still exist. If conducting your
research within a VM, I do not see a huge risk in disabling this blocker. If you do, all of the tools will function
without specific modifications to the blocker. Make this decision carefully.

e (lick the Firefox menu in the upper right and choose Settings.
e (lick on Privacy & Security and scroll to Permissions.
e If desired, uncheck the "Block pop-up windows" option.

While I would never do this on my primary browser used for personal activity on my main computer, I have
disabled the pop-up blocker within my OSINT Original VM (and therefore all clones). It simply saves me
headaches when trying to use automated tools. If only using the single queries within the tool, your pop-up
blocker will not interfere. I highly recommend that you become familiar with these search tools before you rely
on them. Experience how the URLs are formed, and understand how to modify them if needed. Each of these
tools will be explained in the following chapters as we learn all of the functions.

License & Warranty

These tools are released to you for free. Full details of allowances and restrictions can be found in the
"License.txt" file and "License" link within the tools download. The tools ate provided "as is", without warranty
of any kind. Please follow my blog for any updates. Ultimately, it is your responsibility to update your tools as
desired as things change after publication. The torch has been passed.

Easy Access

Regardless of where you save your set of tools, I highly recommend that you create a bookmark within your
browser for easy access. I prefer them to be within my bookmarks toolbar so that they are always one click away.
Navigate to your search tools. If using the Linux, Mac, or Windows OSINT machines, they are in the Tools
folder on your desktop. Double-click the file titled "Search.html" and it should open within your default browser,
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preferably Firefox. If the page opens in Chrome or another browser, open Firefox and use the file menu to
select "Open File" and browse to the "Search.html" file. After the page loads, create a bookmark. In Linux and
Windows, press "Ctrl" + "D" ("command" + "D" on Mac). When prompted, provide a name of "Tools" and
save the page in the folder titled "Bookmarks Toolbar". You should now see a new bookmark in your browset's
toolbat titled "Tools". If your Bookmarks Toolbar is not visible, click on "View", then "Toolbats", then "View
Bookmarks Toolbar". You can now click this new button within yout toolbar at any time and immediately load
the Search Engines tool. Clicking through the other options in the left menu of that page should present all
other search tool pages. I use this shortcut to launch my tools daily.

Online Version

As previously explained, I offer an updated live copy of all tools at https://inteltechniques.com/tools/.
These tools are visually similar to my overall website theme, but the code powering them is identical to the
strategy you have seen here and the offline files previously downloaded. As resources change, I will apply all
modifications to my copy online, but I cannot modify your current offline set.

Some may still not be convinced they should maintain their own search tools and should just rely on my version
on the website. The live tools could disappear at any time due to another takedown demand. Also, you cannot
modify my live online version as you can your own copy. Finally, you must rely on my site being available during
your investigations. The offline version is available on your desktop at any time.

Please use these responsibly. I am optimistic that we can keep this valuable resource for our daily investigations
for years to come. Figure 16.05 displays an example of the updated online tools.

INTELTECHNIQUES

By Michael Bazzell

Training  Services Resources Tools Blog Podcast Magazine Books Contact

Tools Search Engines Tool

Q Search Engines Search Terms Populate All
Q Facebook

Q Twitter Search Terms Google

Q Instagram

Q_ Linkedin Search Terms Google Date
Q. Communities Search Terms Google News
Q Email Addresses Search Terms Google Blogs
Q Usernames - Loy = e

Figure 16.05: The online IntelTechniques search tools.

182 Chapter 16 Order 0155851055



SECTION II

OSINT RESOURCES & TECHNIQUES

Some may consider this section to be the "guts" of the book. It contains the OSINT tips, tricks, and techniques
which I have taught over the past twenty years. Each chapter was rewritten and confirmed accurate in December
2024. All outdated content was removed, many techniques were updated, and numerous new resources were
added. The first four editions of this book only consisted of this section. Only recently have I adopted the
preceding preparation section and the methodology topics toward the end. OSINT seems to have become a
much more complex industry over the years. It is exciting to watch the community grow and I am honored to
play an extremely small role.

This section is split into several chapters, and each explains a common type of target investigation. I have isolated
specific topics such as email addresses, usernames, social networks, and telephone numbers. Each chapter
provides every valuable resource and technique which I have found beneficial toward my own investigations.
No book could ever include every possible resource, as many tools become redundant after a superior version
has been identified. I do my best to limit the "noise" and simply present the most robust options for each
scenario. This section should serve as a reference when you encounter a specific need within your own
investigations.

Covert Accounts

Before proceeding with any of the investigation methods here, it is important to discuss covert accounts, also
referred to by some as "Sock Puppets". Covert accounts are online profiles which are not associated with your
true identity. Many social networks, such as Facebook and Instagram, now require you to be logged in to an
account before any queries can be conducted. Using your true personal account could reveal your identity as an
investigator to the target. Covert accounts on all of the social networks mentioned here are free and can be
completed using fictitious information. However, some networks will make this task more difficult than others.
Google, Facebook, X (Twitter), Instagram, and Yahoo are known to make you jump through hoops before you
are granted access. We begin this chapter discussing ways around this.

Email: It is vital that you possess a "clean" email address for your covert accounts. Every social network requires
an email address as a part of account registration, and you should never use an already established personal
address. Later chapters explain methods for researching the owners behind email addresses, and those
techniques can be applied to you and your own accounts. Therefore, consider starting fresh with a brand-new
email account dedicated toward use for covert profiles.

The choice of email provider is key here. I do not recommend GMX, Proton Mail, Yahoo, Gmail, MSN, or any
other extremely popular providers. These are heavily used by spammers and scammers, and are therefore more
scrutinized than smaller providers. My preference is to create a free email account at Fastmail
(https:/ /ref.fm/u14547153). This established mail provider is unique in two ways. First, they are one of the only
remaining providers which do not require a pre-existing email address in order to obtain a new address. This
means that there will be no connection from your new covert account to any personal accounts. Second, they
are fairly "off-radar" from big services such as Facebook, and are not scrutinized for malicious activity.

Fastmail will provide anyone unlimited free accounts on a 30-day trial. I suggest choosing an email address that
ends in fastmail.us instead of fastmail.com, as that domain is less used than their official address. This is a choice
during account creation. Once you have your new email address activated, you are ready to create covert profiles.
Note that the free trial terminates your access to this email account in 30 days, so this may not be best for long-
term investigations. Personally, I possess a paid account which allows me 600 permanent alias email addresses.
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e Facebook: This is the most difficult in terms of new account creation. They will require you to provide
a cellular telephone number where a verification text can be sent and confirmed. Providing VOIP
numbers such as a Google Voice account will not work anymore. I have found it best to turn off any
VPN, Tor Browser, or other IP address masking service and connect from a residential, business, or
cellular internet connection. Clear out all of your internet cache and log out of any accounts. During
account creation, provide the email address that you created previously. In most situations, you should
bypass the requirement to provide a cellular number. If this method fails, there is something about your
computer or connection that is making Facebook unhappy. Persistence will always equal success
eventually. I find public library Wi-Fi our best internet option during account creation. Facebook is
tracking your IP address and browser fingerprint, so if you fail to create a new account, you will need
to start over from a fresh browser and network connection. Instagram is similar to (and owned by)
Facebook. Expect the same scrutiny.

e X (Twitter): Many of the X (Twittet) techniques presented later will also require an account. Even
some third-party solutions will mandate that you be logged in to X (Twitter) when using them. I highly
recommend possessing a covert account before proceeding. As long as you provide a legitimate email
address from a residential or business internet connection, you should have no issues. You may get
away with using a VPN to create an account, but not always.

e Google/Gmail/Voice: While Google has become more aggressive at refusing suspicious account
registrations, they are still very achievable. As with the previous methods, Google will likely block any
new accounts that are created over Tor or a VPN. Providing your Fastmail address as an alternative
form of contact during the account creation process usually satisfies their need to validate your request.
I have also found that they seem more accommodating during account creation if you are connected
through a Chrome browser versus a privacy-customized Firefox browser (Google owns Chrome).

e Network: I always prefer to conduct online investigations behind a VPN, but this can be tricky.
Creating accounts through a VPN often alerts the service of your suspicious behavior. Creating accounts
from public Wi-Fi, such as a local library or coffee shop, are typically less scrutinized. A day after
creation from open Wi-Fi, I attempt to access while behind a VPN. I then consistently select the same
VPN company and general location upon every usage of the profile. This builds a pattern of my network
and location, which helps maintain access to the account.

e Phone Number: The moment any service finds your new account to be suspicious, it will prompt you
for a valid telephone number. Landlines and VOIP numbers are blocked, and they will demand a true
cellular number. Today, I keep a supply of Mint Mobile eSIM activations, which can be purchased for
$0.99 from Amazon. Each activation includes a telephone number with a one-week free trial. I activate
the SIM card through an old Android phone, select a phone number, and use that number to open
accounts across all of the major networks. As soon as the account is active, I change the telephone
number to a VOIP option and secure the account with two-factor authentication (2FA).

e 2FA: Once I have an account created, I immediately activate any two-factor authentication options.
These are secondary security settings which require a text message or software token (Authy) in order
to access the account. Typically, this behavior tells the service that you are a real person behind the
account, and not an automated bot using the profile for malicious reasons.

e Activity: After the account is created and secured, it is important to remain active. If you create a new
account and allow it to sit dormant for months, it is likely to be suspended the moment you log back in
to the account. If you access the account weekly, it is less likely to be blocked.

You may assume that you can use your personal social network accounts to search for information. While this
is possible, it is risky. Some services may never indicate to the target that your specific profile was used for
searching. Others, such as Facebook, will eventually notify the target that you have an interest in him, usually in
the form of friend recommendations. On any service, you are always one accidental click away from sending a
friend request from your real account to the suspect. For these reasons, I never use a personal social network
profile during any investigation. I maintain multiple covert accounts. The topic of undercover operations quickly
exceeds the scope of this book. For our purposes, we simply need to be logged in to valid accounts in order to
pacify the social networks. I will assume that you now have some accounts created. Let's dig into online search.
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Profile Content

Possession of an empty profile on a social network may suffice for your investigations. However, lack of personal
details might appear suspicious to both the provider and your target. Facebook is well known for suspending
accounts which do not contain personal information, and your targets may conduct their own OSINT research
into your publicly available details after you begin the hunt. For most scenarios, I believe you should populate a
minimum amount of fake details into your covert profiles. You should never provide anything which may be
associated with your true identity, such as interests, occupation, or location. Because of this, I rely heavily on
randomly-generated and Al-produced content. The resources below have helped me within my own profile
creation. Consider your own needs and employer policies before proceeding with your accounts.

Images: You may want a headshot within your profile which adds a layer of authenticity to your new covert
account. This can also eliminate scrutiny from Facebook and X (Twitter) when their algorithms suspect your
profile to be fraudulent. I recommend This Person Does Not Exist (thispersondoesnotexist.com). This site
generates a very realistic image of a "person", which is entirely generated by computers. The image you see is
not a real person and should not be visible anywhere else online. Refreshing the page generates a new image. 1f
you find this helpful, I encourage you to generate numerous images for future use in the event the site disappears.

Name and Background: It may be easy to create your own alias name, but could you quickly generate a maiden
name, birthday, birthplace, zodiac sign, username, password, religion, and political view? This is where services
such as ElfQrin (elfqrin.com/fakeid.php) and Fake Name Generator (fakenamegenerator.com) can be
beneficial. The example below was created instantly with these services.

e Resume: If you want to add another layer of realism to your new online identity, you might consider
posting a resume online. If your target begins investigating your profile and finds the resume, you may
appear to be a real person.

e Physical Space: You might consider This Rental Does Not Exist (thisrentaldoesnotexist.com). It
uses the same artificial intelligence technology as This Person Does Not Exist to generate fake interior
views of a home. These artificial images are intended to emulate a rental home or Air BNB profile, but
they could be used if you ever need to post pictures of your "home".

e Timeline and Friends: Joining innocuous pop culture and hobby groups on Facebook is low-risk
tactic for adding friends and content to your profile as Facebook automatically associates you with other
members of those groups. This provides a near endless supply of potential friends and timeline content.

First name Ella
Middle name Theresa
Last name Bowman
Mothet's Maiden name  Sutton
Birthday November, 07 1998 (Age: 23 years)
Birthplace Walnut Creek, CA, USA
Zodiacal sign Scorpio
User name boe431
Password f2b4qawha
Address 101 Maryland Ave Ne, Washington, DC 20002
Car Wrangler
Hair color Black (BLK) Political side  Independent
Eyes color Brown (BRO) Favorite Color Purple
Height 166 cm / 5 ft 5 in Favorite Comfort Food Chocolate
Weight 56 Kg / 123 pounds Favorite Cereal Raisin Bran
Shoe Size 7.5 Favorite Season Spring
Blood Type B+ Favorite Animal Elephant
Religion]ehovah's Witnesses Lucky Number 2
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CHAPTER SEVENTEEN

SEARCH ENGINES

The first stop for many researchers will be a popular search engine. The two big players in the United States are
Google and Bing. This chapter will go into great detail about the advanced ways to use both and others. Most
of these techniques can apply to any search engine, but many examples will be specific for these two. Much of
this chapter is unchanged from the 10th edition.

Google (google.com)

There are entire books dedicated to Google searching and Google hacking. Most of these focus on penetration
testing and securing computer networks. These are full of great information, but are often overkill for the
investigator looking for quick personal information. A few simple rules can help locate more accurate data. No
book in existence will replace practicing these techniques in a live web browser. In recent years, Google removed
the number of search results from the default display. Selecting "Tools" on the filters bar will add that metric
back to the interface. You cannot break anything. Play around and get familiar with the advanced options.

Quotation Marks

Placing a target name inside of quotation marks will make a huge difference in a quick first look for information.
If I conducted a search for my name without quotes, the result is 147,000 pages that include the words "Michael"
and "Bazzell". These pages do not necessatily have these words right next to each other. The word "Michael"
could be next to another person's name, while "Bazzell" could be next to yet another person's name. These
results can provide inaccurate information. They may include a reference to "Michael Santo" and "Barry Bazzell",
but not my name. Since technically the words "Michael" and "Bazzell" appear on the page, you ate stuck with
the result in your list. In order to prevent this, you should always use quotes around the name of your target.
Seatching for the term "Michael Bazzell", including the quotes, reduces the seatch results to 31,800.

Each of these pages will contain the words "Michael" and "Bazzell" right next to each other. While Google and
other search engines have technology in place to search related names, this is not always perfect, and does not
apply to searches with quotes. For example, the search for "Michael Bazzell", without quotes, located pages that
reference Mike Bazzell (instead of Michael). This same search with quotes did not locate these results. Placing
quotes around any search terms tells Google to search exactly what you tell it to search. If your target's name is
"Michael", you may want to consider an additional search for "Mike". If a quoted search returns nothing, or few
results, you should remove the quotes and search again.

When your quoted seatch, such as "Michael Bazzell", returns too many results, you should add to your search.
When I add the term "FBI" after my name, the results reduce from 31,800 to 12,000. These results all contain
pages that have the words "Michael" and "Bazzell" next to each other, and include the term "FBI" somewhere
on the page. While all of these results may not be about me, the majority will be and can be easily digested.
Adding the occupation, residence city, general interest, or college of the target may help eliminate unrelated
results. This search technique can be vital when searching email addresses or usernames. When searching the
email address of "michael@inteltechniques.com", without quotes, I receive 14,200 results. When I seatch
"michael@inteltechniques.com" with quotes, I receive only 7 results that actually contain that email address
(which does not reach my inbox).

Search Operators
Most search engines allow the use of commands within the search field. These commands are not actually part

of the search terms and are referred to as operators. There are two parts to most operator searches, and each
are separated by a colon. To the left of the colon is the type of operator, such as "site" (website) or "ext" (file
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extension). To the right is the rule for the operator, such as the target domain or file type. The following will
explain each operator and the most appropriate uses.

Site Operator

Google, and other search engines, allow the use of operators within the search string. An operator is text that is
added to the search, which performs a function. My favorite operator is the "site:" function. This operator
provides two benefits to the search results. First, it will only provide results of pages located on a specific domain.
Second, it will provide all of the results containing the search terms on that domain. I will use my name again
for a demonstration. I conducted a seatch of "Michael Bazzell" on Google. One of the results is a link to the
website forbes.com. This search result is one of multiple pages on that domain that includes a reference to me.
However, this search only displayed one of the many pages on that domain that possessed my name within
them. If you want to view every page on a specific domain that includes your target of interest, the site operator
is required. Next, I conducted the following exact search.

site:forbes.com "Michael Bazzell"

The result was all eight pages on forbes.com that include my name within the content. This technique can be
applied to any domain. This includes social networks, blogs, and any other website that is indexed by search
engines.

Another simple way to use this technique is to locate every page that is part of a specific domain. A search query
of site:inteltechniques.com displays all 628 pages that are publicly available on my personal website. This can be
a great way to review all the content of a target's personal website without attempting to navigate the actual site.
It is very easy to miss content by clicking around within a website. With this technique, you should see all of the
pages in a format that is easy to digest. Also, some of the pages on a website that the author may consider
"ptivate" may actually be public if he or she ever linked to them from a public page. Once Google has indexed
the page, we can view the content using the "site" operator.

Real World Application: While conducting private background checks, I consistently use the site operator. A
search such as "site:https://www.amazon.com/product-reviews" and the target name in quotes can reveal
interesting information. A previous background check of an applicant that signed an affidavit declaring no
previous drug or alcohol dependencies produced some damaging results. The search provided user submitted
reviews that he had left on Amazon in reference to books that he had purchased that assisted him with his
continual addiction to controlled substances. Again, this result may have appeared somewhere in the numerous
general search results of the target; however, the site operator directed me exactly where I needed to look.

File Type Operator

Another operator that works with both Google and Bing is the file type filter. It allows you to filter any search
results by a single file type extension. While Google allows this operator to be shortened to "ext", Bing does
not. Therefore, I will use the original "filetype" operator in my search examples. Consider the following seatch
attempting to locate PowerPoint presentation files associated with the company Cisco.

"Cisco" "PowerPoint"

The result is over 10,000,000 websites that include the words Cisco and PowerPoint in the content. However,
these are not all actual PowerPoint documents. The following search refines our example for accuracy.

"Cisco" filetype:ppt
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The result is 15,200 Microsoft PowerPoint presentations that contain Cisco within the content. This search only
located the older PowerPoint format of PPT, but not newer files that may have the PPTX extension. Therefore,
the following two searches would be more thorough.

"Cisco" filetype:ppt
"Cisco" filetype:pptx

The second search provided an additional 12,700 files. This brings our total to over 27,000 PowerPoint files,
which is overwhelming. I will begin to further filter my results in order to focus on the most relevant content
for my research. The following search will display only newer PowerPoint files that contain the exact phrase
Cisco Confidential within the content of the slides.

"Cisco Confidential" filetype:pptx

The result is exactly 1,080 PowerPoint files of interest. There are many uses for this technique. A search of
filetype:doc "resume" "target name" often provides resumes created by the target which can include cellular
telephone numbers, personal addresses, work history, education information, references, and other personal
information that would never be intentionally posted to the internet. The "filetype" operator can identify any
file by the file type within any website. This can be combined with the "site" operator to find all files of any type
on a single domain. By conducting the following searches, I was able to find several documents stored on the
website irongeek.com.

site:irongeek.com filetype:pdf
site:irongeek.com filetype:ppt
site:irongeek.com filetype:pptx

If you do not receive any results for a filetype query, adding a keyword may increase the number results versus
a query which only contains operators. Previously, Google and Bing indexed media files by type, such as MP3,
MP4, AVI, and others. Due to abuse of pirated content, this no longer works well. I have found the following
extensions to be indexed and provide valuable results.

7Z: Compressed File JPEG: Image PPTX: Microsoft PowerPoint
BMP: Bitmap Image KML: Google Earth RAR: Compressed File
DOC: Microsoft Word KMZ: Google Earth RTT: Rich Text Format
DOCX: Microsoft Word ODP: OpenOffice Presentataion TXT: Text File

DWTF: Autodesk ODS: OpenOftice Spreadsheet XLS: Microsoft Excel

GIF: Animated Image ODT: OpenOffice Text XLSX: Microsoft Excel
HTM: Web Page PDF: Adobe Acrobat ZIP: Compressed File
HTML: Web Page PNG: Image

JPG: Image PPT: Microsoft PowerPoint

Hyphen (-)

The search operators mentioned previously are filters to include specific data. Instead, you may want to exclude
some content from appearing within results. The hyphen (-) tells most search engines and social networks to
exclude the text immediately following from any results. It is important to never include a space between the
hyphen and filtered text. The following searches were conducted on my own name with the addition of excluded
text. Following each search is the number of results returned by Google.

"Michael Bazzell" 31,800

"Michael Bazzell" -police 28,000

"Michael Bazzell" -police -FBI 22,100
"Michael Bazzell" -police -FBI -osint 6,010
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"Michael Bazzell" -police -FBI -osint -books 4,320
"Michael Bazzell" -police -FBI -osint -books -open -source 604
"Michael Bazzell" -police -FBI -osint -books -open -source -"mr. robot" 92

The final search eliminated results which included any of the restricted words. The pages that were remaining
referenced other people with my name. My goal in search filters is to dwindle the total results to a manageable
amount. When you are overwhelmed with search results, slowly add exclusions to make an impact on the amount
of data to analyze.

InURL Operator

We can also specify operators that will focus only on the data within the URL or address of the website.
Previously, the operators discussed applied to the content within the web page. My favorite search using this
technique is to find File Transfer Protocol (FTP) servers that allow anonymous connections. The following
search would identify any FTP servers that possess PDF files that contain the term OSINT within the file.

inurl:ftp -inurl(http | https) filetype:pdf "osint"

The following will dissect how and why this search worked.

inutl:ftp - Instructs Google to only display addresses that contain "ftp" in the URL.

-inutl(http | https) - Instructs Google to ignore any addresses that contain either http or https in the URL. The
separator is the pipe symbol (|) located above the backslash key. It tells Google "OR". This would make sure
that we excluded any standard web pages.

filetype:pdf - Instructs Google to only display PDF documents.

"osint" - Instructs Google to mandate that the exact term osint is within the content of results.

Obviously, this operator could also be used to locate standard web pages, documents, and files. The following
search displays only blog posts from inteltechniques.com that exist within a folder titled "blog" (WordPress).

inurl:blog site:inteltechniques.com
InTitle Operator

Similar to InURL, the "InTitle" operator will filter web pages by details other than the actual content of the
page. This filter will only present web pages that have specific content within the title of the page. Practically
every web page on the internet has an official title for the page. This is often included within the source code of
the page and may not appear anywhere within the content. Most webmasters carefully create a title that will be
best indexed by seatch engines. If you conduct a search for "osint video training" on Google, you will receive
2,760 results. However, the following search will filter those to 5. These only include web pages that had the
search terms within the limited space of a page title.

intitle:"osint video training"

Note that the use of quotation marks prevents the query from searching "video training" within websites titled
"osint". The quotes force the search of pages specifically titled "osint video training”. You can add "all" to this
search to force all listed words to appear in any order. The following would find any sites that have the words

osint, video, and training within the title, regardless of the order.

allintitle:training osint video
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An interesting way to use this search technique is while searching for online folders. We often focus on finding
websites or files of interest, but we tend to ignore the presence of online folders full of content related to our
search. As an example, I conducted the following search on Google.

intitle:index.of OSINT

The results contain online folders that usually do not have typical website files within the folders. The first three
results of this search identified the following publicly available online data folders. Each possess dozens of
documents and other files related to our search term of OSINT. One provides a folder structure that allows
access to an entire web server of content. Notice that none of these results points to a specific page, but all open
a folder view of the data present.

http://cyberwar.nl/d/
http:/ /bitsavers.trailing-edge.com/pdf/
http://conference.hitb.org/hitbsecconf2013kul/materials/

OR Operator

You may have search terms that are not definitive. You may have a target that has a unique last name that is
often misspelled. The "OR" (uppetcase) operator returns pages that have just A, just B, or both A and B.
Consider the following examples which include the number of results each.

"Michael Bazzell" OSINT 61,200

"Mike Bazzell" OSINT 1,390

"Michael Bazzell" OR "Mike Bazzell" OSINT 18,600
"Michael Bazell" OR "Mike Bazell" OSINT 1,160
"Michael Bazzel" OR "Mike Bazzel" OSINT 582

Asterisk Operator (*)

The asterisk (¥) represents one or more words to Google and is considered a wild card. Google treats the * as a
placeholder for a word or words within a search string. For example, "osint * training" tells Google to find pages
containing a phrase that starts with "osint" followed by one or more words, followed by "training". Phrases that
fit this search include: "osint video training" and "osint live classtoom training".

Range Operator (..)

The "Range Operator" tells Google to search between two identifiers. These could be sequential numbers or
years. As an example, OSINT Training 2015..2018 would result in pages that include the terms OSINT and
training, and also include any number between 2015 and 2018. I have used this to filter results for online news
articles that include a commenting system where readers can express their views. The following search identifies
websites that contain information about Bonnie Woodward, a missing person, and between 1 and 999 comments
within the page.

"bonnie woodward" "1..999 comments"

Related Operator

This option has been proven to be very useful over the past year. It collects a domain, and attempts to provide
online content related to that address. As an example, I conducted a search on Google with the following syntax.

related:inteltechniques.com
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The results included no references to that domain, but did associate it with my other websites, my X (Twitter
_ Vith my Oth Y

page, my Black Hat courses, and my book on Amazon. In my investigations, this has translated a person's

personal website into several social networks and friends' websites.

Google Search Tools

There is a text bar at the top of every Google search result page. This allows for searching the current search
terms within other Google services such as Images, Maps, Shopping, Videos, and others. The last option on this
bar is the "Tools" link. Clicking this link will present a new row of options directly below. This provides new
filters to help you focus only on the desired results. The filters will vary for each type of Google search. Figure
9.01 displays the standard search tools with the time menu expanded.

The "Any time" drop-down menu will allow you to choose the time range of visible search results. The default
is set to "Any time" which will not filter any results. Selecting "Past hour" will only display results that have been
indexed within the hour. The other options for day, week, month, and year work the same way. The last option
is "Custom range". This will present a pop-up window that will allow you to specify the exact range of dates that
you want searched. This can be helpful when you want to analyze online content posted within a known time.

Real World Application: Whenever I was assigned a missing person case, I immediately searched the internet.
By the time the case is assigned, many media websites had reported on the incident and social networks were
full of sympathetic comments toward the family. In order to avoid this traffic, I set the search tools to only show
results up to the date of disappearance. I could then focus on the online content posted about the victim before
the disappearance was public. This often led to more relevant suspect leads.

Google "michael bazzell" Q
2 Al B News ) Shopping (=) Images (] Books i More Settings ~ Tools
Any time v All results v
v’ Anyti . . .
TR i.com | OSINT & Privacy Services by Michael ...
Past hour |les.com v
Past 24 hours nce OSINT Training by Michael Bazzell.
Past week Services
Past month . . . .
. 1el Bazzell | Privacy, Security, and Investigations
ast year
les.com > books
Custom range... nce OSINT Training by Michael Bazzell.

Figure 17.01: A Google Search Tools menu.
Dated Results

Google can be very sporadic when it comes to supplying date information within search results. Sometimes you
will see the date that a search result was added to the Google index and sometimes you will not. This can be
frustrating when you desire this information in order to identify relevant results. There is a fairly unknown
technique that will force Google to always show you the date of each search result.

When you modify the "Any Time" option under the Search Tools menu, you will always see a date next to each
result. If you are only searching for recent information, this solves the issue. However, if you are conducting a
standard search without a specific date reference, the dates next to each result are missing. To remedy this, you
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can conduct a specific search that includes any results indexed between January 1, 1 BC and "today". The
approptiate way to do this is to add "&tbs=cdr:1,cd_min:1/1/0" at the end of any standard Google search.
Figure 17.02 displays the results of a search for the term "Michael Bazzell". The exact URL of the search was as
follows.

https://www.google.com/search?q="michael+bazzell"

Notice that the result does not include a date next to the item. Figure 17.03 displays the results of this same
search with the specific data added at the end. The exact URL of this search was the following address.

https://www.google.com/search?q="michael+bazzell"&tbs=cdr:1,cd_min:1/1/0

Notice that the result now has the date when the content was first indexed by Google. You can also now sort
these results by date in order to locate the most recent information. The search tools menu also offers an "All
results" menu that will allow you to choose to see "all results" or "Verbatim". The All Results will conduct a
standard Google search. The Verbatim option searches exactly what you typed. One benefit of the Verbatim
option is that Google will often present more results than the standard search. It digs a little deeper and gives
additional results based on the exact terms you provided.

"michael bazzell" X Q

Q Al E News [2] Videos [ Images < Shopping i More Settings  Tools

About 29,500 results (0.38 seconds)

inteltechniques.com ~

IntelTechniques.com | OSINT & Privacy Services by Michael ...
Open Source Intelligence OSINT Training by Michael Bazzell.

Figure 17.02: Google results without date injection.

"michael bazzell" X Q

Q Al & News < Shopping [ Images [f] Books i More Settings  Tools

Jan 1,1 BC - Today v All results v Clear

inteltechniques.com ~

IntelTechniques.com | OSINT & Privacy Services by Michael ...
Aug 14, 2020 — Open Source Intelligence OSINT Training by Michael Bazzell.

Figure 17.03: Results with date injection.
Google Programmable Search Engines (programmablesearchengine.google.com)

Now that you are ready to unleash the power of Google, you may want to consider creating your own custom
search engines, which Google has rebranded to Programmable Search Engines. Google allows you to specify
the exact type of searches that you want to conduct, and then create an individual search engine just for your
needs. Many specialty websites that claim to search only social network content are simply using a custom engine
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from Google. For our first example, we will create a basic custom search engine that only searches two specific
websites.

After you log in to a Google account, navigate to the website listed above. If you have never created an engine,
you will be prompted to create your first. Enter the first website that you want to search. In my example, I will
search inteltechniques.com. As you enter any website to search, Google will automatically create another field
to enter an additional website. The second website that I will search is inteltechniques.net. Provide a name for
your custom engine and select "Create”. You now have a custom search engine. You can cither embed this
search engine into a website or view the public URL to access it from within any web browser.

This basic functionality can be quite powerful. It is the method behind my custom Pastebin search engine
discussed in a later chapter. In that example, I created a custom search engine that scoured dozens of specific
websites in order to retrieve complete information about specific topics. This is only the first layer of a Google
custom search engine. Google offers an additional element to its custom engines. This new layer, labeled
Refinements, allows you to specify multiple actions within one custom search engine. The best way to explain
this is to offer two unique examples.

For the first example, I wanted to create a custom search engine that allowed us to search several social networks.
Additionally, we will isolate the results from each network across several tabs at the top of our search results.
The first step will be to create a new custom search engine by navigating to "All search engines" and clicking
"Add". Instead of specifying the two websites mentioned earlier, we will identify the websites to be searched as
the following.

Facebook.com X.com Instagram.com
LinkedIn.com YouTube.com TikTok.com

While this is not a complete list of active social networks, it represents the most popular social networks at the
time of this writing. At this point, our custom search engine would search only these websites and provide all
results integrated into one search result page. We now want to add refinements that will allow us to isolate the
results from each social network.

After you have added these websites, provided a name, and created your engine, select "Customize" in order to
view the configuration of this custom search engine. On the left menu, click on "Search Features" and then in
the main panel select "All Search Features settings". Selecting this should present a list of your engines. Select
your test engine and click "Search features". This will present a new option at the top of the page labeled
"Refinements". Click the "add" button to add a new refinement for each of the websites in this example. You
should create these in the same order that you want them to appear within the search results. For this
demonstration, I created the following refinements in order, accepting the default options.

Facebook Twitter Instagram
LinkedIn YouTube TikTok

When each refinement is created, you will have two options of how the search will be refined. The first option
of "Search within sites with this refinement” will force Google to remain within the search request and not
disclose other sites. The option of "Change priotity of sites with this refinement” will place emphasis on
matching rules, but will also reach outside of the rule if minimal results are present. I recommend using the first
option. Scroll down to "Attach sites", select the corresponding filter, and then "Save" for each website.

You should now have a custom search engine that will not only search several specific social network websites,
but it should also allow you to isolate the results for each network. Navigate back to "Setup" in the left menu
and select the Public URL link to see the exact address of your new engine. Go to that address and you should
see a very plain search engine. You can now search any term or terms that you want and receive results for only
the social networks that you specified. Additionally, you can choose to view all of the results combined or only
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the results of a specific network. Figure 17.04 displays the results when I searched the term "osint". In this
example, I have selected the Twitter refinement in order to only display results from twitter.com.

All Facebook Twitter Instagram Linkedin YouTube Tumblir

Figure 17.04: A Twitter refinement in a Google Programmable Search.

You can now bookmark this new search engine that you created and visit it whenever you have a target to search.
You can take your custom search engines to another level by adding refinements that are not website specific.
In the next example, we will make a search engine that will search the entire internet and allow us to filter by file

type.

Create a new custom search engine and title it "Documents”. Add only "google.com" as the website to be
searched. We do not actually want to search google.com, but a website is required to get to the edit panel.
Complete the captcha, click on "Create", and select "Customize". In the "Search Features" portion, enable the
"Search the entire web" toggle. Delete google.com from the sites to be searched. You now basically have a
custom search engine that will search everything. It will essentially do the same thing as Google's home page.
You can now add refinements to filter your search results. Select "All Search Features settings" button at the
top and add a new refinement. Title the new refinement "PDF"; change the default setting to " Change priority
of sites with this refinement"; expand the "Advanced" menu, and enter the following in the "Rewrite query
words" field.

ext:pdf

This will create a refinement that will allow you to isolate only PDF documents within any search that you
conduct. Save this setting and create a new refinement. Title it DOC; change the default search setting; and place
the following in the "Rewrite query words" field.

ext:doc OR ext:docx

This will create a new tab during your search results that will allow you to isolate Microsoft Word documents.
By entering both the doc and docx formats, you will be sure to get older and newer documents. The word "OR"
tells Google to search either format. Repeat this process for each of the following document types with the
following language for each type.

XLS (Excel Spreadsheets) - ext:xls OR ext:xlsx OR ext:csv
PPT (PowerPoint Files) - ext:ppt OR ext:pptx

TXT (Text Docs) - ext:txt OR ext:rtf

WPD (Word Perfect Docs) - ext:wpd

ODT (OpenOffice Docs) - ext:odt OR ext:ods OR ext:odp
ZIP (Compressed Files) - ext:zip OR ext:rar OR ext:7z

Figure 17.05 displays the results of a search for the term osint within this new engine. The All tab is selected
which reveals 717,000 results. Clicking the PowerPoint presentations option (PPT) reveals 45 files which contain
the term. There are endless possibilities with this technique. You could make an engine that isolated images with
extensions such as jpg, jpeg, png, bmp, gif, etc. You could also replicate all of this into a custom engine that only
searched a specific website. If you were monitoring threats against your company, you could isolate only these
files that appear on one or more of your company's domains.
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Aliresults PDF DOC XLS PPT TXT WPD ODT ZIP

Figure 17.05: A Documents File Type Google Custom Search.
Google Alerts (google.com/alerts)

When you have exhausted the search options on search engines looking for a target, you will want to know if
new content is posted. Checking Google results every week on the same target to see if anything new is out
there will get mundane. Utilizing Google Alerts will put Google to work on locating new information. While
logged in to any Google service, such as Gmail, create a new Google Alert and specify the search term, delivery
options, and email address to which to send the alert. In one of my alerts, Google will send an email daily as it
finds new websites that mention "Open Soutce Intelligence Techniques" anywhere in the site. Another one of
my alerts is for my personal website. I now receive an email when another site mentions or links to my website.
Parents can use this to be notified if their child is mentioned in a website or blog. Investigators that are
continuously seeking information about a target will find this beneficial.

Real World Application: A police detective was assigned a runaway case where a 15-year-old had decided to
leave home and stay with friends at an unknown location. After several extensive internet searches, a Google
Alert was set up using the runaway's name and city of residence. Within three days, one of the alerts was for a
blog identifying the runaway and where she was currently staying. Within 30 minutes, the unhappy child was
back home.

Bing (bing.com)

Google is not the only great search engine. While Google is the overwhelming choice of search engines used
today, other sites should not be ignored, especially when having trouble locating any information on a subject.
Bing is Microsoft's competition to Google and provides a great search experience. In 2009, Yahoo seatch
(yahoo.com) began using the Bing search engine to produce search results. This makes a Yahoo search redundant
if a Bing search has already been conducted. The same tactics described previously, and in the numerous Google
books, can be applied to any search engine. The site operator and the use of quotes both work with Bing exactly
as they do with Google. Bing also introduced time filtered searching that will allow you to only show results
from the last 24 hours, week, month, year, or custom range. At the time of this writing Bing is including a set of
"Generated using AI" results which are seldom pertinent in my expetience. There are a couple of additional
operators that are important that only apply to Bing. Bing offers an option that will list every website to which
a target website links, and is the only search engine that offers this service.

Bing LinkFromDomain

I conducted a search on Bing of "LinkFromDomain:inteltechniques.com". Note that there are no spaces in the
entire search string and you should omit the quotation marks. This operator creates a result that includes every
website to which I have a link, located on any of the pages within my website. This can be useful to an
investigator. When a target's website is discovered, this site can be large and contain hundreds of pages, blog
entries, etc. While clicking through all of these is possible, sometimes links are hidden and cannot be seen by
visually looking at the pages. This operator allows Bing to quickly pull links out of the actual code of the website.

Bing Contains
Earlier, I discussed searching for files with specific file extensions on Google. The "filetype" and "ext" operators

that were explained both work on Bing the same way. However, Bing offers one more option to the mix. The
"contains" operator allows you to expand the parameters of the file type search. As an example, a Bing search
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of "filetype:ppt site:cisco.com"” returns 13,200 results. These include PowerPoint files stored on the domain of
cisco.com. However, these results do not necessarily include links on the cisco.com website to PowerPoint files
stored on other websites. A search on Bing for "contains:ppt site:cisco.com" returns 36,200 results. These
include PowerPoint files that are linked from pages on the domain of cisco.com, even if they are stored on other
domains. This could include a page on cisco.com that links to a PowerPoint file on hp.com. In most cases, this
search eliminates the need to conduct a filetype search, but both should be attempted.

Google Images (images.google.com)

Google Images scours the web for graphical images based on a search term. Google obtains these images based
on keywords for the image. These keywords are taken from the filename of the image, the link text pointing to
the image, and text adjacent to the image. This is never a complete listing of all images associated with a subject,
and will almost always find images completely unrelated to a target. In the case of common names, one should
enclose the name in quotes and follow it with the city where the subject resides, place of employment, home
town, or personal interests. This will help filter the results to those more likely to be related to the subject. When
results are displayed, clicking the "Tools" button will present five new filter menus and an advanced search
button. This menu will allow you to filter results to only include images of a specific size, color, time range,
image type, or license type. The most beneficial feature of Google Images is the reverse image search option.
This will be explained in great detail later in the book.

Bing Images (bing.com/images)

Similar to Google, Bing offers an excellent image search. Both sites autoload more images as you get toward the
end of the current results. This eliminates the need to continue to load an additional page, and leads to faster
browsing. Bing also offers the advanced options available on Google, and adds the ability to filter only files with
a specified layout such as square or wide. Bing provides a "filter" option in the far right of results that provides
extended functionality. The People tab offers restriction for images of "Just faces" and "Head & shoulders". It
also provides suggested filters with every image search. Clicking image search links may provide additional
photographs of the specific target based on the listed criteria. This intelligence can lead to additional searches
of previously unknown affiliations.

International Search Engines

Search engines based in the U.S. are not the primary search sites for all countries. Visiting search sites outside
of the U.S. can provide results that will not appear on Google or Bing. In Russia, Yandex is the chosen search
engine. Yandex offers an English version at yandex.com. These results are often similar to Google's; however,
they are usually prioritized differently. In the past, I have found unique intelligence from this site when Google
let me down. In China, most people use Baidu. It does not offer an English version; however, the site is still
usable. Striking the "entet" key on the keyboard after typing a search will conduct the search without the ability
to understand the Chinese text. New results not visible on Google or Bing may be rare, but an occasional look
on these sites is warranted.

Yandex (yandex.com)

In a previous edition of this book, I only made a brief reference to Yandex and quickly moved on. In the past
few years, I have discovered many advanced features of Yandex which justify an expanded section. Visually, the
Yandex home page and search results pages do not possess additional search operators. These options are only
available by issuing a direct command within your search. While this can be more cumbersome than a Google
search, the results can include much new data. Some of these searches can be overkill for daily use, but those
who conduct brand reputation monitoring or extensive background checks may take advantage of this.

Exact terms: Similar to Google and Bing, quotation marks will search for exact terms. Searching "Michael
Bazzell" inside of quotes would search those terms, and would avoid "Mike" or "Bazel".
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Missing word: You can search an exact phrase without knowing every word of the phrase. A seatch for "Open
Source * Techniques" inside of quotation marks will identify any results that include that phrase with any word
where the asterisk (*) is located. This identified not only results with the title of this book, but also results for
"Open Source Development Techniques” and "Open Soutce Responsive Techniques”. This search can be very
useful for identifying a person's middle name. "Michael * Bazzell" produced some interesting results.

Words within the same sentence: The ampersand (&) is used in this query to indicate that you want to search
for multiple terms. "Hedgehog & Flamingo", without the quotation marks, would identify any websites that
contained both of those words within one sentence. If you want the results to only include sentences that have
the two words neat each other, you can search "Hedgehog /2 Flamingo". This will identify websites that have a
sentence that includes the words Hedgehog and Flamingo within two words of each other.

Words within the same website: Similar to the previous method, this search identifies the searched terms
within an entire website. "Hedgehog && Flamingo", without quotation marks, would identify pages that have
both those words within the same page, but not necessarily the same sentence. You can also control the search
to only include results that have those two words within a set number of sentences from each other. A search
of "Hedgehog && /3 Flamingo", without the quotation marks, would identify websites that have those two
words within three sentences of each other.

Include a specific word: In Google and Bing, you would place quotation marks around a word to identify
pages that contain that word in them. In Yandex, this is gained with a plus sign (+). Michael +Bazzell would
mandate that the page has the word Bazzell, but not necessarily Michael.

Search any word: In Google and Bing, you can use "OR" within a search to obtain results on any of the terms
searched. In Yandex, this is achieved with the pipe symbol (|). This is found above the backslash (\) on your
keyboard. A search of "+Bazzell Michael | Mike | M", without quotation marks, would return results for Michael
Bazzell, Mike Bazzell, and M Bazzell.

Exclude a word: Google and Bing allow you to use a hyphen (-) to exclude a word in a search. Yandex does
not technically support this, but it seems to work fine. The official Yandex operator is the tilde (~). A typical
search would look like "Michael Bazzell ~ Mike", without the quotation marks. This would identify websites
that contained Michael Bazzell, but not Mike Bazzell. Using only one tilde will exclude only results where the
unwanted term is in the same sentence as the keyword. I prefer to stick with the hyphen (-) until it no longer
works.

Multiple identical words: This is a technique that I have needed several times in the past before I learned of
Yandex's options. You may want to search for websites that contain a specific word more than once. An example
might be if you are searching for someone that has two identical words in his or her full name. "Carina Abad
Abad" would fit in this scenatio. You could use quotation marks to identify the majority of the results, but you
would filter out anything that was not exact such as Abad,Abad, Abad-Abad, or AbadAbad. This is where the
exclamation point (!) comes in. A search of "lCarina [Abad |Abad", without quotation marks, would identify any
results that included those three words regardless of spacing or punctuation.

Date specific searches: While Google provides a menu to filter your searches by date, Yandex's time period
filter has no custom range option. You must specify the date range within the search using operators. The
following queries should explain the options.

date:20111201..20111231 OSINT - Websites mentioning OSINT between December 1-31, 2011
date:2011* OSINT - Websites mentioning OSINT in the year 2011

date:201112% OSINT - Websites mentioning OSINT in December of 2011

date:>20111201 OSINT - Websites mentioning OSINT after December 1, 2011
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Standard operators: Most of the operators explained earlier for Google and Bing should also work in Yandex.
The commands for Site, Domain, Inutl, and Intitle should work the same way. Yandex maintains a list of
operators at https://yandex.com/support/search/query-language/search-operators.html. All Yandex operators
work together and multiple operators can be used to form very specific searches. Figure 17.06 displays the results
for a search of any websites from 2013 with the phrase Michael Bazzell and the word OSINT while excluding
the word Mike.

Yandex date:2013* "OSINT" "Michael Bazzell" -Mike Search

Web Results with the word 'Mike' were excluded = Cancel

a Open Source Intelligence Techniques: Resources for Searching...
amazon.com > Open-Source-Intelligence-Techniques-...
Michael Bazzell spent 18 years as a government computer crime investigator. ... | think this

Figure 17.06: A custom Yandex search.

There are hundreds of additional international search engines. Of those, most are extremely specialized and do
not offer great general search. The following have been most beneficial to my international investigations, in
order of usefulness. I have included a direct search URL, which could be useful for your custom search tools.

Baidu http://www.baidu.com/sPwd=osint

Sogou https://www.sogou.com/webrquery=osint

So https://www.so.com/s?q=osint

Mail.ru https://go.mail.ru/search?q=osint

Goo https://search.goo.ne.jp/web.jspPMT=osint
Daum https://search.daum.net/search?w=tot&q=osint
Parseek http://parseek.com/Search/?q=osint

Naver https://search.naver.com/seatch.naver?query=osint
Coccoc https://coccoc.com/search?query=osint
Seznam https://search.seznam.cz/?q=osint

Rediff https://www.rediff.com/search/osint

I Search From (isearchfrom.com)

If you want to search Google within a version specified for another country, this site simplifies the process.
Choose the country and language, and the tool will do the rest. While testing this service, I entered Japan as my
country, English as my language, an iPad as my device, and OSINT as my search term. I was presented a
google.co.jp search page in tablet view. Many results were similar to the U.S. version, but all were in a unique
order. I find this useful when searching for international targets when I do not want bias toward a U.S. user.
The "News" tab of foreign searches is often catered toward that geographical audience. This can display
emphasis on news articles which would otherwise be buried in a typical Google result page.

Web Archives

Occasionally, you will try to access a site and the information you are looking for is no longer there. Maybe
something was removed, amended, or maybe the whole page was permanently removed. Web archives, or
"caches", can remedy this. I believe that these historical copies of websites are one of the most vital resources
when conducting any type of online research. This section will explain the current options in order from most
effective to least.
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Google Cache (google.com)

Google recently removed the option to pull up cached pages directly from search results. The "Cached" option
in the drop down menu is no longer present. Google has also clearly stated that they will no longer be supporting
the "cache:" search operator. Currently we can regain some access to Google cache results by appending the
target page to the specific Google URL of "https://webcache.googleusercontent.com/search?q=cache:". For
example, https://webcache.googleusercontent.com/search?q=cache:phonelosers.org displays a cached copy of
phonelosers.org. This version was taken four days prior to the current date, and displays information different
from the current version. Google may eventually remove access to indexed pages altogether and 1 find myself
more often relying on other search engines for access to cached versions of a target page.

Bing Cache (bing.com)

Unlike Google, Bing offers a cached view of many websites directly in their search results. Searching for a
domain name, such as phonelosers.org, will present many results. The first result should link to the actual
website. Directly next to the website name is a small green down arrow. Clicking it will present the option of
"Cached". Clicking this link will display a previous version of the target website as collected by Bing. Figure
17.07 (first image) displays their menu option.

Yandex Cache (yandex.com)

The Russian search engine Yandex was already explained, but it is important to note now that it also possesses
a cache option. If Yandex has a cached copy of a page, clicking on the three vertical dots next to a search result
will show an option of "Saved copy". Figure 17.07 (second image) displays their cache menu option. Selecting
the Saved copy option opens a new tab displaying the most recent Yandex archive of the page. The top banner
displays the date and time of capture, the original website address, and a search option to highlight selected
keywords within the result. Another benefit of the Yandex cache is that the results are sometimes older than
those on Google or Bing. While this may sound counterintuitive, an older cache can be very helpful in an
investigation.

The Wayback Machine (web.archive.org)

The Wayback Machine will provide a much more extensive list of options for viewing a website historically.
Searching for phonelosers.org displayed a total of 1,280 captures of the site dating from 12/21/1997 through
8/14/2024 (Figure 17.08). Clicking the links presents quite a display of how the site has changed. Graphics are
archived as well, proving that we should always think twice about which photos we post to the internet. Each
view of the archived page will allow the user to click through the links as if it were a live page on the original
web server. Clicking through the timeline at the top of each page will load the viewed page as it appeared on the
date selected.

Wayback Search

Until 2016, you could not search keywords across Wayback Machine data. You had to know the exact URL of
a target website, or at least the domain name. Today, we can search any terms desired and connect directly to
archived data. At the time of this writing, a search bar was present at the top of every Wayback Machine page.
If that should change, you can also conduct a search via a direct URL. The following address searched "phone
losers" throughout the entite archive of information.

https://web.archive.org/web/*/phone losers
The results identify over twenty websites that include these terms. Within those sites are dozens of archived

copies of each. This data represents decades of content at your fingertips. Much of it is offline and unavailable
on the current public internet. Many domains have completely shut down. The results include several sites in
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addition to phonelosers.org, and you would not find these by searching the domain directly through the Wayback
Machine. This is a reminder that we should check all available resources before completing our investigations.

Searching All Resources

Occasionally, there are websites that surface claiming to be able to extract and rebuild entire websites from
online caches. In my experience, none of these have ever provided a complete historical view versus a manual
approach. Engines such as Bing and Yandex generate a unique code when a cache is displayed. This action
prevents most automated search tools from collecting archived information. I do not believe any option, other
than navigating to each resource, will present you with the content that you need. I bookmark each of these
services in an individual folder titled Archives and open each tab when I have a domain as a target. I have also
created an online tool that will collect your target domain and forward you to the appropriate archive page. This
will be explained later when discussing domain searches.

Finally, it is important to acknowledge that these resources can be beneficial when everything on a website
appears to be present and unaltered. While caches work well on websites that have been removed and are
completely empty, they also can tell a different story about websites that appear normal. Any time that I find a
website, profile, or blog of interest, I immediately look at caches hoping to identify changes in content. These
minor alterations can be very important. They highlight information that was meant to be deleted forever. These
details can be the vital piece of your investigation puzzle. Most people have no idea that this technique exists.

Phone Losers of America
https:/iphonelosers.com ~

&

Phone Losers of Ame cacned 'he happiest place in Roy, New Mexico

Phone Losers of America — The happiest place in Roy, New...

phonelosers.com n phonelosers.com

the dating Ife of a

Saved copy

Figure 17.07: Cache menu options on Bing and Yandex.

Saved 1,482 times between Decembe 7 and Aug
11 u.u.n-“him.hah.um-uihmuui“h 1
2001 2002 2003 2004 2005 2006 2007 2008 2000 2010 2011 2012 2013 2014 2015 017 2018 2019 2020 220210 202 2023 PIPH

Figure 17.08: Wayback Machine results for an archived website.
Non-English Results

Not every piece of information that will be useful to you will be obtained by standard searches within English
websites. Your target may either be from another country or have associates and affiliations in another country.
While Google and Bing try to pick up on this, the technology is not perfect. Google has a search site and
algorithm that change by location. For example, google.fr presents the French search page for Google. While
this may produce the same overall results, they are usually in a different order than on google.com. Google no
longer maintains a page with links to each international version of its search, but I have a preferred method.
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2Lingual (2lingual.com)

This page will allow you to conduct one search across two country sites on Google. The Google search will
display a plain search box and choices of two countries. The results will display in single columns next to each
other. Additionally, the foreign results will be automatically translated to English. This feature can be disabled,
if desired. The first few sponsored results (ads) will be similar, but the official results following should differ.
This site can also be helpful when demonstrating to someone the importance of searching targets through
multiple countries.

Google Translator (translate.google.com)

Many websites exist in non-English languages. As internet enthusiasts, we tend to focus on sites within our
home area. There is a wealth of information out there on sites hosted in other countries which are presented in
other languages. Google Translator will take text from any site or document and translate the text to a variety
of languages. Usually, the service will automatically identify the language of the copied and pasted text. Selecting
the desired output will provide the translation. Alternatively, you can translate an entire website in one click
which will give a native view of the layout of the site. Instead of copying individual text to the search box, type
or paste in the exact URL (address) of the website you want translated. Clicking the "Translate" button will load
a new page of the site, which will be translated to English. This translation is rarely, if ever, perfect. However, it
should give you an idea of the content presented on the page. This will also work on social network sites such
as X (Twitter) and Instagram.

Bing Translator (bing.com/translator)

A few years after Google introduced free translation services, Bing created their own product. At first glance, it
looks like a replica of Google's offering. However, Bing's translations are usually slightly different than Google's
results. Similar to Google, you can also type or paste an entire foreign website to conduct a translation of
everything on the target page.

DeepL (deepl.com/translator)

While smaller than Google or Bing, this may be the most accurate translator service I have found. The page
appears and functions identical to the previous options, but the results may be substantially different.

Additional Online Translators

A few more online translation tools worth mentioning ate PROMT Online Translator (https://www.online-
translator.com/translation). Libre Translate (https://libretranslate.com/), Lingva (https://lingva.ml/), and
MyMemory (https://mymemory.translated.net/). These services each provide independent translations. I
recommend adding all of these as bookmarks and experimenting with each.

Google Input Tools (google.com/inputtools/try)

There is one last feature regarding foreign language searching that I have found useful. Google's Input Tools
allow you to type in any language you choose. Upon navigating to the above website, choose the language of
your target search. In Figure 17.09, I have chosen Russian as the language and typed "Online Investigation" on
a standard English keyboard. The result is how that text might appear in traditional Cyrillic letters. I can now
search for pages which include my keywords in Russian as well as in English. This technique is extremely
important when you have located a username in a foreign language. As with all computer-generated translation
services, the results are never absolutely accurate. I expect this technology to continue to improve.
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Russian v | py, ~

OHNIUHE UHBEeCTUraTuoH

Figure 17.09: A Google Input Tools translation from English to Russian.
Google News Archive (news.google.com)

This can be an amazing resource of information about a target. In the past, if someone relocated to a new
geographical area, he ot she could leave the past behind and start over. Today, that is difficult. Google's News
Archive is continually adding content from both online archives and digitized content from their News Archive
Partner Program. Sources include newspapers from large cities, small towns, and anything in between. The link
referenced above will allow for a detailed search of a target's name with filters including dates, language, and
specific publication. In order to display this menu, click on the down arrow to the right of the search box. This
can quickly identify some history of a target such as previous living locations, family members through obituaries,
and associates through events, awards, or organizations.

Google Newspaper Archive (news.google.com/newspapers)

The previous option focused solely on digital content, such as your local newspaper website. Google's
Newspaper archive possesses content from printed newspapers. All results on this site consist of high-resolution
scanned newspaper pages. In my experience, this collection is not as extensive as the next option discussed.
However, it is definitely worth a look, and will likely continue to grow.

Newspaper Archive (newspaperarchive.com)

This paid service provides the world's largest collection of newspaper archives. The high-resolution PDF scans
of entire daily newspapers range in date from the 1800's until present. The first four editions of this book
explained a method of using the Google Site operator and cached results to obtain practically any page of this
newspaper collection without paying or subscribing. These vulnerabilities have all been patched and none of
those techniques work today. Fortunately, Newspaper Archive still offers a 7-day free trial with unlimited access
to every archive. While multiple trials can be obtained, each require a unique credit card number and email
address. Many libraries have asked this service to scan their entire microfilm archives and make them freely
available online. You will not find any mention of this free alternative on their home page, but a bit of searching
will guide you to the right place. The following search on Google identifies hundreds of public libraries that pay
for your access to their archives.

" "create free account”

site:newspaperarchive.com "This archive is hosted by
The first part of the search tells Google to only look at the website newspaperarchive.com. The second part
mandates that the exact phrase "This archive is hosted by" appears in the result. The final piece isolates only the
newspaper collections that are available for free and without a credit card. This identifies the landing pages of
the various libraries that have made their collections freely available. While you will still be required to register
through the service, payment is not required for these collections. Consider the following usage that will likely
present you with free views of Newspaper Archive whenever you need them.

On 12/13/2017, I navigated to newspaperarchive.com/advancedsearch/ and conducted an advanced search for
anyone named Michael Williams from Cedar Rapids, lowa. Newspaper Archive presented several results from
the Cedar Rapids Gazette. Clicking on any of these results prompted me to create an account and forced me to
enter a valid credit card number to proceed. I could not create an account from any of the pages without
providing payment. Instead, I conducted the following Google search.
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site:newspaperarchive.com "This archive is hosted by" "

cedar rapids gazette"

The first result was a direct connection to crgazette.newspaperarchive.com. Clicking this link presented a page
dedicated to searching over 40 newspapers within the Cedar Rapids and Des Moines areas. In the upper right
corner was a link titled "Create Free Account”. I clicked this link and provided generic details and a throwaway
email address. The membership choices now include a completely free option, which will only allow access to
the lowa newspapers. After creating my free online account, I returned to the portal at
crpubliclibrary.newspaperarchive.com and repeated the search of my target. Every link allowed me full
unrestricted access to the high-resolution images.

While still logged in to this account, I navigated to delawarecolib.newspaperarchive.com, the direct page
associated with the Delaware County Library (which I found through the original Google search in this section).
I was not authorized to view this newspaper collection. However, after clicking "Create Free Account” on this
page, I entered the same data as previously provided to the Iowa newspaper. After verifying my email address,
I was allowed immediate access to this series of newspapers.

This technique will not obtain access to every collection on Newspaper Archive. However, it will provide a
surprising amount of free access to huge collections internationally. During an hour of downtime, I created a
free account on every library collection I could locate, using the same credentials on each. I can now log in to
my single Newspaper Archive account and navigate the site from any page. When I reach a newspaper of interest
after a search, I will be given full access if it is within a free collection. This is all thanks to the local libraries that
have paid this site to give free access to the public. If the free trial of Newspaper Archive or the free library
collections do not offer enough content, consider the following options.

Old Fulton (fultonhistory.com/Fulton.html):
57,000,000 scanned newspapers from the United States and Canada.

Library of Congress US News Directory (chroniclingamerica.loc.gov):
Scanned newspapers from the United States dated 1756-1963.

Library of Congress US News Directory (chroniclingamerica.loc.gov/search/titles):
Directory of newspapers from the United States dated 1690-Present.

Small Town Newspapers (stparchive.com):
Scanned and text versions of small town newspapers since 1890

Note that the search features on all of these options are mediocre at best. Always consider a Google search,
such as site:stparchive.com "michael bazzell".

Google Advanced Search (google.com/advanced_search)

If the search operators discussed in this chapter seem too technical, Google offers an advanced search page that
simplifies the process. Navigating to the above website will present the same options in a web page that are
possible by typing out the operators. This will help you get familiar with the options, but it will be beneficial to
understand the operators for later use. The Advanced Search page will allow you to specify a phrase for which
you are searching, just like the quotes in a search will allow. The site and filetype operators used earlier can be
achieved by entering the desired filters on this page. It should be noted that the file type option on this page is
limited to popular file types, whereas the filetype operator can handle many other file extensions.

Bing Advanced Search (search.yahoo.com/web/advanced)

Bing does not technically provide an advanced seatch page similar to Google's. However, since Yahoo uses
Bing's search, you can use Yahoo's advanced search page as a replacement. This page will allow you to easily
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create a search that filters by individual terms, exact phrases, omitted terms, specific domains, file formats, and
languages.

Additional Google Engines

Google isolates some search results into specialized smaller search engines. Each of these focuses on a unique
type of internet search. The following engines will likely give you results that you will not find during a standard
Google or Bing search. While some results from these unique searches will appear within standard Google
results, the majority will be hidden from the main page.

Google Patents (google.com/?tbm=pts)

Google probably has the best patent search option on the internet. It allows you to search the entire patent
database within any field of a patent. This can be useful for searching names associated with patents or any
details within the patent itself. If you need further help, Google offers an advanced patent search at
google.com/advanced_patent_seatch.

Google Scholar (scholar.google.com)

Google Scholar is a freely accessible web search engine that indexes the full text of scholarly literature across an
array of publishing formats. It includes most peer-reviewed online journals of Europe's and America's largest
scholarly publishers, plus many books and other non-peer reviewed journals. My favorite feature of this utility
is the case law and court records search. I have located many court records through this free website that would
have cost money to obtain from private services.

Keyword Tool (keywordtool.io)

Keyword Tool displays autocomplete data from Google, Bing, YouTube, and the App Store. You have likely
noticed that Google quickly offers suggestions as you type in your search. This is called autocomplete. If I were
to type "mach" into Google, it would prompt me to choose from the most popular searches when people typed
those letters. This information may lead you to new terms to search in reference to your investigation. The
advantage of Keyword Tool over Google is that Google only provides the five most popular entries. Keyword
Tool provides the ten most popular entries. Additionally, you can choose different countries to isolate popular
terms. You can also see results from similar searches that Google does not display. Keyword Tool will redact
some results and present pop-ups unless you sign up for a free trial. The pop-ups can be blocked using uBlock
Origin as discussed earlier in this book.

Real World Application: I have successfully used this technique during the investigation of many businesses.
1 was once asked by a medium-sized business to investigate reports of a faulty product that they had recently
recalled. They wanted to see customer complaints. After searching the typical review websites, I conducted a
search with Keyword Tool. I discovered that the 9t most popular search involving this specific product name
included a term that was a misspelling of the product name. It was different enough in spelling that my searches
were missing this content. Knowing this information, I was able to locate more relevant data for the client.

This can also be very valuable for marketing and promotion. Assume I want to know what additional terms
people search when they start with the word osint. Maybe I want to buy Google ads or tweak my website to be
noticed more often. With this tool, I now know that the following are the most popular osint-related searches
on Google.

osint meaning
osint websites
osint techniques
osint training
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The YouTube tab tells me that people are searching for videos related to the following terms.

osint tools

osint investigations
osint phone number
osint analysis

Finally, I see that Bing users seem to be a bit more focused with the following queries.

osint resources

osint api

osint mind map
osint michael bazzell

Other Alternatives

Google and Bing are great, but they do not do it all. There will always be a need for specialized search engines.
These engines usually excel in one particular search method which justifies the lack of search power in other
areas. The sites listed in this next section represent the extreme minority when it comes to search traffic. It is
often sites like these that implement the technologies that we later take for granted in more popular engines.

Searx (baresearch.org)

This meta-crawler was previously explained as a self-hosted option within our VM (preferred), but an online
instance is also available. It presents results from Google, Bing, and others. It often gets dismissed as another
comparison search site, but there are many other advantages to using this service. First, conducting a search will
provide results from the main search engines, but will remove duplicate entries. This alone is a quick way to
conduct your due-diligence by checking Google and Bing. Next, the top row of options will allow you to repeat
this redundancy-reducing option by checking results on Images, News, and Videos sections. Next to each result
on any search page is a "cached" link. Instead of opening the Google or Bing cache, clicking this will open the
cached page of the target website through the Wayback Machine. Finally, a "proxied" option next to each result
will connect you to the target website through a proxy service provided by Searx. This is basically a layer of
privacy preventing the website owner from collecting data about you, such as your IP address. Technically, Searx
opened the target site, and their data would be tracked instead of yours. There are ways for adversaries to bypass
this "anonymity", but it is decent protection for most sites.

If you have executed the self-hosted option previously presented, then you may never need an online instance
such as baresearch.org. Using your own self-hosted instance also prevents any third-party instances from
snooping on your queries.

DuckDuckGo (duckduckgo.com)

This search engine with a clean interface offers two unique services. It has gained a lot of popularity because it
does not track anything from users. Engines, such as Google, record and maintain all of your search history and
sites visited. This can be a concern to privacy advocates and those with sensitive investigations. Additionally, it
uses information from crowd-sourced websites such as Wikipedia and Wolfram Alpha to augment traditional
results and improve relevance. You will receive fewer results here than at more popular search engines, but the
accuracy of the results will improve.

Start Page (startpage.com)

Similar to DuckDuckGo, Start Page is a privacy-focused search engine that does not reveal your connection
information to traditional search engines. The difference here is that Start Page only includes Google results

Order 0155851055 Search Engines 205



versus DuckDuckGo's collaboration of multiple sources. The benefit to this is the ability to use Google's filters
while still protecting your identity. This includes filtering by date, images, and videos. Another benefit is the
ability to open any result through a "proxy" link. This option, labeled "Visit in Anonymous View " below each
search result, opens the linked page through Start Page's servers and displays the content within their site. This
protects your IP address from anyone monitoring connections at the target website. While this technique is not
foolproof, it provides a valid layer of protection. My search strategy involves Start Page whenever I have a
sensitive search that I do not want to associate with my computer or internet connection. This might include
investigations that involve highly sensitive topics such as tech-savvy stalker suspects.

Qwant (qwant.com)

Qwant attempts to combine the results of several types of search engines into one page. It was launched in 2013
after two years of research. It has an easily digestible interface that displays results in columns titled All, News,
Images, Videos, and Shopping. There is a Google "feel" to it and the layout can be changed to your own
preferences. A default search of my own name provided the expected results similar to Google and Bing.
Clicking on the tabs at the top introduced new results not found on the other engines. The results included
recent posts from X (Twitter), Facebook, LinkedIn, and Myspace from and about people with my name.

Million Short (millionshort.com)

This website offers a unique function that is not found on any other search engine. You can choose to remove
results that link to the most popular one million websites. This will eliminate popular results and focus on lesser-
known websites. You can also select to remove the top 100,000, 10,000, 1,000, or 100 results. Million Short now
requires that we register a free account, but they will accept addresses from forwarding/masking services.

Tor Search Engines

Tor is free software for enabling anonymous communication. The name is an acronym derived from the original
software project name The Onion Router. Tor directs internet traffic through a free, worldwide, volunteer
netwotk consisting of more than six thousand relays to conceal a uset's location and usage from anyone
conducting network surveillance or traffic analysis. Using Tor makes it more difficult for internet activity to be
traced back to the user. This also applies to a website that is hosted on the Tor network. Usually, these sites
include illegal drug shops, child exploitation swaps, and weapon sales. Because these sites are not hosted on
publicly viewable networks, they are hard to locate and connect. Tor-based search engines and a proxy aid this
process.

Ahmia (ahmia.fi)

This is a very powerful Tor search engine. While no engine can index and locate every Tor website, this is the
most thorough option that I have seen. It should be the first engine used when searching Tor related sites. The
links in the results will not load if searching through a standard browser and connection. Using the Tor Browser
discussed previously is the ideal way to use this service.

Tor Link (tor.link)

This engine appeared in 2022 and was quite promising. Although it will often provide fewer results than Ahmia,
the results often include sites not present in the Ahmia results. This has complemented Ahmia well for many of
my Tor-based investigations.

Onionland Search (onionlandsearchengine.net)

This service relies on Google's indexing of Tor sites which possess URL proxy links. However, I find some
"hidden" sites with this utility which were not presented by the previous options.
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Tor Search Sites

I believe some of the strongest Tor search engines exist only on the Tor network. You cannot access them from
a standard internet connection, and the Tor Browser is required for native use (alternatively you can use the
TOR functionality in Brave). My favorite is "Torch", which can be found at the following address if connected
to Tor.

http://torchdeedp3i2jigzjdmfpn5Stjhthh5wbmda2rr3jvqjg5p77c54dgd.onion

Alternatives to Torch include Haystack and Tor66, which can each be accessed at the following addresses via
the Tor network.

http:/ /haystak5njsmn2hgkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid.onion.
http:/ /tor66sewebgixwheqfnp5inzp5x5uohhdy3kvtnyfxc2e5mxiuh34iid.onion

All of the options presented here, and several others, are available for automatic queries within your custom
search tool, as presented in a moment. Please note that these sites appear, disappear, and reappear often.

Search Engine Collections

I believe I could fill several chapters with tutorials for the hundreds of search engines available today. Instead, 1
point you toward two of the best collections I have found.

Search Engine Colossus (searchenginecolossus.com)

This website is an index of practically every search engine in every country. The main page offers a list of
countries alphabetically. Each of these links connects to a list of active search engines in that country. I stay
away from this service when searching American-based subjects. However, if my target has strong ties to a
specific country, I always research the engines that are used in that area through this website.

Fagan Finder (faganfinder.com)

This website offers an interactive search page which populates your query into hundreds of options. Enter your
search term in the field and click any of the hundreds of buttons to begin a search. Many of the search services
are targeted toward niche uses, but you may find something valuable there which you do not see on the custom
offline search tool provided at the end of this chapter.

FTP Search

I believe that the searching of File Transfer Protocol (FTP) servers is one of the biggest areas of the internet
that is missed by most online researchers. FTP servers are computers with a public IP address used to store files.
While these can be secured with mandated access credentials, this is rarely the case. Most are public and can be
accessed from within a web browser. The overall use of FTP to transfer files is minimal compared to a decade
ago, but the servers still exist in abundance. I prefer the manual method of searching Google for FTP
information. As mentioned earlier, Google and Bing index most publicly available data on FTP servers. A
custom search string will be required in order to filter unwanted information. If I were looking for any files
including the term "confidential" in the title, I would conduct the following search on Google and Bing.

inurl:ftp -inurl:(http | https) "confidential"
The result will include files from ftp servers (inurl:ftp); will exclude any web pages (-inurl:(http | https); and

mandate that the term "confidential" is present (""). I have located many sensitive documents from target
companies with this query. The above search yielded 107,000 FTP results. However, these specific hits are not
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the only valuable data to pursue. Consider the following example. I want to locate PDF documents stored on
FTP servers that contain "cisco" within the title or content, and I conduct the following search on Google.

inurl:ftp -inurl:(http | https) "cisco" filetype:pdf

This results in 20,000 options within multiple FTP servers hosted on numerous domains. The first result is
hosted on the Southwest Cyberport FTP server and connects to a PDF document at the following address. It
appears to be a chapter of a textbook.

ftp:/ /ftp.swep.com/pub/cisco/03chap01.pdf

Manually changing the last "01" to "02" loads the second chapter of the book. However, it is easier to eliminate
the document name altogether and browse the directory titled "cisco". The first of the following addresses
displays the contents of that folder, while the second displays the content of the "pub" folder. Copy these directly
into a web browser to see the results.

ftp:/ /ftp.swep.com/pub/cisco/
ftp:/ /ftp.swep.com/pub/

This type of manual navigation will often reveal numerous publicly available documents that traditional searches
withhold. I have located extremely sensitive files hosted by companies, government agencies, and the military.
Most File Transfer Protocol (FTP) servers have been indexed by Google, but there are other third-party options
that are worth exploring. At the end of each description, I identify the number of results included for the search
"Cisco" "PDF".

Napalm FTP (scarchftps.net)

This FTP search engine often provides content that is very recent. After each result, it displays the date that the
data was last confirmed at the disclosed location. This can help locate relevant information that is still present
on a server. While it generated the most results of all four services, many of them were no longer available on
the target FTP servers. Some could be reconstructed with cached copies, but not all.

"Cisco" "PDF": 3,384
Mamoht (mmnt.ru)

This Russian FTP server allows you to isolate search results by the country that is hosting the content. This is
likely determined by IP address. While most of the filtered results will be accurate, I recommend searching
through the global results before dismissing any foreign options. My favorite feature of this engine is the "Search
in found" option. After conducting my search, I checked this option and my search field was cleared. I entered
"router" and clicked search again. I was prompted with the 436 results within my original hits that also included
the word router. While this could have been replicated manually, I appreciate the option.

"Cisco" "PDF": 789 results

For compatison, Google found 19,600 results for inurl:ftp -inutl:(http | https) "Cisco" "PDF".

FreewareWeb (freewareweb.com/ftpsearch.shtml)

This service is less robust than the previous options, but it should not be ignored. In 2022, I was searching for

documents with a unique file extension. This was the only service which presented the documents I needed,
which were contracts signed by my target.
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NerdyData (nerdydata.com/reports/new)

Google, Bing, and other search engines search the content of websites. They focus on the data that is visually
present within a web page. NerdyData searches the programming code of a website. This code is often not
visible to the end user and exists within the HTML code, JavaScript, and CSS files with which most users are
not familiar. This code can be extremely valuable to research in some scenarios. Viewing the source code of a
website can be done by right-clicking on the background of a page and selecting "View Source". The following
two examples should explain a small portion of the possibilities with this service.

In later chapters, you will learn about free services that try to identify additional websites that may be associated
with your target website. The backbone of these services relies on the indexing of programming data of websites.
Nerdy Data may be the purest way of searching for this data. If you were to look at the source code of one of
my previous websites (no longer online), you would have seen at the bottom that I used a service called Google
Analytics. This service identifies the number of visitors to a website and the general area where they are located.
The following is the actual code that was present.

<sctipt type="text/javascript">

try {var pageTracker = _gat._getTracker("UA-8231004-3");
pageTracker._trackPageview();

} catch(err) {}</script>

The important data here is the "UA-8231004-3". That was my unique number for Google Analytics. Any website
with which I used the service would have needed to have that number within the source code of the page. If
you searched that number on NerdyData a few years prior, you would have received interesting results.
NerdyData previously identified three websites that were using that number, including computercrimeinfo.com
and two additional sites that I maintained for a law firm. You can often find valuable information within the
source code of your target's website.

Many web designers and programmers steal code from other websites. In the past, this would be very difficult
to identify without already knowing the suspect website. With NerdyData, you can perform a search of the code
of concern and identify websites that possess the data within their own source code. In 2013, I located a custom
search website at the YGN Ethical Hacker Group that inspired me to create my own similar search service. 1
was curious if there were any other search websites that possessed this basic code that might give me more ideas.
I'looked at the source code of the website and located a small piece of code that appeared fairly unique to that
service. I conducted a search on Nerdy Data for the following code.

<li>http://yehg.net/qr[keyword]&c=[category] (qPyehg.net&c=Recon)</li>

This code was within the JavaScript programming of the search website. The search results identified 13 websites
that also possessed the same code. Two of these results were hosted on the creator's website, and offered no
additional information. Three of the results linked to pages that were no longer available. Three of the results
linked to pages that were only discussing the code within the target website and how to improve the functionality.
However, four of the results identified similar search services that were also using the programming code
searched. This revealed new search services that were related to the website in which I was interested. NerdyData
now restricts queries to 35 characters, but they will allow you to enter multiple strings by automatically
connecting them with AND statements, so we just break longer code samples into smaller snippets.

This same technique could be used to identify websites that are stealing proprietary code; locate pages that were
created to attempt to fool a victim into using a cloned site; or validate the popularity of a specific programming
function being used on hacking websites globally.
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IntelTechniques Search Engines Tool

At this point, you may be overwhelmed with the abundance of search options. I can relate to that, and I do not
take advantage of every option during every investigation. During my initial search of a target, I like to rely on
the basics. I first search Google, Bing, Yandex, and the smaller search engines. In order to assist with this initial
search, I created a custom tool that will allow you to quickly get to the basics. Figure 17.10 displays the current
state of this tool available in your downloads or at https://inteltechniques.com/tools. The search options
will allow you to individually search directly through Google, Bing, Yahoo, Searx, Yandex, and many others.
Across all options, each search that you conduct will open within a new tab within your browser. The search all
takes place on your computer within your browser, directly to the sources.

The "Submit All" option will allow you to provide any search term that will be searched across all of the services
listed. Each service will populate the results within a new tab in your internet browser. Regardless of the browser
that you use, you must allow pop-ups in order for the tool to work. You can also use any of the search operators
discussed previously within this tool, including quotation marks. I present a similar search tool at the end of
most chapters which summarizes and simplifies the query processes for the techniques explained. I encourage
you to become familiar with each of these. Once proficient, you can query target data across all options within
a few minutes. This saves me several hours every week.

|Search Terms \ \ Populate All |

Search Terms \ \ Google \

Search Terms ‘ \ Google Date \

|Search Terms || Google News |

|Search Terms ‘ \ Google FTP \

Search Terms | Google Index |

Search Terms | Google Scholar | [search Terms | Submit Al ‘
Search Terms ‘ ‘ Google Patents ‘ &

Search Terms \ \ Bing | Tor Required:

Search Terms ‘ \ Bing News | [Search Terms ‘ Torch |
Search Terms ‘ \ Yahoo | [Search Terms ‘ Tor66 \
Search Terms I Yandex | |Search Terms \ Haystack |
Search Terms I Baidu | |Search Terms | Ahmia |
Search Terms \ \ Searx | |Search Terms ‘ SearchDemon |
Search Terms I Exalead | |Search Terms \ Excavator |
Search Terms ‘ | DuckDuckGo | |Search Terms ‘ GDark |
|Search Terms | StartPage | [Search Terms || Hidden Reviews |
Search Terms H Qwant | |Search Terms \ OnionLand |
Search Terms ‘ \ Brave | [Search Terms ‘ Phobos |
Search Terms ‘ ‘ Wayback | |Search Terms \ Submarine |
Search Terms \ \ Ahmia | |Search Terms \ DeepSearch |
Search Terms ‘ i Onionland | |Search Terms ‘ OnionCenter |
|Search Terms ‘ i Tor.link | |Search Terms ‘ FreshOnion |

Figure 17.10: The IntelTechniques Search Engines Tool.
Artificial Intelligence (A.I.) Engines

Artificial Intelligence (Al) is all the rage today. People are flocking to ChatGPT and other providers to chat with
machines and receive answers to practically any questions. Contrary to many new online OSINT courses, I
do NOT recommend the use of A.IL services within OSINT investigations. This will upset some readers,
but I offer the following reasons.
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e Most online A.L tools collect and use any data you enter to further train their systems. The specific
details of your target might end up in someone else's chat box.

e The information is more often incorrect than accurate. In a moment, I provide an example which
presented incorrect facts about me. We should not base our investigations on summarized content.

If you still want to proceed with A.L as a part of your OSINT investigation process, offline Large Language
Models (LLMs) can be a benefit to you. LLMs are the backbone behind Al services. They are machine learning
models which can understand and generate human language text. They work by analyzing massive data sets of
language. Fortunately, we can download these models and use them completely offline without sharing any data
back to the companies which created them. There are many clients which allow access to this data, but most are
complicated to install and configure. My preference is an open-soutce program called Jan (https://www.jan.ai).
After installation, you will be prompted to browse the available models. For the following demonstration, 1
downloaded the 4 GB Mistral Instruct7B Q4 model. Once complete, I could select it under the Model tab.

I can now securely ask anything desired without jeopardizing my privacy. In one example, I asked about myself
and where I live. The completely offline model summarized me and provided the city I live in as Omaha.
However, I do not live in Omaha, I did not write one of the books listed, and my firm name was not correct. 1
hope you can see why I would never rely on this type of information. I believe these models can be used for
research, learning, or entertainment, but never for investigations.

A far more appropriate use of these LLMs is for organizing data and creating sample code. They are great at
creating sorted lists or building scripts to benefit our workflow. For example, a Windows user could use Jan
with the Codestral 22B Q4 model to create a script which installs a full set of our preferred OSINT applications
(Figure 17.11).

Write a powershell script to do the following: install the package manager chocolatey and then use chocolatey to install microsoft-windows-terminal, vscode, joplin, obsidian, curl, exiftool, exiftoolgui, ffmpeg,

firefox, git, googlechrome, googleearthpro, httrack, mediainfo, python3, ripgrep, sed, streamlink, brave, unzip, vic, wget, yt-dip

Jan

Here is a PowerShell script that will install the specified packages using Chocolatey. This script will first check if Chocolatey is installed, and if not, it will install it. Then, it will use Chocolatey to install the specified
packages.

y Bypass
t System.Net.WebClient).DownloadString( httg

Figure 17.11: A Jan generated script.
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CHAPTER EIGHTEEN

SOCIAL NETWORKS: FACEBOOK

I hesitate writing anything within this chapter. It seems that most valuable Facebook search techniques
disappeared in 2019. There are still many methods we can apply, but the future outlook for targeted queries is
dim. I worry this chapter will become outdated before anything else, but there are some stable searches which
should have longevity. Before we dive in, let's take a look at the Facebook search issues timeline.

June 6, 2019: This was the big date which began the decline of the Facebook graph. Previous profile queries
all failed, and everything seemed doomed. Our ability to view "hidden" content via URL modifications was gone
and we all scrambled for new techniques.

June 17t 2019: Various researchers developed online search tools and browser extensions which brought back
most of the Facebook Graph functionality. Hundreds of OSINT researchers flocked to these and we restored
our missing techniques.

August 1st, 2019: On this date, all browser-based extensions which leveraged the Facebook Graph stopped
working. Facebook implemented new encryption which terminated all functionality.

August 2, 2019: The Facebook username to user ID conversion tool on my website stopped working. It
appeared that my web server was being blocked by Facebook. I switched the user ID conversion tool to a new
web server, and all appeared to be working again.

August 31, 2019, 12:38 pm ET: Facebook began blocking my new web server.

September 8™, 2019: On this date, we saw methods such as using the Facebook Messenger application to search
telephone numbers disappear, as well as most email search options. This appeared deliberate, and more evidence
of Facebook's desire to lock down the platform.

2020: Facebook drastically changed their layout, removed the wildcard (*) search operator, blocked some of the
"Base64" methods (explained in a moment), and continued to aggressively monitor the OSINT community's
response to their actions.

2022: Many search methods have disappeared, reappeared, and disappeared again. You have been warned that
some of the techniques here may no longer work by the time you read this. However, we still have many options!

Fortunately, many people still share intimate details of their lives within social networks such as Facebook.
Information that was once held privately within a small group of friends or family is now broadcasted to the
world via public profiles. This chapter should identify new techniques which can be applied to any Facebook
target. It will explain numerous ways to obtain user information, which is public data, even if not visible within
their official profile.

Official Facebook Options

Facebook's redesign in 2020 presented many new search options which can benefit online investigators. Once
logged in, a simple search field will be present at the top of any Facebook page. This is a generic starting point.
I encourage you to think of Facebook's current search landscape in two parts. The KEYWORD search is any
generic term, name, location, or entity of interest. The FILTER search is the options which eliminates unwanted
results. Let's start with a demonstration where we are looking for a profile of a person.
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Typing in a target's real name should lead to results, many of which are unrelated to your investigation. Unlike
other social networks, Facebook users typically use their real name when creating a profile. This profile is usually
linked to an employer, graduating high school class, college alumni, or general interests. With billions of active
users, it will be likely that you will locate several user profiles under the same name as your target. There are a
few things that you can do to find the right person.

If your target's name is Tom Johnson, you have your wotk cut out for you. This does not mean that you will
never find his Facebook page, but you will need to take additional steps to get to your target. When searching
the name, several possibilities may appear in the results. This is obviously not the complete list of Tom Johnsons
that are present on Facebook. At the bottom of this list is an option to "See All" the profiles with your target
name. This is also not the complete list. Scrolling down should automatically populate more profiles. You could
look through these and hope to identify your target based on the photo, location, or additional information
displayed in this view. Instead, consider adding filters within the left menu.

Figure 18.01 displays my keyword search for "Tom Johnson" who lives in Chicago, Illinois, attended Vashon
High School, and currently works at Foot Locker. This located only one result, as this was a very targeted query.
The filters helped me get from thousands of targets to only one. However, this is not as easy as it sounds. There
are multiple Vashon high schools and dozens of Foot Locker Facebook pages. In a moment, we will force
Facebook to focus on specific entities.

Search Results for

tom johnson Tom Jonhson
Works at Foot Locker ‘.
e Peopie Vashon High School

Lives in Chicago, lllinois
Friends of Friends

End of Results

Chicago, lllinois Q
Vashon High School Q
Foot Locker e

Figure 18.01: A Facebook keyword search with filters applied.

Once a uset's profile is located, the default view is the "Posts" tab. This will include basic information such as
gender, location, family members, friends, relationship status, interests, education, and work background. This
page will also commonly have a photo of the user and any recent posts on their page. Clicking through this data
may uncover valuable evidence, but you may be missing other data. I will explain numerous methods throughout
this chapter which should help identify all available content relevant to your investigation.

First, consider using the traditional filter options available on most Facebook pages. Figure 18.02 displays the
main filter bar on the top of every Facebook profile page. This will seek Photos, Videos, Places, Groups, and
other options associated with the profile. You may be able to click through the various sections in order to
reveal all publicly available content. There is also an option to search within the current profile by clicking on
the three hotizontal dots above the target's timeline. A query such as "birthday" may reveal posts wishing a them
a happy birthday and thus shed light on the target's date of birth. My preference is to query via direct URL so
that I know I did not miss anything. Assume that your target is Mark Zuckerberg. His profile is available at the
following URL.

https://www.facebook.com/zuck
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This indicates his Facebook username is "zuck". We can apply this to the following URLs, each which connect
directly to the associated public information page. These direct URLs will be beneficial to our Facebook tool
presented soon. Since "zuck" does not share much, I replaced him with a random username of "mike" (not me).

Timeline: https://www.facebook.com/mike

About: https://www.facebook.com/mike/about

Employment: https://www.facebook.com/mike/aboutrsection=work
Education: https://www.facebook.com/mike/aboutrsection=education
Locations: https://www.facebook.com/mike/about?section=living
Contact Info: https://www.facebook.com/mike/about?’section=contact-info
Basic Info: https://www.facebook.com/mike/aboutrsection=basic-info
Relationships: https://www.facebook.com/mike/about?section=telationship
Family Members: https://www.facebook.com/mike/about?section=family
Bio: https://www.facebook.com/mike/about?section=bio

Life Events: https://www.facebook.com/mike/about?section=year-overviews
Friends: https://www.facebook.com/mike/friends

Following: https://www.facebook.com/mike/following

Profile Photos: https://www.facebook.com/mike/photos

Photo Albums: https://www.facebook.com/mike/photos_albums

Videos: https://www.facebook.com/mike/videos

Reels: https:/ /www.facebook.com/mike/reels

Check-Ins: https://www.facebook.com/mike/places_visited

Visits: https:/ /www.facebook.com/mike/map

Recent Check-Ins: https://www.facebook.com/mike/places_trecent
Sports: https://www.facebook.com/mike/sports

Music: https://www.facebook.com/mike/music

Movies: https:/ /www.facebook.com/mike/movies

TV Shows: https://www.facebook.com/mike/tv

Books: https://www.facebook.com/mike/books

Apps & Games: https://www.facebook.com/mike/games

Likes: https:/ /www.facebook.com/mike/likes

Events: https://www.facebook.com/mike/events

Facts: https://www.facebook.com/mike/did_you_know

Reviews: https://www.facebook.com/mike/reviews

Reviews Given: https://www.facebook.com/mike/teviews_given

Reviews Written: https://www.facebook.com/mike/reviews_written
Places Reviews: https://www.facebook.com/mike/place_reviews_written

The Facebook search tool presented in a moment will allow you to execute all of these URL queries easily in
order to minimize the effort to explore a profile. Let's conduct another example of searching through Facebook's
official channels. Assume you want to see photos posted by Mark Zuckerberg while he was in San Francisco in
2015. First, we need to obtain access to Facebook's filters, which are not visible when looking at a target's profile.
We can access the option to search within the current profile by clicking on the three horizontal dots above the
target page's timeline. I enter "San" as my search term which will then cause the desired filters menu to appear
on the left side of the page (Figure 18.03).

This method was sloppy since I am forcing Facebook to include the keyword of "San" within my search. It is
also searching all posts on the profile, not specifically photos. At the time of this writing, there is no way to
search Facebook's site by filters only. You must include a search term. In a moment, our tool will bypass this
restriction with a new method. Photos can also be searched by generic location. Figure 18.04 demonstrates the
"Photos" option after searching "Chicago". The filter on the left can filter results based on author, type, location,
and date.

214 Chapter 18 Order 0155851055



Let's conduct another keyword search within the official site. Assume you wanted to find any posts including
the term "OSINT". After conducting the basic search, you should click "Posts". This expands the search and
opens the Posts filter options. From there, you can filter by year or location. You could also click through the
other categories such as Videos or Groups. All basic Facebook filters can be applied using direct URLs.
Considering an interest in the term "OSINT", the following addresses replicate each of the filters of a standard
Facebook search.

Al https://www.facebook.com/seatch/top/?q=osint

Posts: https://www.facebook.com/search/posts/?q=osint
People: https:/ /www.facebook.com/search/people/?q=osint
Photos: https://www.facebook.com/search/photos/?q=osint
Videos: https://www.facebook.com/search/videos/?q=osint
Marketplace: https://www.facebook.com/marketplace/category/search/Pquery=osint
Pages: https:/ /www.facebook.com/search/pages/?q=osint
Places: https:/ /www.facebook.com/search/places/?q=osint
Groups: https://www.facebook.com/search/groups/?q=osint
Events: https://www.facebook.com/seatch/events/?q=osint
Links: https://www.facebook.com/search/links/?q=osint
Watch: https://www.facebook.com/watch/search/?q=osint

Posts About Friends Photos Videos Reels More * oo

Q Search
Y

Report profile
Bringing the world ® PoEP

& Block

Intro

@9 Founder and CEO at Meta

Figure 18.02: Facebook's main filter options.

Mark Zuckerberg on stage!
Q San

Filters

Posts You've Seen

Most Recent

o FAST WITH
: CTARIE .

Figure 18.03: Facebook filters in use.

® Photos
Posted By v
Photo Type v
Tagged Location v
Date Posted v

Figure 18.04: Photo results from Facebook filter options.
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This presents the end of basic Facebook search techniques through the official site. Everything presented until
now should apply for a while, and these URL structures should not change soon. Analyzing all of the evidence
identified through these URLSs should present substantial information. Many of these pages, such as a petson's
timeline, will load continuously. Pressing the space bar on your keyboard should load everything until the end.
I have found taping down the space bar helpful for long pages. Some choose to use auto-scrolling browser
extensions, but I prefer to avoid these as any detected scripts or automation increases the chances of Facebook
suspending our user account. From here, we must dig deeper into profile data and apply some fairly technical
methods in order to get to the next level.

Profile Details

At this point, you should be able to locate a target's profile by name with filters; analyze the publicly available
content; and search by topic. That is just the tip of the iceberg. Facebook collects a lot of additional information
from everyone's activity on the social network. Every time someone "Likes" something or is tagged in a photo,
Facebook stores that information. Extracting these details can be difficult.

In order to conduct the following detailed searches, you must know the user number of your target. This number
is a unique identifier that will allow us to search otherwise hidden information from Facebook. Prior to mid-
2015, the easiest way to identify the user number of any Facebook user was through the Graph API. While you
were on a user's main profile, you could replace "www" in the address with "graph" and receive the profile ID
number of that user. This no longer works because Facebook removed the ability to search their graph API by
username. However, we can still obtain this powerful number through a manual search option.

This technique involves viewing the soutrce code of any uset's Facebook profile. The process for this will vary
by browser. In Firefox and Chrome, simply right-click on a Facebook profile page (not an image) and select
"View Page Source". Be sure not to hover on any hypetlinks duting the right-click. A new tab should open with
the text-only view of the source code of that individual profile. Within the browser, conduct a search on this
page for "userID". This will identify a portion of the code within this page that contains that specific term. As
an example, the following is the soutce code visible in Zuck's profile.

"userID":"4"

Sometimes Firefox will search through the source code and highlight data, but the results don't match
the terms searched. I do not know why this happens. Also note that your own Facebook ID number will likely
return with this keyword search along with that of your target, so knowing the ID number for your own account
will allow you to ignore those entries. When necessary, I copy all of the source code and paste it into a text
editor, then search through it. In this example, the user ID of this profile is 4. We will use this number for
numerous searches within the next instruction. Some users prefer to look at the URLs of a target's photos in
order to identify the user ID, but I believe this is bad practice. If a user has no photos, this will not work. Also,
Facebook's photo displays often hide this information from plain sight. I prefer to rely on the soutce code view
or my Facebook tools for this identification. This number will allow us to obtain many more details about the
account. Until July of 2019, there were dozens of online search tools which would identify the user ID number
(4) when supplied a username (zuck). Almost all of these stopped functioning, including my own, when
Facebook began aggressively blocking these search tools.

While you may find an online option which still functions, we should not rely on these. If you are exhausted
from searching within each profile's source code in order to locate the user ID, I reluctantly offer the following

site which currently attempts to automatically replicate this process.

https://findidfb.com/
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Facebook Base64 Encoding

Prior to June of 2019, a simple URL could be used for all of our Facebook queries, but then Meta began requiring
Base64 encoding for some queries. In essence, they added artificial complexity to some URL structures, likely
in an effort to block content scraping and third-party services. Base64 structured queries are primarily required
when using the target's Facebook ID number as part of our search. Let's break this down by looking at the
following URL structure for queries.

https://www.facebook.com/search/posts/?q=posts&epa=FILTERS&filters=

https://facebook.com/ The Facebook domain

search/ Instructs Facebook to conduct a search

photos/ Specifies the type of information desired

?q=photos Searches any photos (videos and posts works here too)
&epa=FILTERS&filters= Finishes the URL with a filter demand

Next, we must formulate our target data and convert it to a specific type of encoding called Base64. This is likely
used because it is extremely common and can be generated by any browser. Previously, I presented the following
data.

{"tp_authot":" {\"name\":\"author\",\"args\":\"[USERID]\"}"}

This tells Facebook that we are searching for information from a specific profile (author), and the [USERID]
should contain your target's user ID number as determined earlier. If we were targeting "zuck", and knew his
user number was "4", we would have the following data.

{"rp_author":" {\"name\":\"author\",\"args\":\"4\"} n}

Notice the position of "4" as the user number. Now, we must convert this data into Base64. I prefer the website
https://codebeautify.org/base64-encode and we can check our work at the decoding version at
https://codebeautify.org/base64-decode. When I copy and paste the previous data into this website, I receive
the following.

ey]ycF9hdXRob3LiOi] 7XCJuY W1IXCI6XCJhdXRob3]clixeImFyZ3NcljpcliReln0if Q==

The final two "==" are optional, and not necessary. When I paste this value into the decoder on this website, I
receive the exact data originally entered. Let's take a look at the scteen captures. Figure 18.05 (top) displays the
desired text data, including my target's user ID number. Figure 18.05 (bottom) displays the result coded in
Base64. Figure 18.06 (top) displays the opposite technique by converting the previous Base64 result back to the
original desired data in Figure 18.06 (bottom). I realize this is confusing, but our search tools will simplify all of
this in a moment.

Enter the text to Base64 Encode @ get sample

{"rp_author":"{\"name\":\"author\" \"args\":\"4\"}"}

The Base64 Encoded: )

eyJycFOhdXRob3liOIJ7XCJuYW1IXCI6XCJhdXRob3JclixcimFyZ3NcljpcljReIn0ifQ==

Figure 18.05: Encoding text to Base64 on https://codebeautify.org/base64-encode.
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Enter the text to Base64 Decode @ get sample

eyJycF9hdXRob3liOiJ7XCJuYW1IXCI6XCJhdXRob3JclixclmFyZ3NcljpcljRein0ifQ

The Base64 Decode: v

{"rp_author":*{(\"name\":\"author\" \"args\":\"4\"}"}

Figure 18.06: Decoding text to Base64 on https://codebeautify.org/base64-decode.

Let's take a look at the entire URL as follows. Below it is a breakdown.

https://www.facebook.com/search/posts/?q=posts&epa=FILTERS&filters=ey]ycFO9hdXRob31iOi] 7XCJuY
W1IXCI6XCJhdXRob3]clixclmFyZ3NclipcliReln0ifQ

https://facebook.com/ The Facebook domain

search/ Instructs Facebook to conduct a search

posts/ Specifies the type of information desired

?q=posts Searches any posts

&epa=FILTERS&filters= Finishes the URL with a filter demand
eyJycFO9hdXRob31iO1) 7X. .. {"tp_author":" {\"name\":\"author\",\"args\":\"4\"} "}

Figure 18.07 displays the results of this URL. Facebook has provided images posted by our target, some of
which do not appeat on his profile. Clicking "See All" opens even more images.

0O aw @ = < ® Tl
Search results \ Mark Zuckerberg @
uly 11, 2022- @
Filters Reset We're rolling out the ability to use any emaji as a reaction on WhatsApp. Some of my favorites: &
wrow
B Al 00 70k 11.9K comments  1.1K share
o Posts dY Like () Comment 2> Share
Recent Posts \ Mark Zuckerberg ®
October 31,2019 @
Posts You've Seen Today at Q&A.. @
Date Posted v
0.9
Mark Zuckerberg o !.

Figure 18.07: Post results from a Base64 search.

The results are public posts, but some may not be from his profile. In one investigation, I had a suspect with
absolutely no posts within his timeline. However, this method identified hundreds of posts he made on other
people's profiles. These included comments within posts and public messages to others. We can of course
recreate these results by manually using the Facebook filters menu, but understanding the URL structuring
allows us to add URL based queries to our OSINT tools. Remember, Facebook is constantly making changes
and most recently queries for photos and videos have become unpredictable.

Let's make this simpler. In a moment, I will present the most common URL queries which I have found valuable
to my investigations. Then, I will present the portion of my custom Facebook tools which automates this entire
process. First, below is a summary of each search by section.
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Posts by User/Year:
Photos by User/Yeat:
Videos by User/Year:
Posts by Location/Year:
Photos by Location/Year:
Videos by Location/Yeat:
Posts by Keyword/Year:

Photos by Keyword/Yeat:
Videos by Keyword/Year:

Events by Location:
Profiles by Employer:
Profiles by Location:
Profiles by School:
Posts by Date:
Photos by Date:
Videos by Date:

Posts by a specific user on any page (filtered by year)
Photos by a specific user on any page (filtered by year)
Videos by a specific user on any page (filtered by year)
Posts submitted from a specific location (filtered by year)
Photos submitted from a specific location (filtered by year)
Videos submitted from a specific location (filtered by year)
Posts matching a search term (filtered by year)

Photos matching a search term (filtered by year)

Videos matching a search term (filtered by year)

Current and upcoming events by location (city or entity)
Profiles associated with employees of a specific business
Profiles associated with residents of a specific city

Profiles associated with students of a specific school

Posts by keyword (filtered by date range)

Photos by keyword (filtered by date range)

Videos by keyword (filtered by date range)

If your target was the Facebook username "zuck" with user number "4", the first three URLs would be as
follows. Notice that the Base64 encoding is identical on each and that I bolded the unique portions.

Posts by User:
https://www.facebook.com/search/posts/?q=posts&epa=FILTERS&filters=ey]ycFOhdXRob31LiOi] 7XCJu
YW1IXCI6XCJhdXRob3]clixcImFyZ3NcljpcljReIn0itQ)

Photos by User:
https://www.facebook.com/search/photos/?q=photos&epa=FILTERS&filters=ey]ycFOhdXRob3LiOi] 7XC
JuYW1IXCI6XCJhdXRob3JclixcImFyZ3NcljpcljReIn0ifQ)

Videos by User:
https://www.facebook.com/search/videos/?q=videos&epa=FILTERS&filters=ey]ycF9hdXRob31iOi] 7XC]
uYW1IXCI6XCJhdXRob3]clixcImFyZ3NcljpcljReln0ifQQ

If your target was the city of Chicago, user number "108659242498155", the desired URLs would be as follows
if no year was chosen. Selecting a specific year only changes the Base64 encoding.

Posts by Location:
https://www.facebook.com/search/posts/?q=posts&epa=FILTERS&filters=ey]ycF9sb2NhdGlvbil6IntcIm
5hbWVcljpcImxvY2F0aW9uXCIsX CJhemdzXCI6X CIxMDg2NTkyNDIOOTgxNTVcln0ifQQ

Photos by Location:
https://www.facebook.com/search/photos/?q=photos&epa=FILTERS&filters=ey]ycFOhdXRob3LiOi] 7XC
JuYW1IXCI6XCJsb2ZNhdGlvblwiLFwiY XJnclwiOlwiMTA4NjU5SMjQyNDk4MTU1XCJ91In0

Videos by Location:
https://www.facebook.com/search/videos/?q=videos&epa=FILTERS&filters=ey]ycF9hdXRob31iOi] 7XC]
uYW1IXCI6XCJsb2NhdGlvblwiLFwiY XJnclwiOlwiMTA4NjUSMjQyNDk4MTU1XCJ91n0

We can now drill down within our queries. The following URLs would identify any time our target (zuck - user
number 4) mentions "OSINT" within a post, photo, and video. Notice how the bolded areas have changed from
the previous queries.
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Posts by Keyword:
https://www.facebook.com/search/posts/?q=OSINT&epa=FILTERS&filters=ey]ycFOhdXRob31iOi] 7XC
JuYW1IXCI6XCJhdXRob3JclixcImFyZ3NcljpcliReln0ifQ%3D%3D

Photos by Keyword:
https://www.facebook.com/search/photos/?q=OSINT&epa=FILTERS&filters=ey]ycFOhdXRob31iOi] 7X
CJuYW1IXCI6XCJhdXRob3]clixcImFyZ3NcljpcljRcIn0ifQ%3D%3D

Videos by Keyword:
https://www.facebook.com/search/videos/?q=OSINT &epa=FILTERS&filters=ey]ycF9hdXRob3LOi] 7X
CJuYW1IXCI6XCJhdXRob3]clixcImFyZ3NcljpcljRcIn0ifQ%3D%3D

We can now use additional filters to find events and profiles, as follows.

Events (Protest) by Location (City of Chicago-108659242498155):
https://www.facebook.com/search/events/?q=protest&epa=FILTERS&filters=ey] ycFIldmVudHN{bG9jY
XRpb24iOi] 7XCJuY W1IXCI6 X C]JmaWx0ZX]fZXZIbnRzX2xvY2F0aW9uX CIsXCJThemdzX CI6X CIxMDg2
NTkyNDIOOTgxNTVclIn0ifQ%3D%3D

Profiles (Tom) by Employer (Harvard-1059306516006):
https://www.facebook.com/search/people/?q=tom&epa=FILTERS&filters=ey]IbXBsb3llcil6IntcIm5hbW
VeljpelnVzZX]zX2VtcGxveWVyX CIsXCThemdzXCIGX CIxMDUSMzA2NTE2MD ZcIn0ifQ

Profiles (Tom) by Location (City of Chicago-108659242498155):
https://www.facebook.com/search/people/?q=tom&epa=FILTERS&filters=ey]jaXR5Ijoie 1 wibmFtZVwiO
IwidXNIlenNfbG9jYXRpb25clixcImFyZ3NcljpcJEwODY10TIOMjQ50DEINVwifS]9

Profiles (Tom) by School (Harvard-105930651606):
https://www.facebook.com/search/people/?q=tom&epa=FILTERS&filters=ey]zY 2hvb2wiOi] 7XCJuY W11
XCI6XCJ1ec2Vycl192Y2hvb2xclixcImFyZ3NcljpcJEwNTkzMDY IMTYwNIwifS]9

In 2022, we saw a change to the way Facebook handles searching by date. I have found searching by a single
date to be unreliable, but searching within a range of dates, even if the beginning and end are the same date,
seem to function better. Because of the two dates, the URL created by the custom tools will be longer (twice
the data). At the time of this writing, video queries were blocked, but searching for "top" entries was functioning
and appeared to be displaying mostly videos. There is no limit to the date range, but these focus on one day.

Posts (OSINT) by Date (September 5, 2022-September 5, 2022):
https://www.facebook.com/search/posts/?q=osint&filters=eyJycF9jcmVhdGlvbl90aW11lTjoie lwibmFtZVw
10IwiY3JIYXRpb25fdGltZVwiLFwiYX]nc1lwiOlwie1xc X C]zd GFydF95ZWFyXFxcljpc XFwiMjAyMIxcX Cls
XFxcInNOYX]J0X21vbnRoXFxcljpcXFwiMjAyMiO5X Fxclixc XFwiZ W5k X31Y X ] c XFwiOlxcXClyMDIyXFx
clixcXFwiZW5kX21vbnRoXFxcljpcXFwiMjAyMiO5 X Fxclixc XFwic3RhenRfZGF5 X Fxcljpc XFwiMjAyMi05
LTVcXFwiLFxcXCJIbmRfZGF5XFxcljpeXFwiMjAyMiOSLTV cXFwif VwifSIsInfwX2F1dGhvcil 6IntcIm5hb
WVcljpcImllemdlZFIwdW]saWNfcG9zdHNclixcImFyZ3NcljpcllwifS]9

Photos (OSINT) by Date (September 5, 2022-September 5, 2022):
https://www.facebook.com/search/photos/?q=osint&filters=ey]ycF9jcmVhdGlvbl90aW11ljoie lwibmFtZV
wiOlwiY 3JIYXRpb25{dGItZVwiLFwiY X]nclwiOlwie1xcXCJzd GFydF95ZWFyXFxcljpc XFwiMjAyMIxcXC
IsXFxcInNOYX]J0X21vbnRoXFxcljpcXFwiMjAyMi05 X Fxclixc XFwiZ W5k X311Y X] c X FwiOlxc X CIyMDIyX
FxclixeXFwiZW5kX21vbnRoXFxcljpe XFwiMjAyMi05 X Fxclixe XFwic3RhenR{ZGF5 X Fxcljpc XFwiMjAyMi
O05LTVcXFwiLFxcXCJIbmR{ZGF5XFxcljpc XFwiMjAyMiOSLTV cXFwif VwifSIsInJwX2F1dGhvcil 6IntcIm5
hbWVcljpcIm1lemdlZFIwdW]saWNfcG9zdHNclixcImFyZ3NcljpcllwifS]9
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Videos (OSINT) by Date (September 5, 2022-September 5, 2022):
https://www.facebook.com/search/top/?q=osint&filters=eyJycF9jcmVhdGlvbl90aW 1Tjoie I wibmFtZVwi
OlwiY3JIYXRpb25fdGltZVwiL FwiYX]nc1wiOlwie1xcX CJzdGFydF95ZWFyX Fxcljpc X FwiMjAyMlxc X Cls
XFxcInNOYX]J0X21vbnRoXFxcljpcXFwiMjAyMiO5X Fxclixc XFwiZ W5k X3Y X ] c XFwiOlxcXClyMDIyXFx
clixcXFwiZW5kX21vbnRoXFxcljpc XFwiMjAyMiO5 X Fxclixc XFwic3RhenRfZGF5 X Fxcljpc XFwiMjAyMi05
LTVcXFwiLFxcXCJIbmRfZGF5XFxcljpeXFwiMjAyMiOSLTV cXFwif VwifSIsInfwX2F1dGhvcil6IntcIm5hb
WVcljpcImllemdlZFIwdW]saWNfcG9zdHNclixcImFyZ3NcljpcllwifS]9

All of these queries will be easily created using our custom Facebook search tool in a moment,
including filtration by dates for full profile analysis. As a reminder, I obtained the user ID number for the
profile of "zuck" by searching the source code of the profile for "userID" or "pagelD". However, location
profiles do not possess this data. Fortunately, the user ID for cities is within the URL. When I searched for
"City of Chicago" on Facebook, I clicked "Places" and selected the City of Chicago profile which possessed the
following URL.

https://www.facebook.com/places/Things-to-do-in-Chicago-1llinois /108659242498155/

The last group of numbers (108659242498155) is the user ID number.

Business pages, such as those associated with Harvard, Pepsi, and others, do not present this data within the
URL. Instead, we must search within the source code for "pagelD", "page_ID", or "delegate_page id"
(including quotes). When searching this within the source code for the Harvard page, I observed the following,.
"pageID":"105930651606"

Pepsi's page (pepsiUS) included the following.

"pageID":"56381779049"

Event profile numbers can be found by searching "eventID".

Group profile numbers can be found by searching "groupID".

While I always prefer manual extraction from the source code of my target Facebook profile, the Facebook 1D
tools previously presented should also identify profile numbers of business, event, and group pages.

It is extremely important to note that I did not discover this Base64 conversion technique. The online researcher
NEMEC (https://x.com/djnemec) was the first to post about this method. Practically every online search tool
generating these types of URLs, including mine, is due to the work of this person. I send many "thanks" on
behalf of the entire OSINT community for this work.

2024 Photos Update

While updating this chapter, most Base64 queries involving photos failed. We considered removing those
sections but decided against it. Since some random profiles still present photos with this technique, and there is
a chance it could return for all profiles, the instructions are still present. Know that if you get no results on those
queries, you are not alone.

IntelTechniques Facebook Tool

If you have not already skipped to the next chapter after all of this confusion, it is now time to simplify the
process. Finally, let's use the custom Facebook search tool to replicate all of this work. This interactive document
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is included within the "Tools" you previously downloaded or at https:/ /inteltechniques.com/tools. Figures
18.09 and 18.10 display the current version of the tool. The following pages explain each section with examples.
The first input box in the "Facebook Profile Data" section allows you to enter a Facebook username, such as
zuck, and the tool will populate that data within all of the search options in that section. This makes it easy to
begin your queries. You can then use the submit buttons to search each entry, such as Timeline or Photos. Note
there is no "Submit All" option here. This is due to Facebook's scrutiny into accounts which automate any
queries. Submitting too many requests simultaneously will result in a suspended account.

The next section titled "Facebook Search Data" allows you to replicate the instruction on keyword searches
throughout all twelve sections of Facebook, such as Posts, Photos, and Pages. This presents immediate results
without relying on Facebook to present your desired data from a generic keyword search.

The "Base64 Conversion Queries" section presents the true power behind this tool. All of the technical search
techniques presented within the previous pages are replicated here without the need to do any of the work.
Instead of summarizing this section, let's run through a demonstration of each option.

Posts/Photos/Videos by User

I entered the user ID number of "4" (for the user zuck) in the first portion, as seen in Figure 18.11 (top). This
allows me to query posts, photos, and videos posted by that user to any public pages. The drop-down menu
allows me to filter by year, if desired, which is helpful if the target posted a lot of content. This option is available
for all three queries. This often identifies content unavailable within the target's own profile.

Posts/Photos/Videos by Location

I entered the user number of "108659242498155" (Chicago) in the first portion, as seen in Figure 18.11 (bottom).
This allows me to query posts, photos, and videos posted from that location to any public pages. The drop-
down menu allows me to specify a year, if desired. This often identifies content unavailable through traditional
search techniques.

FB Username I Populate All 78 Username Reels
FB Username Check-ins
FB Username Timeline FB Username Visits
EB Usairare About FB Username Recent Check-ins
FB Username Employment FB Username Sports
FB Username Education FB Username Music
FB Username Locations FB Username Movies
FB Username Contact Info FB Username v
FB Username Basic Info FB Username Books
FB Username Relationships FB Username Apps & Games
FB Username Family FB Username Likes
FB Username Biography FB Username Events
FB Username Life Events FB Username Facts
FB Username Friends FB Username Reviews
FB Username Following FB Username Reviews Given
FB Username Photos FB Username Reviews Written
FB Username Photos Albums FB Username Notes
FB Username Videos FB User Number Profile

Figure 18.09: The IntelTechniques Facebook Tool.
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Posts by User Search Terms All
Photos by User
J Search Terms Posts
Videos by User
Posts by Location Search Terms People
Photos by Location Search Terms Photos
Videos by Location Search Terms Videos
IERI) [ s Dy Worc Search Terms Marketplace
Top - Photos by Keyword
- Search Terms Pages
Top - Videos by Keyword
Location User ID Search Term Events by Location Search Terms Places
Name Profiles by Employer Search Terms Groups
C riD Name Profiles by City Search Terms Apps
School User ID Name Profiles by School 5
> ! TOTRS Y 2100 Search Terms Events
Keyword mm/dd/yyyy mm/dd/yyyy Posts by Date "
Search Terms i
mm/dd/yyyy | mm/dd/yyyy Photos by Date Search Terms Links
Keyword mm/dd/yyyy  mm/dd/yyyy Videos by Date test Watch

Figure 18.10: The IntelTechniques Facebook Tool.

Base64 Conversion Queries:
4 Posts by User
Facebook User ID 2021 Photos by User
2020 ,
Facebook User ID 2019 Videos by User
108659242498155 v Top Posts by Location
Facebook Location ID 23210 Photos by Location
Facebook Location ID 2019 Videos by Location

Figure 18.11: The IntelTechniques Facebook Tool options with date filtering.
Posts/Photos/Videos by Keyword

I entered the user number 4 (zuck) and a search term of "OSINT" in Figure 18.12. I can now select a year and
filter only those posts, photos, or videos.

4 OSINT Posts by Keyword
Facebook User ID Search Term ;8;10 Photos by Keyword
Facebook User ID Search Term 2019 Videos by Keyword

Figure 18.12: The IntelTechniques Facebook Tool year filters.
Events by Location

I entered the user number of "108659242498155" (Chicago) and added the keyword "protest". I was immediately
presented dozens of active and future events matching my criteria.

People by Employer, City, and School
I entered the user number of "105930651606" (Harvard) in the first and third boxes, as seen in Figure 18.13.

This allows me to quety people's profiles by their employer or school affiliation. These search options require
at least one additional piece of information. In this example, I searched the name "Tom". Notice the difference
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in the results within Figure 18.14. The left result identifies people named Tom who WORK at Harvard, while
the right displays people named Tom who ATTENDED Harvard. This search option can quickly identify your
target when you only know a small amount of information, or if they are using a false last name.

105930651606 Tom Profiles by Employer
City User ID Name Profiles by City
105930651606 Tom Profiles by School

Figure 18.13: The IntelTechniques Facebook Tool options for profile search.

Tom Tom Tom Priince (Nike)
& Professor at Harvard University G 838 followers
” Pflegeassistent at pro civitate

116. Mittelschule Dresden

Harvard University

AR, Tom Fraser Natalia Tom
Works at Harvard University Works at Dragon City
Wentworth Institute of Technology Harvard University

Figure 18.14: Facebook results from an IntelTechniques Tool query.

I suspect that these queries will change over time. I do not present the source code of these specific queries
within the book because they are quite complicated and lengthy. If this tool should be updated, I will make an
announcement at https://inteltechniques.com/osintbook11.

Manual vs. Tool Queries

If you are paying close attention, you can see that there are many similarities between conducting a search directly
within the official Facebook website and the options within my custom search tools. On the surface, these tools
may seem redundant and unnecessary. However, I assure you that there are some key advantages to the
Facebook tool. I present three quick examples where you can find content through the tool which is not available
on the site.

Videos by Date: The official Facebook site allows filtration of videos by date, but you can only choose from
"Today", "This Week", or "This Month". The tool allows detailed filters by year or exact date. The example
below is from 2015.

Check out this 360 video timelapse of Facebook's

' campus. I'm really enjoying these 360 videos. They...
Check out this 360 video timelapse of Facebook's campus. I'm
really enjoying these 360 videos. They feel like you're really...
Mark Zuckerberg @

Nov 17, 2015 - 2.5M Views

Posts by Location: I can query the official LAX page at facebook.com/LAlInternationalAirport, but I cannot
query for posts from other people at that location. However, the search tool allows me to focus on posts from

any location which can be filtered by year. The following example was presented after entering location 1D
"74286767824" and choosing "2018".
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Dec 26, 2018 - @ - So we are waiting to board and start our adventure to
Rome! Sorry in advance for all the posts!

Posts by Date: I can search for any term on Facebook, but I can only filter by year. With the tools, I can focus
on any individual date. In the following example, I searched for anyone mentioning my site on the day that it
was briefly shut down due to legal demands, I quickly found evidence.

Jun 6, 2019 - @ - @IntelTechniques What a shame man, hate to hear that. Hope to have
someway to access the same

I encourage you to experiment with both manual and automated search options. There is a small learning curve
when querying Facebook, but the results are often fascinating.

Facebook Phone Number Search

In previous editions, I have included various techniques to identify a Facebook profile associated with a target
telephone number. At one time, entering a cell number into a Facebook search showed you the name, email
address, and photo of the user. That luxury is gone, but we do currently have one method which may be helpful.
The following URL requests Facebook to locate an account for a password reset. Entering a telephone number
will confirm if an account is associated to it, and will sometimes display the profile image for the user.

https://mbasic.facebook.com/login/identify/Pctx=tecover

However, clicking "Try Another Way" within this technique should present even more details. While testing this
method on an unknown target's number, I received the following.

Send code via email
ksk Skookskokokok
n***@g

kkk Skokkkkk
@y

This confirms that a Facebook account is associated with the number; there are two email addresses associated
n_n,

with the account; both email addresses begin with "n"; and the email service providers begin with "g" and "y".
My guess is that this user has a similar email address with both Yahoo and Gmail.

It is important that this tactic is only used from a browser and connection where you are not already logged into
a Facebook. This tactic can result in your session and associated IP address being flagged as potentially malicious.
Multiple attempts on the same address or phone number may result in the target account holder being notified.

If use of breach data is within policy and scope of your investigation, there are some Facebook breach data sets
floating around the internet and these can be of value in querying phone numbers to locate account holders.
Locating, organizing, and querying breach data will be covered in a later section of this book.

Facebook ID Creation Date

Digital forensics enthusiast and private investigator Josh Huff at Learn AllTheThings.net has conducted a lot of
research into the assignment of user ID numbers to Facebook profiles. We know that these numbers are
assigned in chronological order, but the intelligence goes much further beyond that. His research could fill
several pages and, in some situations, he can identify the month when a specific user account was created. For
the sake of space and most useful details, he has provided the following to me for publication.
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Facebook transitioned from 32-bit numbers, such as 554432, to 64-bit numbers that begin with 100000 between
April and December of 2009. Therefore, if your target's number is less than 100000000000000, the account was
likely created prior to April 2009. An account with a 15-digit ID number would have been created after
December 2009. We can break down the numbers by year. The following are rough estimates that should only
be used as a general guideline. Facebook appears to have begun issuing random numbers outside of these ranges
in 2018.

2006: Numbers less than 600400000

2007: 600400000 - 1000000000

2008: 1000000000 - 1140000000

2009: 1140000000- 100000628000000

2010: 100000629000000 - 100001610000000
2011: 100001611000000 - 100003302000000
2012: 100003303000000 - 100004977000000
2013: 100004978000000 - 100007376000000
2014: 100007377000000 - 100008760000000
2015: 100008761000000 - 100010925000000
2016: 100010926000000 - 100014946000000
2017: 100014947000000 - 100023810000000
2018: 100023811000000 -

Facebook Friends Extraction

1 was recently presented a Facebook scenario without any obvious solution. Assume that you find the Facebook
profile of your target, and there is a large list of "Friends". You want to document this list, and a screenshot is
not good enough. You want to capture the hyperlinks to each account and have a data set that can be
manipulated or imported elsewhere. There are several outdated online tools that claim to "scrape" this data, but
none of them work. In 2016, Facebook changed their Terms of Service (TOS) which now blocks any type of
scraping of Friend data. Furthermore, the Facebook API no longer allows the display of this data either. There
is a solution, and it will involve minimal geek work. First, identify the page of your target. For this example, 1
will use public profile at https://www.facebook.com/datya.pino/friends.

She has several friends, so I will hold down the space bar on my keyboard to load the entire page. I will now
highlight her entire friends list and use "Ctrl" + "C" (Windows) or "command" + "C" (Mac) (ot right-click >
copy) to copy the data. I find it best to click directly above the left side of the first friend and hold until the
lower right area of the last friend. The friends list should highlight. Now, open Microsoft Excel. Click on the
"B" in column B to highlight the entire column. Paste the content with either "Ctrl" + "V" (Windows) or
"command" + "V" (Mac) (or right-click > paste). This will appear disorganized, but the data is there. The images
will be on top of the user data, which will not work for a final report. Use F5 to launch the "Go To" menu and
select "Special”. Select "Objects" and click OK. This will select all of those images. Hit the delete key to remove
them. You will now see only the text data (with hyperlinks). Now click on the "A" in column A and paste the
friend content again with either "Cttl" + "V" (Windows) or "command" + "V" (Mac) (or right-click > paste).
Right-click any cell in this column and choose "Clear Contents". This will remove any text, but keep the images.

Place your mouse in between columns A and B and resize column A to be a bit larger than one of the images.
Do the same with Column B to fit in all of the text. Use the "Find and Replace" feature to find every instance
of "Add Friend" and replace it with nothing. This will remove those unnecessary entries. In the "Home" menu,
choose "Format" and then "Auto Fit Row Height". This will eliminate unnecessary spacing. Select Column B
and Left Justify the text. If desited delete empty cells from the top of column B and select "Shift cells up" to
further align the two columns. Your final result will be a clean spreadsheet with all of the images, names, and
active links from your target's Facebook "friends" page. This is not the cleanest way of doing things, but it will
work.
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While working with my target's friends/followers lists on any platform, I take moment to do a quick search for
any of my target's known first names, surnames, and usernames/aliases. This provides an opportunity to both
identify contacts who are family members while also looking for other accounts belonging to my target. It is
very common for individuals to follow a newly created account with existing accounts when they first create
that profile as everyone wants the appearance of having friends and followers.

Email Search

As stated previously, we lost all standard email address search options within Facebook in 2019. However, there
is one remaining technique which allows submission of some email addresses and provides identification of an
associated profile if allowed in the uset's settings. However, it is not simple or straightforward. It will take some
work to set up, but will then be available as needed. This is often referred to as the "Page Role" trick. The
premise is that you create a Facebook business page and then assign another profile to possess management
rights. When you enter the email address of the target, Facebook confirms the name and profile to make sure
you truly want to give away authorization to the person. We can then cancel the request without any notification
to the target. The following steps replicate this technique.

e Open "Menu" and click "Page" in the upper-right corner, then create a new page.
e Assign a random name to your profile and select "Create page".

e  Skip any additional requests for information.

e Once you see the new profile, click the "See dashboard" button in the upper-right.
e On the new menu, click "Page Access" in the left column.

e In the "People with Facebook access" section, click "Add new".

e Enter the target email address.

This should present any Facebook profiles associated with the address entered. Figure 18.15 displays a result. 1
entered an email address in this field and was presented the only Facebook profile which was associated with
the account. I can now search this full name within Facebook, look for the image previously displayed, and scour
the target profile for valuable information. Facebook continuously makes both minor and major changes to their
search functions. Some of these instructions may not work one day and work fine the next. Your mileage will
vary as Facebook scrutinizes your covert profiles, VPN protected networks, and overall "vibe" as a fake user.
Hopefully, this chapter has given you new ideas on ways to completely analyze your next target on Facebook
and ideas to circumvent the next roadblocks.

Who should have Facebook access of this Page?

- I

‘ Justin Seitz

Figure 18.15: An email search through Facebook under the Page Access menu.

Facebook investigations are always a moving target. It is important to understand that if a technique fails to
produce a positive result, this does not necessarily rule out that your target is on the Facebook platform. Always
take multiple approaches, be creative, and expect to do some of your own problem solving. Throughout all of
the services explained in this book, Facebook is the most likely to change often. Fortunately, any changes always
bring new investigation opportunities. When we lost Graph search in 2019, we gained Base64 methods. When
we lose the current strategies, something else will become available. As with all OSINT techniques, daily practice
and understanding of the resources is more vital than the occasional nugget of data which is displayed on our
screens.

Order 0155851055 Social Networks: Facebook 227



CHAPTER NINETEEN

SOCIAL NETWORKS: X (TWITTER)

Until this point, every reference to "X" or "Twitter" has been labeled as "X (Twitter)". This is because Twitter
was rebranded as X in 2024, but many people still refer to the service as Twitter and the posts as Tweets. For
the rest of this book, I will only present references to the company as "Twitter", but URLs will be x.com. I think
this will prevent some confusion and redundancies. The biggest change in this chapter is that you must log in to
a Twitter account in order to benefit from optimal OSINT data. While you can see some content without an
account, you will always be somewhat restricted. Posts will be hidden and often rearranged chronologically. Use
the previous account creation lessons to ensure you have at least one Twitter account ready at all times.

Twitter is a social network and microblogging service that limits most posts to 280 characters. Paid subscribers
are allowed more content. In 2024, Twitter reported that there were over 415 million Twitter users with over
335 active users monthly. Basically, users create a profile and post Tweets announcing their thoughts on a topic,
current location, plans for the evening, or maybe a link to something that they feel is important. A user can
"follow" other users and constantly see what others are posting. Likewise, a user's "followers" can see what that
user is up to on a constant basis. The premise is simply sharing small details of your life for all of your friends
to see, as well as the rest of the world. Most people utilize the service through a mobile app within a cellular
phone. Obtaining information from Twitter can be conducted through numerous procedures, all of which are
explained here. Similar to Facebook, we will start with official search options through Twittet's website. As a
tinal reminder, you can view profiles and execute some queries without being logged in to a Twitter account,
but most of these features and pages will only be accessible while logged in.

Twitter Search (x.com/explore)

This is the official site's search interface, but it is nothing different than the search field at the top of any Twitter
profile or search result. I only present this because navigating to x.com often offers a signup page, but no option
to search. We will use this standard search bar to conduct specific queries in a few moments.

Twitter Advanced Search (x.com/search-advanced)

This page will allow for the search of specific people, keywords, and locations. The problem here is that the
search of a topic is often limited to the previous seven to ten days. Individual profiles should display Tweets as
far back as you are willing to scroll. This can be a good place to search for recent data, but complete archives of
a topic will not be displayed. The following explains each section.

All of these words: The order of wording is ignored here, and only the inclusion of each of the words entered
is enforced.

This exact phrase: Every Twitter search takes advantage of quotes to identify exact word placement.
Optionally, you can conduct the search here to get precise results without quotes.

Any of these words: You can provide multiple unique terms here, and Twitter will supply results that include
any of them. This search alone is usually too generic.

None of these words: This box will filter out any posts that include the chosen word or words.
These Hashtags: This option will locate specific posts that mention a topic as defined by a Twitter hashtag.

This is a single word preceded by a pound sign (#) that identifies a topic of interest. This allows users to follow
certain topics without knowing usernames of the user submitting the messages.

228 Chapter 19 Order 0155851055



Language: This filter removes results which are not written in the specified language.

From these accounts: This section allows you to search for Tweets from a specific user. This can also be
accomplished by typing the username into the address bar after the Twitter domain, such as x.com/JohnDoe92.
This will display the user's profile including recent T'weets.

To these accounts: This field allows you to enter a specific Twitter username. The results will only include
Tweets that were sent to the attention of the user. This can help identify associates of the target and information
intended for the target to read.

Mentioning these accounts: While these messages might not be in response to a specific user, the target was
mentioned. This is usually in the form of using "@". Anyone mentioning me within a Tweet may start it with
@inteltechniques.

Dates: The final option allows you to limit a search to a specific date range. We will do this manually in just a
moment.

Overall, I do not ever use the Twitter Advanced Search page. You can replicate all of these queries with manual
search operators within the search field available on every Twitter page. I will explain each as we go through the
chapter. Knowing the Twitter search operators instead of relying on the advanced search page has many benefits.
First, we can use these techniques to monitor live Twitter data, as explained later in this chapter. Next, manual
searches allow us to better document our findings. This is vital if your discoveries will be used in court.

Later in the chapter, we will combine all of our new techniques within our own custom tool options, which will
be much more powerful than these standard solutions. The results of any of these searches can provide
surprisingly personal information about a target, or generic content that includes too much data to be useful.
We must learn each technique within a specific order before we can combine them into powerful queries.

Twitter data can be used for many types of investigations. Law enforcement may use this data to verify or
disprove an alibi of a suspect. When a suspect states in an interview that he was in Chicago the entire weekend,
but his Twitter feed displays his Tweet about a restaurant in St. Louis, he has some explaining to do. Private
investigators may use this content as documentation of an affair or negative character. Occasionally, a citizen
will contact the authorities when evidence of illegal activity is found within a person's Tweets. The possibilities
are endless. First, let's find your target's Twitter profile.

Twitter Person Search

Locating your target's Twitter profile may not be easy. Unlike Facebook, many Twitter users do not use their
real name in their profiles. You need a place to search by real name. I recommend Twitter's official search page
before relying on third parties. After searching any real name or username within the standard Twitter search
tield, click through the five menu options, which are each explained below.

Top: This displays popular tweets matching your query. If your target is popular, you may see something here.
1 typically avoid this tab as it allows Twitter to determine what evidence I should see instead of selecting content
based on specific queries.

Latest: This presents a reverse-chronological list of data which matches your search. It always begins with the
most recent post and goes backward. This works well when searching a topic, but not when locating a target's
profile.

People: Scrolling through this list allows you to look through the photo icons and brief descriptions to identify
your target. Clicking on the username will open the user's Twitter profile with more information. This is the
best option for searching by real name or username.
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Media: This searches for any photos or videos matching your query. This has been helpful when attempting to
identify images or videos posted by unknown people who mentioned your target by name.

Lists: Some Twitter users create and share curated lists of accounts based on some connection, topical or
otherwise. For example, you will find several public lists of OSINT professionals. Lists sometimes provide
insight into a targets' interests, culture, and communities which they may be active in.

If searching by real name through the previous methods does not produce your target, your best option is to
focus on the potential username. I will discuss username searches at length in a later chapter (Usernames).
Opverall, any associated usernames from other networks such as Instagram, Snapchat, and YouTube, should be
tried on Twitter in the format of x.com/username.

Search by Email Address

Technically, Twitter does not allow the search of a username by providing an email address. If you attempt this
type of search on Twitter, you will receive no results, even if a profile exists for a user with that email address.
To bypass this limitation, you can sometimes use a feature offered within the mobile app version of Twitter.
This technique will require a new Twitter account and the Twitter app present within a virtual Android device,
as previously explained. There is always some risk that the emulation may be detected by Twitter services, but
this tactic could also be replicated on a physical mobile device such as a burner phone.

Within Android, open the Contacts application and add the email address of your target within a new contact
and save the entry. Open the Twitter app, navigate to the left menu and select "Settings and privacy”, click on
"Privacy and safety", then "Discoverability and contacts". You can then manage your data and allow Twitter to
sync your Android contacts to their service.

Enabling this feature will not display your contacts within the application. Instead, look at your notification bar
within Android. You should see a pending notification which states "Find your friends on Twitter". Clicking
this should present the "Suggested Followers". Twitter will encourage you to add these profiles, but do not
choose that option. If you do, your target will be sent a notification from your account. In 2022, I witnessed this
strategy stop working within newer accounts, but appeared to still function within aged accounts. I suspect we
will see this technique continue to fade away into 2025.

Search Operators

Similar to the way that search engines use operators as mentioned in previous chapters, Twitter has its own set
of search operators that will greatly improve your ability to effectively search Twitter. Two of the most powerful
options are the "to" and "from" operators. I use these daily in order to filter results. Consider the following
examples using our target Twitter username of x.com/IntelTechniques. We can obviously navigate directly to
the page, but it could be full of promoted Tweets, ReTweets, and whatever content the owner wants us to see.
Instead, the following search within any Twitter window will limit our results only to the outgoing Tweets from
the account. Clicking the "Latest" option in the Twitter menu will place these in reverse-chronological order.

from:IntelTechniques

This provides a better view into the thoughts of the author. Both the Twitter profile and this results page give
us insight to the messages the user is sending out, but what about the incoming content? With most traditional
Twitter investigations, we tend to focus on one side of the conversation. There is often a plethora of associated
messages being sent to the attention of the target that go unchecked. In order to see all of the posts being
publicly sent to the user, we would search the following.

to:IntelTechniques
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We now see all of those incoming messages that the user cannot control. While one can prohibit them from
being seen on the profile, users cannot block us from this search. When I have a missing person or homicide
victim, I would much rather see the incoming messages versus the outgoing. We can also combine these options
to create an extremely targeted query. At first glance, I did not see many incoming messages to IntelTechniques
from protonprivacy. However, the following Twitter search tells a different story. It isolates only these posts.

to:IntelTechniques from:protonprivacy

We can also filter by replies with the following search. This would only display the tweets from our target which
were replies to someone else.

from:IntelTechniques filter:replies

1 do not find this very helpful. I prefer the opposite of this approach. The following search within Twitter would
display only the tweets by my target which do NOT include replies.

from:IntelTechniques -filter:replies

Media, Highlights, Lists, Topics, Links, and Followers

You may want to filter all results from a target Twitter profile and only see those which have some type of media
embedded. There is not a search operator to force this, but the following direct URL will display only these
posts.

https://x.com/IntelTechniques/media/

Highlights are essentially a collection of "pinned" posts curated by the account holder.

https://x.com/inteltechniques/highlights/

Twitter Lists appeared recently, and there are two types which we might have interest. A traditional List is created
by the target and may include people they know or like. The structure is as follows.

https://x.com/IntelTechniques/lists/

If your target is on someone else's List, which is something they cannot control, we can see that with the
following.

https://x.com/Intel Techniques/lists/memberships

Once you identify a Twitter List of interest, you can dig deeper into the members. As an example, I am included
on a List called Open Source Intelligence, which I identified from the previous URL. Clicking that List opened
a new page with the following URL.

https://x.com/i/lists/1588523704245489664

1588523704245489664 is the List number. The following two URLs display the members of the List (the
accounts included within the list) and the followers of the List (people who monitor the List for content).

https://x.com/i/lists/1588523704245489664/ members
https://x.com/i/lists/l 588523704245489664/ followers
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Twitter Topics is a feature which can quickly identify the interest of a Twitter user. When users add topics for
their feeds, we cannot see their choices within their profiles. However, the following URL displays them all
within one place.

https://x.com/IntelTechniques/topics

Next, we can focus only on tweets from a user which include a link to additional media. This could be an image,
video, or website. The following presents only tweets with links from my own account.

from:IntelTechniques filter:links

We can also filter for popular posts. The following searches for any tweets from my own account which received
at least 150 likes.

from:IntelTechniques min_faves:150
The following searches for any tweets from my own account which received at least 100 replies.
from:IntelTechniques min_replies:100

Finally, we can easily display a uset's Followers (the people monitoring their profile) and Following (the people
the target monitors) with the URLs below.

https://x.com/IntelTechniques/followers
https://x.com/IntelTechniques/following

Now, let's combine a few seatches. The following query would identify any tweets sent to our target
(IntelTechniques), from zerotrafficking, during the month of October of 2022, which included a link, and were
replies from another post.

to:IntelTechniques from:zerotrafficking since:2022-10-01 until:2022-10-31 filter:links filter:replies

Replicating this search reveals only one result in the "Latest" tab, which may have been otherwise buried within
the thousands of posts. Hopefully you can see the value of targeted queries. Later in the chapter, I present
the custom offline Twitter search tools which automate most of these queries. However, it is vital to
understand why these work in order to explain your methods when required.

Search by Location

If you are investigating an incident that occurred at a specific location and you have no known people involved,
Twitter will allow you to search by GPS location alone. The Twitter Advanced Search allowed us to search by
zip code, but that can be too broad. The following specific search on any Twitter page will display Tweets known
to have been posted from within one kilometer of the GPS coordinates of 43.430242,-89.736459. Note that you
may need to click the "Latest” tab after the query.

geocode:43.430242,-89.736459,1km

Thete ate no spaces in this search. This will be a list without any map view. The "1km" indicates a search radius
of one kilometer. This can be changed to 5, 10, or 25 reliably. Any other numbers tend to provide inaccurate
results. You can also change "km" to "mi" to switch to miles instead of kilometers. If you want to view this
search from the address bar of the browser, the following page would load the same results.

https://x.com/search?q=geocode:43.430242,-89.736459,1km&f=live

232 Chapter 19 Order 0155851055



You can add search parameters to either of these searches if the results are overwhelming. The following search
would only display Tweets posted within two miles of the listed GPS coordinates that also mention the term
"ﬁght".

geocode:43.430242,-89.736459,2mi"fight"

It would be inappropriate to finish this section without a discussion about the lack of geo-enabled Tweets.
Several years prior, this search would have been highly productive, as an alarming number of Twitter users were
unknowingly sharing their locations with every post. Today, it is the opposite. The default option for Twitter is
NOT to share location. A user must enable this option in order to appear within these search results. In my
experience, catching a criminal from a location-enabled Tweet is extremely rare. However, we should be aware
of the possibility while understanding that lack of results does not rule out tweet activity for a queried location.

Mandatory and Optional Search Terms

You may have a scenario that requires a search of both mandatory and optional terms. Twitter does not provide
a published solution for this. However, it does support this type of search. Assume you are investigating threats
against your target named Michael Parker. You believe that people may be tweeting about him with reference
to violence. Searching his name alone produces too many results. Placing the name within quotes forces Twitter
to only give you results on those exact terms, which is your "mandatory" portion. Additional optional words
could be added with the term "OR" between each. This term must be uppercase, and will only require one of
the optional words be present within the search results. Consider the following query on Twitter.

"Michael Parker" kill OR stab OR fight OR beat OR punch OR death OR die
Posts Linking to Outside Content

Searching for keywords included in posted URLs is not only useful for general research but also can identify
connections between the target account and sites outside of Twitter. Later in this book we will discuss tactics
for researching breach data. Although Telegram has become the platform of choice for those posting links to
breach data, I will occasionally find something worthwhile posted to Twitter. For example, the following Twitter
query will filter for posts which include a link to mega.nz which is a popular file sharing platform.

url:mega.nz breach

Obviously this is a very broad search and similar to our search engine queries, we will likely add additional
keywords and filters to dial it in to a more precise set of results. We may also wish to broaden the query even
further to include sites other than mega.nz. The following query will look for posts with the provided keywords
but will filter out any posts which do not contain links.

comb breach filter:links

COMB i1s a well-known breach data set that is fairly prolific, and this makes it a relatively good keyword to use
when experimenting with queries. We will discuss COMB further when we reach the chapters covering breach
data.

Date Range Search

If you are searching vague terms, you may want to filter by date. This option is now available on the advanced
search page, but I believe it is important to understand how Twitter performs this task. Assume that you are
investigating a bomb threat that occurred several weeks, months, or years ago. A search on Twitter of the terms
"bomb threat" will likely apply only to recent posts. Instead, consider a date specific search. The following quety
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on any Twitter page would provide any posts that mention "bomb threat" between January 1, 2015 and January
5,2015.

since:2015-01-01 until:2015-01-05 "bomb threat"

My favorite use of this search technique is to combine it with the "to" operator or a name search (or both). This
allows you to go further back in time than standard profile and Twitter feed searches typically allow. Consider
an example where Twitter user humanhacker is your target. You can visit his live Twitter page and navigate back
through several thousand Tweets. However, you will reach an end before obtaining all Tweets. This could be
due to Twitter restrictions or browser and computer limitations. He currently has 15,000 Tweets. Even if you
could make it through all of his Tweets, you are not seeing posts where he is mentioned or messages sent publicly
to him. I recommend splitting this search by year and including mentions and messages directed toward him.
The following search within Twitter displays all Tweets from the Twitter name humanhacker between January
1, 2012 and December 31, 2012.

from:humanhacker since:2012-01-01 until:2012-12-31

This may create a more digestible collection of Tweets that can be collected and archived appropriately. There
may be no other way of identifying these messages since you cannot likely scroll back that far. In my
investigations involving targets with several thousand posts, I conduct multiple searches within Twitter that span
several years. The following would collect yeatly sets of Tweets posted by humanhacker since 2006.

from:humanhacker since:2006-01-01 until:2006-12-31
from:humanhacker since:2007-01-01 until:2007-12-31
from:humanhacker since:2008-01-01 until:2008-12-31
from:humanhacker since:2009-01-01 until:2009-12-31
from:humanhacker since:2010-01-01 until:2010-12-31
from:humanhacker since:2011-01-01 until:2011-12-31
from:humanhacker since:2012-01-01 until:2012-12-31
from:humanhacker since:2013-01-01 until:2013-12-31
from:humanhacker since:2014-01-01 until:2014-12-31
from:humanhacker since:2015-01-01 until:2015-12-31
from:humanhacker since:2016-01-01 until:2016-12-31
from:humanhacker since:2017-01-01 until:2017-12-31
from:humanhacker since:2018-01-01 until:2018-12-31
from:humanhacker since:2019-01-01 until:2019-12-31
from:humanhacker since:2020-01-01 until:2020-12-31
from:humanhacker since:2021-01-01 until:2021-12-31
from:humanhacker since:2022-01-01 until:2022-12-31
from:humanhacker since:2023-01-01 until:2023-12-31
from:humanhacker since:2024-01-01 until:2024-12-31

This same technique can be modified to display only incoming Tweets to humanhacker for these years. Replace
"from" with "to" to obtain these results. The 2018 posts would appear as follows.

to:thumanhacker since:2018-01-01 until:2018-12-31
You can combine all of these options into a single result, but I only recommend this after you have attempted
the more precise options mentioned previously. While the next search should theoretically display all of his

outgoing T'weets, incoming Tweets, and mentions, it is not always complete. The following would include 2018.

"humanhacker" since:2018-01-01 until:2018-12-31
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There are many uses for a date range search. Any supported Twitter search should work combined with dates.
This might include a location search for a specific date related to an investigation. As a test of the possibilities,
consider that you want to identify an email address for this target. His live Twitter page will not reveal this, as
he no longer posts his email, likely to prevent spam. However, the following search is quite productive.

from:humanhacker email since:2006-01-01 until:2009-12-31

This isolates only his posts from the beginning of Twitter until the end of 2009. Only seven results are present,
including the Tweet as seen in Figure 19.01 (top). These queries do not need to encompass an entire year. You
could use this technique to focus on a specific month or day. Figure 19.01 (bottom) tells me what Chris was up
to on October 2, 2017 with the following query.

from:humanhacker email since:2017-10-02 until:2017-10-03

HumanHacker @humanhacker - 1 Oct 2009
Podcast recording today. If you have questions on interrogation and social

engineering email them to logan@social-engineer.org

Christopher Hadnagy @humanhacker - Oct 2, 2017

| need help getting some sheep to a friend in Colorado... any one have any
ideas? DM or email me.

Figure 19.01: An old Twitter post including an email address of the target.
Deleted, Suspended, and Missing Tweets

Twitter users may delete their own accounts if there is suspicion that an investigation is under way. If this
happens, searching on Twitter will not display any of the posts. Furthermore, a person might only delete
individual Twitter posts that are incriminating, but leave non-interesting posts on the profile to prevent raising
suspicion associated with deleting an entire account. Some users may find their accounts suspended for violating
Twitter's terms of service. In any of these scenarios, it is still possible to retrieve some missing posts using
various techniques.

If I encounter a T'witter user that has recently deleted some or all of their messages, I conduct a cache search of
their profile. There are various ways to do this, and I will demonstrate the most common. In this example, I
conducted a search on Twitter for "deleted all my Tweets" on December 15, 2017. This provided many users
who posted that they had just deleted all of their content. This helped me identify a good target for this type of
demonstration. The first user I located was "WestCornfield". He had one Tweet and it referenced deleting all of
his posts, and it is seen in Figure 19.02.

I attempted a search on Twitter of from:WestCornfield, which provided no results. I conducted a search of
to:WestCornfield, which provided dozens of incoming messages from his friends. This was a good start. I then
went to Google and conducted a search for "Twitter WestCornfield". The first search result was a link to the
user's live Twitter page. Instead of clicking on the link, I chose the Google Cache view of his profile by clicking
the small green "down arrow" next to the URL and selecting "Cached". Google has since removed the "cached"
button from Google results, as previously discussed in the search engines section of this book, but other search
engines still offer this embedded feature. We can also attempt the following URL to bring back limited Google
Cache functionality, replacing "inteltechniques" with your own target.

https://webcache.googleusercontent.com/searchrq=cache:https:/ /twitter.com/inteltechniques
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This view identified twenty deleted Tweets from this account. Two of these posts can be seen in Figure 19.03.
Google identified this capture as taken on December 12, 2017. This may be enough for your investigation.
Occasionally, I need to identify content that was deleted weeks or months before my investigation. The previous
technique will likely not provide much assistance because the Google Cache is probably a recent copy of their
live page. The cache may be missing Tweets you want to see. I next replicated this process on Bing and Yandex.
Bing's cached view was taken on December 7, 2017 while Yandex's cached view was collected on November 3,
2017. Each of these possessed unique posts and images. Figure 19.04 displays a recovered post from Bing. Next,
I returned to Google to obtain further data. I searched the following, which provided only results that possess
a URL that begins with twitter.com, then my target's username, then "status". This will force Google to present
direct links to actual posts.

site:twitter.com/westcornfield/status

During the original writing, the result was 56 posts. When I clicked on each of these, Twitter informed me that
the post had been deleted. However, opening the cached version from the Google result displayed each of the
posts. In Figure 19.05, you can see that Google is now identifying deleted posts as far back as October 2017.
This process should also be repeated using the cached view options of Bing and Yandex. Next, we should check
the Wayback Machine as mentioned in Chapter Nine. If you recall, you can search their archives by keywords
or direct URL. The following address connects us directly to their archive of his account.

http://web.archive.org/web/*/twitter.com/WestCornfield

This identified a capture of his profile on December 6, 2017. Opening this archive displayed his T'witter profile
dating back to November 8, 2017. Figure 19.06 displays this deleted Tweet.

While our target removed his content from his profile, he did not remove his history. In order to see the Twitter
posts that he had previously liked before wiping out his page, we could previously navigate to a custom Twitter
URL. They killed this feature, but we can still use the following,

http://web.archive.org/web/*/twitter.com/WestCornfield/likes
While every investigation is unique, I wanted to demonstrate the importance of checking every source. These
searches took less than three minutes using my custom Twitter search tool discussed in the next section. While

you will likely never rebuild an entire deleted account, the posts obtained with this technique are something you
did not have before.

Wes Corwin @WestCornfield - 2h v
y Deleted all my tweets. Starting over.

- (W) 3

Figure 19.02: A live Twitter post announcing Tweet deletion.

Wes Corwin @WestCornfield - 4d v
y I'm not saying America should convert to the metric system, but | am going to
start calling dimes 'deci-dollars'.

) 3
Wes Corwin @WestCornfield - Dec 10 v
y “It's YOUR Baby, Charlie Brown"

Figure 19.03: A Google cached Twitter posts recovered after deletion.
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Wes Corwin @WestCornfield - 5h N
y The worst part about trying to be a nice person that is also a comedian is how

many people expect you to book gigs for them.

Figure 19.04: A Bing cached Twitter post recovered after deletion.

Wes Corwin

. _ Follow ) v
Yy @WestCornfield &

If you eat carrots, your vision improves. If
you avoid carrots for long enough, you can
stop reading nutrition labels.
#WellnessWednesday

6:41 AM - 18 Oct 2017

Figure 19.05: A Google cached Twitter message URL of a deleted post.

Wes Corwin @WestCornfield - Nov 8 v

?] I'm testing to see if | have 280 characters. | don't think so, but the bottom right
corner instead of saying 140 is now this dumb circle and this is a lot of text but
there's no way right? Has Twitter senpai noticed me? WOW THIS IS SO MUCH
TEXT, I'M THE HAPPIEST GIRL IN THE WORLD

Figure 19.06: A recovered deleted Tweet from the Wayback Machine.
Twitter Post Details
Assume that you have identified an individual Tweet of interest. The URL of the message will appear similar to
https://x.com/IntelTechniques/status/1821570065638256652. You have the tools to cteate a screen capture,
but you may want a few more details. If there is an image embedded into the Tweet, you can click on it to see a
larger version. However, this is sometimes not the original image size. In order to see the original full-size
version, right-click the image and choose "View image". This will load a new URL such as the following.

https://pbs.twimg.com/media/ GUeEPxjW4AA73performat=jpg&name=small

After removing "&name=small" from the URL, a larger image is available. You can save this image by right-
clicking and choosing "Save image as". This example is as follows.

https://pbs.twimg.com/media/ GUeEPxjW4AA73pe?format=jpg

Adding "=large" to the end of this URL or right-clicking and opening the image in a new tab will give us an
even larger resolution version of the same image.

https://pbs.twimg.com/media/ GUeEPxjW4AA73pe?format=jpg&name=large
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Tweet Deck (tweetdeck.x.com)

Tweet Deck is owned by Twitter, and it can take advantage of the live Twitter "Firehose". This huge stream of
data contains every public post available on Twitter. Many Twitter services do not have access to this stream,
and the results are limited. In 2023, Twitter changed TweetDeck to requite "X Premium" and attempting to go
to https://tweetdeck.x.com will forward you to a page and ask you to sign up for premium. You could sign up
for a premium account but that would require you to associate payment information with your burner account
which could compromise your operational security. An alternative currently is to use an open-source browser
extension called OldTweetDeck.

You can download OldTweetDeck from https://github.com/dimdenGD/OldTweetDeck where they also have
concise steps for installation on Firefox and Chromium based browsers. The installation steps are
straightforward. For example, you can install OldTweetDeck on any Firefox browser using these steps:

¢ Go to Release page and download OldTweetDeckFirefox.zip.
e Go to Firefox Configuration Editor (about:config).

e Change the preference xpinstall.signatures.required to false.

e Go to addons page (about:addons).

e DPress "Install Add-on From File..." button.

e Select zip file you downloaded.

e Go to https://x.com/i/tweetdeck and use old TweetDeck.

Understand that this extension only restores most of TweetDeck's functionality and some features such as
filtering by likes is going to fail due to Twitter making them private. This project's level of functionality will likely
wane over time so your own results may vary.

%5 xeom/iftweetdedk

v OSINT
¥ Tweet content

all Tweets

OSINT

protest OR march

® tocation

SOSINT

@ saturn slingshot

+@IntelTzchnigues
@) Mare Johanssen

ewallDrago

Geopolitical Report 1Ce
San Disga, CA x irs uthern Lebanon

any larquage

ncludad

. Chris M D&

The Fracdam €
enlighter and

Figure 19.07: Tweetdeck via the OldTweetDeck browser extension.

Whether you choose to purchase a premium account or use the OldTweetDeck extension, once the page is
loaded the functionality will be largely be the same. The plus symbol (+) in the upper left area will add a new
column to your view. There ate several options presented, but the most common will be "Search" and "User".
The "Search" option will create a column that will allow you to search for any keywords on Twitter. The
following is a list of search examples and how they may benefit the investigator.

"Victim Name": A homicide investigator can monitor people mentioning a homicide victim.
"School Name": A school can monitor anyone mentioning the school for suspicious activity.
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"Subject Name": An investigator can monitor a missing person's name for relevant information.
. . . . g .
"Event": Officials can monitor anyone discussing a special event such as a festival or concert.

The "User" option will allow you to enter a Twitter username and monitor all incoming and outgoing public
messages associated with the user. If several subjects of an investigation are identified as Twitter users, each of
the profiles can be loaded in a separate column and monitored. Occasionally, this will result in two of the profiles
communicating with each other while being monitored.

You can also use the Geo search mentioned eatrlier within Tweet Deck. A column that searches
"geocode:43.430242,-89.736459,1km" will display a live feed of Tweets posted within the specified range. A
mote precise search of "geocode:43.430242,-89.736459,1km fight" would add the keyword to filter the results.
Figure 19.07 displays Tweet Deck with several searches.

The columns of Tweet Deck are consistently sized. If more columns are created than can fit in the display, the
"Columns" option with left and right arrows will provide navigation. This allows for numerous search columns
regardless of screen resolution. This is an advantage of Tweet Deck over the other services discussed. Tweet
Deck is one of my Twitter staples. I use it at some point during every investigation. I recommend familiarizing
yourself with all of the features before needing to rely on it during your searches.

Real World Application: In 2019, I was investigating a death threat toward a celebrity. I launched T'weet Deck
and began monitoring. First, I created a search column with "to:myclient”. This started a stream of numerous
people mentioning my client, which was too much to monitor. Next, I created a column of "to:myclient kill OR
die OR shoot OR death". This presented very few tweets being sent to the celebrity including specific hateful
words. However, it did identify a suspect. A tweet was sent to the celebrity stating "I hope you die a fiery death
tonight". I then created another column of "from:suspect to:myclient". This identified every tweet he was
sending to the celebrity. Since I had to move on to other resources, I set one final Tweet Deck column of
"from:suspect to:myclient kill OR die OR shoot OR death" and added an alert. This instructed Tweet Deck to
play an audible sound if any new messages met the criteria. The same suspect was arrested a week later while
attempting to burglarize her apartment.

Third-Party Resources

We have reached the end of the Twitter search options within the official website. Next, we will focus on third-
party search tools. Most of these services require you to authenticate with a Twitter account before any queries
can be submitted. This is largely due to Twittet's safeguards against fraud and abuse. I always recommend using
a "junk" Twitter account when this is requited. You will be asked to give the third-party service access to and
control of the account in order to complete any tasks. This can be a security and privacy risk if using your true
personal account. I will never give any service access to my personal Twitter account, but I often allow services
to authenticate with one of my investigation accounts.

It is important to note that in 2023 Twitter closed their free API tier which resulted in almost all free third-party
sites and services to close down. Third party services are now required to pay for API access so do not expect
to get much back from free services, and most services which retained functionality are now premium only. The
number of third-party resources has been reduced drastically, but I will share the handful of sties which may still
be of use.

Twitter Location Information

While privacy-aware individuals have disabled the location feature of their accounts, many users enjoy
broadcasting their location at all times. Identifying a user's location during a Twitter post is sometimes possible
through various methods. Prior to 2014, identifying the GPS details of every post of many users was simple.
Today, most of these identification techniques are no longer working. A manual Twitter search method for
identifying posts by location was explained eatlier. That technique is best for current or live information, and is
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limited to only recent posts. You may have a need for historical details from previous posts from a specific
location. I have had better success with historical data than current content in regard to geolocation. I believe
this is because most people unknowingly shared their location while Tweeting for many years. When Twitter
changed the default location option to "Disabled", most users never intentionally re-enabled the feature.
Fortunately, there are third-party websites that collected this historical data, and can assist with easy searching.
The following options will work best when you are investigating events that occurred several years prior. While
you may get lucky and receive some recent posts, the majority could be quite old.

Omnisci (www.heavy.ai/demos/tweetmap)

Omnisci is a massive database platform developed through collaboration between MIT and Harvard.
Historically, each college had their own interface into this data, which supplied Twitter post locations from past
Tweets. Each interface provided new ways of searching information. Both websites have been disabled, and the
entire project has warped into Omnisci. This website can search by topic, username, or location. It can also
combine all three options to conduct a detailed search. Results appear as blue dots on a dark map. Each dot
represents a Tweet which possesses location data to the chosen area.

One Million Tweet Map (onemilliontweetmap.com)

This service only displays the most recent one million Tweets on an international map. They do not have access
to every Tweet available, often referred to as the "firehose", but they offer new Tweets every second. I would
never rely on this map for complete data about a location. However, monitoring a large event can provide live
intelligence in an easily viewed format. I recommend using a mouse scroll wheel to zoom into your location of
interest. Once you are at a level that you can see single Tweets, you can click any of them to see the content.
The page will automatically refresh as new information is posted.

Tweet Mapper (keitharm.me/projects/tweet)

If your target possesses Tweets with location data, but the previous two options failed to locate anything, this
map could reveal the data. The project appears to be abandoned, but I receive occasional results.

Fake Followers

There are a surprising number of Twitter accounts that are completely fake. These are bought and sold daily by
shady people who want to make their profiles appear more popular than they really are. I have seen a lot of
target profiles that have been padded with these fake followers. There are two websites that will assist in
distinguishing the authentic profiles from the fraudulent. They both require you to be logged in to a Twitter
account, and I will compare the results of each.

Twitter Audit (twitteraudit.com)

This option identified 9% of my followers as "fake" and provided very few details. It also allows for submission
through a static URL, but you still need to request an audit once you get to the page. The following would
display results for my own page. You will need to allow Twitter Audit to authenticate using a Twitter account,
which is fairly common for third-party Twitter services. You also only get one free query per user account.
https://www.twitteraudit.com/inteltechniques

Miscellaneous Twitter Sites

Every week, a new site arrives that takes advantage of the public data that Twitter shares with the world. These
sites offer unique ways of searching for information that Twitter does not allow on their main page. This partial
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list is a good start to finding information relevant to your target. I encourage readers to follow my blog, podcast,
and Twitter account for any updates which surface after this book has been published.

TweetBinder (dash.tweetbinder.com/report/ free)

TweetBinder is a site aimed at users in the marketing field, so it is largely activity analytics. However, I have
found some useful information in the results occasionally. You can get a limited number of results with their
free search or you can set up a free or premium account on their service to receive more robust results. If
nothing else, this site can shed light on patterns of recent activity for the target account.

Memory.lol (github.com/travisbrown/memory.lol)

This project is a web service that provides historical information about social media accounts. Currently, it can
be used to look up 542 million historical screen names for 443 million Twitter accounts. Most of this data has
been scraped from either the Twitter Stream Grab or the Wayback Machine. As an example, the following URL
produces the result seen immediately below it.

https://api.memory.lol/v1/tw/Intel Techniques

accounts

id 257644794
id_str  "257644794"
screen_names

IntelTechniques
0 "2015-04-06"
1 "2022-11-08"

I now know that the first time this profile, number 257644794, was seen within these resources was April 6th,
2015. I can also reverse this query when I know the user number. The following URL queries by number and
identifies the username and same account details, as seen following the URL.

https://api.memory.lol/v1/tw/id/257644794

id 257644794
id_str  "257644794"
screen_names

IntelTechniques
0 "2015-04-06"
1 "2022-11-08"

This provides a quick way to identify usernames from profile IDs and vice versa.
Threadreader (threadreaderapp.com)

Threadreader is one of the few third-party sites which has retained functionality following Twitter's API changes.
The purpose of the service is to make long Twitter threads easily readable and replicated onto a normal looking
web page. Although technically a Twitter "bot", the Threadreader site can be used to view and even search
Twitter content. The level of content will depend on the target account. One of my primary use cases for this
site is simply a secondary means of viewing Twitter posts in scenarios where visiting the platform directly is not
possible or desirable. Threadreader has a search bar on their main page and we can also use URL manipulation
to run queries.

https://threadreaderapp.com/searchrq=Intel Techniques
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This would conduct a basic keyword search and does bring up dozens of results, but the results are not
comprehensive. Likewise, some user accounts can be queried with the following format.

https://threadreaderapp.com/user/inteltechniques

Most accounts in our testing did not show results using this technique. An example of a working account is
https://threadreaderapp.com/user/cyb_detective and this is likely due to that Twitter user utilizing the
Threadreader service. As an added bonus, Threadreader does not require us to provide our own Twitter
credentials or make an account in order to query for results on their service.

Pivoting to Alternate Microblogs

While Twitter placing their API behind a paywall has severely reduced the number of third-party tools and
services for analyzing accounts, changes to the platform have also pushed many users to move to alternative
microblogs. We can use this trend to our advantage. I have had significant success tracking Twitter users to
alternate platforms while providing additional avenues of investigation. We simply take a target's username,
vanity name, or any unique vernacular in their bio, and search it across the most popular Twitter competitors.
Popularity of these microblog platforms will vary depending on the culture and demographics of your targets
but many Twitter users have created alternate accounts on one or more of these platforms using account names
identical to or variations on their Twitter username.

Instagram (instagram.com): Although technically not a micro-blog, many of my targets have migrated to
posting Instagram content which they would have previously posted on Twitter. Likewise, groups which
previously organized events on Twitter, now do so on Instagram, with the added intelligence benefit of an image
or video being associated with every post.

Threads (threads.net): Threads is Meta's attempt to absorb users moving off of the Twitter platform. Any
Instagram account can be used to instantly create an associated Threads account and we will discuss Threads
further in the next chapter.

Bluesky (bsky.app): Bluesky is a federated platform which has absorbed many former Twitter users. It is
particularly popular amongst those who work in technical fields and although previously only available by
invitation, currently account creation on this platform is straightforward, making it relatively easy to investigate.
Mastodon (mastodon.social): Mastodon was one of the first federated platforms that was rumored to be the
next Twitter killer. Although fairly popular it never reached the level of adoption of Twitter, but it is popular
enough to be worth checking.

Often a simple google query is enough to locate any alternate accounts. For example, after seeing that a popular
technology podcast has moved off of twitter, we could use the following query to locate the new accounts.

site:threads.net OR site:bsky.app OR site:mastodon.social OR site:instagram.com "techpod”

These reverse queries or "pivots" will be discussed in greater depth when we tackle username tactics in a
forthcoming chapter.

IntelTechniques Twitter Tool

I found myself using many of these manual Twitter techniques daily. In order to prevent repetitive typing of the
same addresses and searches, I created a custom tool with an all-in-one solution. Download the archive
previously mentioned or visit https:/ /inteltechniques.com/tools/ Twitter.html to access this resource. This
page includes embedded JavaScript that will structure and execute web addresses based on your provided
information. The Twitter tool will replicate many of the Twitter searches that you have read about here. Clicking
the button next to each option executes the query in a new tab in your browser. As a reminder, this page collects
absolutely no information from your searches. They are all conducted within your own browser, and no data is
captured by my server.
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CHAPTER TWENTY

SOCIAL NETWORKS: INSTAGRAM

While Facebook and Twitter are likely going to offer the most bang for your buck in terms of web-based social
network presence, Instagram has captured a large share of the market over the past two years. Instagram is a
photo-sharing service that is now owned by Facebook. With well over 1 billion active monthly users, the amount
of content available here is overwhelming. This application works alone or in correlation with Facebook and
Twitter to distribute the photos. This service is very popular with most photo sharing Twitter users and should
not be ignored. My preferred method of downloading a person's entire Instagram profile is through the Python
tools Instalooter and Instaloader, as previously explained in the Linux, Mac and Windows chapters. These
utilities will download all the images and videos from a profile, but there is much more data out there which
may be valuable to your investigations. You will need to be logged in to an Instagram account for most
techniques in this chapter. First, let's start with some basics.

If you visit Instagram.com, there is no search feature unless you log into an account. If you have already created
a burner Facebook account, you can use that account to log into Instagram or you can create a new separate
account. Once logged in you will find a search option in the left menu, however, this will only identify a handful
of user accounts and recommended search terms. If you select one of the recommended search terms, you will
then receive image results based on the query. Although each image corresponds to a post, this is not very
efficient, as we would have to click on each image in order to see the corresponding account. Instagram's internal
search also provides no additional filters, but in a moment we will use search engines to provide precise queries.

In previous editions of this book, I detailed several third-party Instagram search options that unlocked a lot of
hidden content within user accounts. On June 1, 20106, Instagram tightened their API, and this killed most of
the useful websites. My own Instagram tools page suffered drastically from the new restrictions in 2018 and
2020, and I had to start over with new options. Fortunately, you still have many search options for your next
Instagram investigation. Let's start with keyword searching. I have found greater success with a custom Google
search instead of an Instagram search field. The following query on Google will produce thousands of results
that display Instagram posts that mention "OSINT" within the post title or comments.

siteinstagram.com "OSINT"

This same term searched on an Instagram page only displayed users that have the term within the username.
When searching "#OSINT" on Instagram, I was provided a list of hashtags that include the keyword. Each of
these hashtags are associated with multiple Instagram posts. Consider the following example in order to identify
the benefits of searching away from the Instagram website. While on an Instagram page, 1 searched for my target
"Darren Kitchen" from Hak5. This presented several profiles associated with people having that name, but none
of them were my target. Instead, I went to Google and conducted the following search.

site:instagram.com darren kitchen hak5

This produced one result, but it was not connected to my target. Since people seldom use last names on
Instagram, I modified my search to the following.

site:instagram.com darren hak5

The first result was my target's profile (@hak5datren). Similar to Facebook and Twitter, a person's Instagram
profile only tells a small portion of the story. Conducting the following search on Google revealed 215 results.

site:instagram.com "hak5darren"
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These are the various pages and posts that contain the text of my target's username. Many of these are posts
from the target, which we have already seen by looking at his profile. A few are from associates of the target
and may otherwise be missed. I now only want posts that contain "@hak5darren" within the content. This is
more likely to find other people mentioning my target.

site:instagram.com "@hak5darren"

Similar to the previous search, it forces Google to ignote the target's profile, and only focus on people that are
posting "to" the target with @hak5darren instead of just his username alone. These searches can be modified to
include or exclude keywords, usernames, real names, or any other terms with which you have interest. You could
also repeat these on Bing and Yandex for better coverage. Figure 20.01 displays the difference in search results
while Figure 20.02 identifies a post targeted toward a user. Hopefully, you now have a target profile of interest.
Now we can dig into our target within Instagram and through third-party resources.

site:instagram.com "hak5darren” site:instagram.com "@hak5darren”
Q Al Q Maps [ Videos [ Images Q Al Q Maps [ Videos [ Images
About 235 results (0.29 seconds) 6 results (0.22 seconds)

Figure 20.01: Google search queries for Instagram data.

www.instagram.com » BxzghjtAJgf

SECARMY on Instagram: “WHAT IS WIFI PINEAPPLE? Itis a ...
rapunzel128 To @hak5darren you might want to repost this . May 23, 2019. More posts from

Figure 20.02: Google search results of Instagram data.
Instagram Images

There is one obstacle with Instagram searches that needs to be addressed. When you identify a profile of interest,
there will always be a profile image at the top of the page. This is usually a 150x150 pixel profile image and a full
page of lower-resolution post images, all of which are small and heavily compressed. In 2015 and 2018,
Instagram changed the way these thumbnails and original images are stored. The goal of this technique is to
locate these low-resolution images and identify the full high-resolution images that were originally uploaded. For
an example, I will pick on the user "hak5darren". His profile is at instagram.com/hak5darren. When I right-click
on his profile picture, I am blocked from opening the image alone in a new tab. In fact, there is no right-click
menu whatsoever. If I right-click on the images, I also receive no option to view the image alone, which
previously would grant us a larger version. Instagram is actively blocking us, so we will need to dig into the raw
files from the page using our browser's developer tools.

In the past we have searched for links to image files in the page code using "View page soutrce", but our browset's
built in developer tools provide a more direct method for locating and isolating these files. With the target
Instagram profile loaded in my browser window, I right-click and choose "Inspect”, or strike F12, to open the
developer panel. Depending on your browser this panel will open to the side or below the target page. In the
panel select the "Network" tab. Once on this tab, we can refresh the page using F5 to view a cascading list of
files as the page reloads. To make things easier, we can use the image option in the filter bar in the developer
panel to show only files with common image file extensions. Anytime we add or remove a filter we must refresh
the page to generate a fresh list of files.
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One of the benefits of this technique is that the files are listed in the order that they load, so image files at the
top of the profile tend to be at the top of the file list. Therefore, one of the top images is likely to be our target's
profile photo. If we select the desired file from the list, a window to the right of the file will provide additional
information pertaining to that image. Within this window, the image itself will be displayed in the "Preview" tab
for Chrome browsers ot the "Response" tab for Firefox users.

Now that we can see the target image, we can right click on it and either save it or open it in a new tab. In my
workflow, I prefer to open the file in a new tab which allows me to download it or perform a reverse image
search. If you are working in Firefox and you are unable to interact with the image in the "Response" tab, move
to the "Headers" tab whete you can copy the direct link the image and then paste it into a new tab manually.
Many people use the same profile picture across multiple platforms, so this reverse image search has a good
chance of uncovering additional accounts belonging to our target. We will discuss reverse image searches further
in a later chapter. We also now have the direct URL for the image which we can add to our case notes.

This is often our best option for viewing and archiving media files from pages which do not allow direct
interaction with page content. Does this seem like too much trouble for every image of interest on Instagram?
Yes, no argument here. If you prefer to allow a third-party service to replicate this for you, the following sites
will download the best quality image available within a post. Regardless of your method, you should understand
the functions allowing for the capture of these high-resolution images. I suspect that these methods will change
slightly after this book is published. However, the replacement strategies explained in the examples should carry
over into the unknown changes Instagram will apply next.

https://instadownloadet.co/

https://igram.io/

https://igdownloadet.com/

https:/ /toolzu.com/downloader/instagram/photo/

< hakSdarren i [@ Elements Comsole  Sources Memory > Qi15A12 mils B i X
® @ Y Q Opesenclog O vz L oL 0]
Y Filter Invert
hakSdarren *** Al [ Feten/xHR | Doc | €ss|(ss|(Font| Img Media  Manitest (WS Wasm | Otner| () Blocked response cookies
) Blocked requests ’ arty requests
m Message 2 [ 500000 ma 1000000 ms 500000 ma 2000000 ms 2500000 s 3000000 ms 3500000 s 4000000 s 4500000 ms 50000
Darren
Cyberpunk phonephreak turned HakS founder. part-time sailor.
van-dweller Name X Headers Payload Preview Response Initistor >
@ hakS.org e — . -
7 dataiimage/pngbase.
POe
sheVANig.. Road Trip.. Deck & D,
2 11936581 mage URL
955 6‘751 3 a 13 nage as data UR
POStS followers ollowing W 42303 Open image in new tab
Figure 20.03: Isolating files using the developer tools
Metadata Details

You should also consider digging into the source code of your evidence in order to identify further details that
could be valuable. First, I like to identify the user number of an account. Similar to Facebook and Twitter, people
can change their username on Instagram, but not their user number. Right-click on your target profile page and
select the option to view the source code. This will open a new tab with a lot of pure text. Using either "Ctrl" +
"F" (Windows) ot "command" + "F" (macOS), conduct a search for exactly the following. The numbers directly
after this data will be the user number of your target. In our previous example, his user number is 340416780.

"profile_id"
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Sometimes Firefox will search through the source code and highlight data, but the results don't match
the terms searched. I do not know why this happens, but selecting "Wrap long lines" within the Firefox source
code page sometimes helps. When necessary, 1 copy all of the source code and paste it into a text editor, then
search there. Your target may change their username, but they cannot change their user 1D. If you know that
your target's user 1D is 340416780, but you can no longer access their profile based on the username, we can
query the Instagram API to get the new details. However, you must first spoof your user-agent. In Chapter Two,
I explained the Firefox extension called User-Agent Switcher and Manager. Open this menu within your Firefox
browser; change the second drop-down menu to "Android"; change the first drop-down menu to "Instagram";
select the first option; click "Apply"; and navigate to the following page.

https://i.instagram.com/api/v1/users/340416780/info/

The text-only result should display pages of details, but I find the following of most interest.

"pk": 340416780,
"username": "hakbdarren",
"full name": "Darren",
"is private": false,
"media count": 949,

"geo media count": O,
"follower count": 5855,
"following count": 257,

"external url": "http://hak5.org",

"has videos": true,

"has highlight reels": true,

"has guides": false,

"can be reported as fraud": false,

"is business": false,

"profile pic url": "https://scontent-seal-l.cdninstagram.com/v/t51.2885-

19/13534173 1620017484977625 1916767107 a.jpg?stp=dst-

jpg e0 s150x150& nc_ht=scontent-seal-
l.cdninstagram.com& nc_cat=109& nc ohc=q PLR6-

nj2IQ7kNvgHT9czS& nc_gid=ed08cb087dc34ce3bebdefaecab/ffoffsedm=AEF8tYYBAAAA&CCD
=7-5&0h=00_ AYDoftauBBbsGYPujN8B fEB9wrigM7Cw-FglS R-
S5wHA&Oe=66EA669A& nc sid=1e20d2"

If the target had changed his username, we would see it here. As an added benefit we are provided with a
direct link to the target's profile image. While inconvenient, this is the most stable way to translate a user ID
back into a username. Next, let's tackle exact timestamps. Instagram might tell you a photo was posted 67
weeks ago, and hovering over that notification should tell you the exact date, but it never tells you the time of
the post. This detail can be crucial to a legal investigation. For this example, I located an image posted by our
target at the following address.

https://www.instagram.com/p/CR854ZigEhR /

Right-click the profile and select the "Inspect” option within your browser. Click on the "Network" tab and
reload the page. Click the small magnifying glass to conduct a search (not the filter URL option). Search for
"taken" and notice the data which follows. My example displayed the following.

"items":[{"taken1627648763,"pk":"2629230846841735249","id":" 262923
The number following "taken", which was 1627648763 is a Unix timestamp. Converting this from Unix to

standard time on the website located at epochconverter.com reveals the image was uploaded on Friday, July 30,
2021 at 12:39:23 in universal time (GMT) format.
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I realize these details are very minor. However, documenting this content can announce the difference between
an average OSINT investigator and an expert. If you plan to serve any legal process later, knowing the user
number and exact time of activity will be crucial.

Hashtags

A hashtag is a word or phrase preceded by a hash sign (#) used on social media websites and applications,
especially Twitter and Instagram, in order to identify messages on a specific topic. If I wanted to view all posts
tagged with "osint", the following direct URL would be appropriate.

https://www.instagram.com/explore/tags/osint/

1 do not pay much attention to hashtags within my investigations. 1 prefer to focus more on search terms. Many
people do not propetly tag a post, and you can miss a lot by limiting your search to a hashtag. If I search for
hashtags of #shooting, I may see valuable data. If a potential target only posts the term "shooting" without the
"#", I would miss the post. This is why I rely much more heavily on searching within Google, as explained
momentarily.

Followers & Following

Instagram now requires users to be logged in to an account in order to view the followers of a target or the
profiles that a target follows (friends). Viewing these lists is not a challenge, but proper documentation can be
tricky. The following explains how I choose to view and document every Instagram follower and friend of my
target account, using hak5darren as an example.

After logging in to your account and navigating to the target profile, you will be able to simply click on
"Followers" or "Following". In this demonstration, I chose the people he is "following", often referred to as
friends. This opened a new window on my screen with the first twenty people displayed. Since hak5darren
follows 215 people, I can scroll down the entire list to load all of the accounts. You will not be able to see all of
the accounts at once because the window only displays ten within its boundaries. This causes screen capture
tools to be useless in this scenario. If you are using either the Firefox browser we created within Linux or your
own version of Firefox with the recommended Add-ons, you can easily copy this list.

After scrolling down to load all of the users, press either "Cttl" + "A" (Windows & Linux) or "command" +
"A" (Mac) on your keyboard. This will highlight or "select" the entire list. Next, right-click within this window
and choose "Copy selected links". This copies all of the Instagram account hypetlinks within the target's
following list into your computer clipboard. Open your desired documentation software, such as Word, Excel,
or any text editor, and paste the contents into the application. I prefer Excel (or Calc within the free LibreOffice
suite) for this task. Pasting the results confirmed 199 accounts, four of which are shown below. Repeat the
process with "Followers".

196 https://www.instagram.com/dragorn/

197 https://www.instagram.com/smacktwin/
198 https://www.instagram.com/serafinamoto/
199 https://www.instagram.com/moon_spot/

In my experience, Instagram limits the number of accounts within this window to 1,000. This should be
sufficient for most friends of the target, but may be limited when looking at the followers of famous people.
While Instagram offers a text-only view of followers and following, it appears limited to 50 random profiles. I
included these long links within the search tools, but I do not rely on them. I prefer this manual method. If your
target's user ID was 340416780, the following URL presents the first 50 people he is following.

https://www.instagram.com/graphql/quety/?query_hash=d04b0a864b4b54837c0d870b0e77e076&variables
={%22id%22:%22340416780%22,%22include_reel%22:true,%22fetch_mutual%22:false,%22first%22:50 }
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As you can see, this is quite messy and only presents partial information. While viewing who the target is
following, I can also use the search bar in that window to do a quick query for accounts of known aliases. I often
search for my target's surname to potentially locate family members. Remember, people will often follow their
own account with their alternate accounts so searching for known aliases and usernames can be very beneficial.
The "Following" window also has a tab for hashtags which will allow us to see a list of hashtags associated with
our target. This can be good cultural intelligence on our target while also providing us with additional keywords
which we may find useful when we move back to running queries in Google.

Likes & Comments

Similar to Twitter, usets can "Like" or comment on each post. Unique from Twitter, this is only seen when you
load the target post in your browser. In other words, if a user posts a comment to a photo published by our
target, we do not see that comment within the account of the person who made it. We only see it within the
specific post directly from the target. We also cannot search within Instagram by keyword in order to identify
comments, but we can with Google as explained momentarily. First, let's focus on Likes.

Viewing an individual Instagram post reveals a heart icon below any comments. Clicking that icon "likes" the
post from your account, so this should be avoided. Directly below the heatt is a summary such as "557 Likes".
Clicking on this opens a new window, which identifies each account that liked the post. Slowly scrolling through
this list expands it until all accounts are present. Similar to the previous method of capturing friends and
followers of a target, a manual approach is best here. Pressing "Ctrl" + "A" (Windows) or "command" + "A"
(macOS) on the keyboard selects all of the content, and "Cttl" + "C" (Windows) ot "command" + "C" (macOS)
copies it to your computer memory, which can be pasted into a spreadsheet or word processor. You can repeat
this process for the comments within the post.

If you locate a comment which is valuable to your investigation, you may want to document the date and time
of the post. This is not available within the standard view. As an example, look at the post at
https://www.instagram.com/p/Bqi6r9uA0Y3. Inside the comments includes a response of "now I gotta go buy
some beet" from a friend. At the time of this writing, Instagram displayed "303w" under the post, indicating it
was posted 303 weeks previous to the current date. There is also a date for the post listed below the number of
likes, but this may not be sufficiently accurate for our needs. While on the page, right-click and choose the
"Inspect” option as we did previously. While on the "Inspector” tab, search for the terms (now I gotta go buy
some beer) and expand the text immediately after the result, as displayed in Figure 20.04. You can now see that
this comment was made on November 24, 2018, at 14:27:02 GMT. Alternatively, we could conduct the same
keyword search in the "Network" tab of our developer tools in order to find the exact Unix time of the post.

w<div class="_a9%zs">
<span class="_aacl _aaco _aacu _aacx _aad7 _aade">
Damnit Darren, now I gotta go buy some beer...</span>
</div>
w<div class="_ab8w _ab94 _ab99 _ab9f _ab9m _ab9p _abaj _abb- _abcm"> flex
w<div class="_aacl _aacn _aacu _aacy _aad6">
w<a class="x1i10hfl xjbgb8w x6umtig x1blmbwd xageaSy xav7gou x9f619 x1y..d9i69 xkhd6sd
x16tdsg8 x1hl2dhg xggylnq x1a2a7pz _a9zg _abhd" href="/p/Bqi6r9uA0Y3
/¢/17911737427262537/" role="1link" tabindex="0"> |event
<time class="_a%ze _a9zf" datetime="2018-11-24T14:27:02.000Z" title="Nov 24,
2018">207w</time>

Figure 20.04: "Like" data within an Instagram post.
Complete Post Analysis
Assume that you have located your suspect (https://www.instagram.com/hak5datren) and found an

incriminating post on his account (https://www.instagram.com/p/BK1KWEthQkb). This is a high-priority
investigation, and extensive manual documentation is justified. You have already attacked his account with
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Instaloader, Instalooter, and Osintgram as explained in previous chapters. You possess all of the images from
the account. The following outlines the next steps I would take toward this target.

e Use our browset's developer tools to inspect the loaded files for the target URL.

e If the media files have not been previously saved using scripts, save the image from the post manually
as previously explained.

e Close the developer panel.

e Scroll through the comments, and expand any, if necessary, by clicking "+".

e (lick the summary of likes below the heatt icon.

e Scroll until all are loaded, select all with "Cttl" + "A" or "command" + "A" on keyboatd.

e Open a new spreadsheet through Microsoft Office or LibreOffice and paste the results.

e Rename this tab "BK1KWEthQkb" and open a new tab.

e Repeat the process with any other posts of interest.

e Return to the account (https://www.instagram.com/hak5darren) and click "Followers".

e Toad the data, copy it, and paste it into the new sheet titled "Followers".

e  Repeat the process for "Following".

e  On the target profile, scroll down until all posts are loaded and select/highlight all.

e Right-click, choose "Copy selected links", and paste data into a new sheet titled "Posts".

You now have a spreadsheet with multiple pages inside it. The first provides the comments, details, and likes of
a specific post. The second displays all of the target's followers. The third shows his friends, and the fourth
provides the direct URL of every post for later analysis or extraction. Figure 20.05 displays a partial view of my
example, highlighting the final sheet created. This was a lot of work, and I do not replicate these steps for every
Instagram investigation. You must decide when the extra work is warranted. Unfortunately, there is no reliable
automated solution which extracts all data.

23 https://www.instagram.com/p/BEnKp-4G9Sg/
24 https://www.instagram.com/p/BEnKgNCm9SP/
25 https://www.instagram.com/p/BEnJbyBmSRF/
26 https://www.instagram.com/p/BEnJDgWm3Ql/

BK1KWEthQkb Followers Following Posts

Figure 20.05: A spreadsheet created from a target Instagram post.
Channels

While Instagram was originally introduced as a photo-sharing platform, it is quickly becoming dominated by
user-submitted videos. Many profiles now include a video channel which was formerly called "IGTV". Meta has
replaced the IGTV button on profile pages with "REELS", which are more similar to TikTok's format, but at
this time channels can still be accessed directly via URL with the following structure.

https://www.instagram.com/ambermac/channel/

Opening a video page allows you to play the content and see any details such as likes and comments. Capturing
the text data can be done using the techniques previously explained. However, saving the video introduces new
challenges. While the video URL is embedded into the source code of the page, it requires heavy modification
in order to replicate the content in a format which can be archived. Instead, we will rely on our browser to help
us locate the stream. While viewing any Instagram video page, launch the "Inspector” tool within your Firefox
or Chrome browser. You should be able to simply right-click on the page and select "Inspect Element". If this
is not visible, you can launch Inspector from the Developer Tools within the browser menu (F12).
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Within the developer tools, click the "Network" tab and play the video. If the video was already playing, reload
the page. The inspector will display a lot of information which can seem overwhelming. Instead of manually
filtering through these network connections, simply type "mp4" within the search field directly below the
"Network" tab. This will result in multiple files being listed. Sort this list by file size and select the largest file. In
the right side panel you will see a long URL in the "Headers" tab. Copy this link and paste it into a new browser
tab. Now delete the last part of the URL which will be similar to "&bytestart=4635232&byteend=4933185" and
hit enter. The new tab within your browser should present the video in full-size resolution. You can now right-
click on the video and select the option to save it. Figure 20.07 displays results similar to what you should see in
your developer tools.

This may all seem tedious and complicated. While there are browser extensions which simplify these processes,
they are replicating the manual methods presented here. Knowing these manual functions allows you to explain
the capture process when mandated. When I testified in criminal trials about my online evidence, I proudly
explained the ways I captured evidence from the source rather than relying on third-party tools which do not
disclose their exact methods.

Comule  Soune Network Performance  Memory  Application  Security ighthouse  Fecorde Perfarmance insights A Q02470 m72 B ! X

[«
&

® @ Y Q (O Praserveleg (O Disatlacacke Notweting v T L

[} ) It L) Hide dats URLs [ Hide extension URLs Al Fetch/XHR | Doc || €SS JS  Fomt  Img  Mecis  Manifest WS Wasm || Othe Shocked response cokie

1 3rd-party requ

Figure 20.06: The "Inspector" utility within Firefox identifying an Instagram video MP4 file.
Tagged Users

Instagram allows users to be tagged within posts. On any target profile, you may see the "Tagged" link directly
above the images. You can also navigate directly with the following structure.

https://www.instagram.com/hak5darren/tagged/
Google Instagram Search

We have exhausted all useful aspects of collecting data from within Instagram.com. The search functions are
extremely limited there, so we must utilize a third-party search engine to find further data and connections. In
my experience, Google is our best option, and you should be familiar with the queries conducted at the beginning
of the chapter. Let's conduct a demonstration. Earlier, we searched site:instagram.com "hak5darren" and
received hundreds of results. Browsing through these three pages reveals no evidence of a post including the
word "Paget". However, I know he posted a photo with that term in the title. Seatching the following reveals
the target post.

nn

site:instagram.com "hak5darren" "pager”

This confirms that Google indexed the post, but did not present it when I searched the suspect's Instagram
username. This means that we should also query search terms when we conduct searches associated with a
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target. The search tools presented in a moment simplifies this, but let's conduct one more manual attempt. I see
that "hak5darren" posts comments to "snubs" within his posts. I would like to search for any Instagram posts,
within any accounts, which contain either a mention of or comment by both "hak5darren" and "snubs". The
following is appropriate.

site:instagram.com "hak5darren" "snubs"
Twitter Instagram Search

Many people who post to Instagram broadcast the links on Twitter. Following this data can reveal our target's
Twitter account and any unique comments from Twitter users. Because of these reasons, we should always
check Twitter for Instagram posts. The user "hak5darren" on Instagram is also "hak5darren" on Twitter. The
following Google search identifies posts on Twitter (site:x.com) which mention "hack5darren", and possess an
Instagram image URL (instagram.com/p).

site:x.com "hak5darren" "instagram.com/p"
Third-Party Tools

Overall, the various Instagram search websites do nothing more than what we replicated in the previous
instruction. However, these sites could identify that one piece of vital evidence which we missed. Therefore, it
is always best to have as many resources as possible. I have found the following third-party resources beneficial
to my investigations. Third-party Instagram tools appear and disappear rapidly. After publication, I will continue
to update the Instagram search tool with new features, as explained soon.

Instagram Stories

Instagram Stories are vertical photos or videos, up to 15 seconds in length, which disappear 24 hours after
posting. Instead of being displayed in the user's feed, they are displayed at the top of an active uset's app when
they are logged in. If there are active stories, we can click on the target's Instagram profile image to view them,
but we must be logged into Instagram in order to do so. Since Stories disappear quickly, they are often used
much more casually than the public Instagram feed. I have found the following utilities helpful for displaying
and downloading this temporary content. I demonstrate each.

InstaFollowers (instafollowers.co/download-instagram-stoties)

Of these, InstaFollowers has been the most beneficial. It was the only option which displayed "Stories
Highlights" of previously expired content and easily allowed download of all stories directly through Instagram.
Consider the following example. Using their search tool, I conducted a query for my target. Several "Stories"
were presented with a "Download" button below each. That button forwarded me directly to the Instagram host
of each video. Each link is quite long, but should load the video directly in your browser. Right-clicking should
present the option to download the file.

StoriesDown (stotiesdown.com/)

This service is very similar to the previous and should present most of the same data. These sites break or
disappear often, so having multiple sites with redundant functionality is always a benefit.

Snapinsta (snapinsta.app)
A newer service which simplifies media download is Snapinsta. It allows download of images, videos, Reels,

IGTV, and stories without the need to understand browser developer tools. However, it requires you to trust a
third party with the identity of the target of your investigation. I prefer to go straight to the source.
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Dumpor (dumpor.com)

From an evidence perspective, I believe it is best to obtain your Instagram data from the official website.
However, account requirements might hinder your investigation. Some organizations prevent employees from
using any covert account to access data about a target. If logging in to Instagram is prohibited, consider Dumpor.
This service allows you to navigate through a person's Instagram posts without the need for an account. Dumpor
also allows for easy downloading of media files by right-clicking on any image or video. You can search a
username or tag from the main site, or submit a direct URL query as follows.

Username: https://dumpot.com/v/ambermac
Tag: https://dumpor.com/t/osint

Toolzu (toolzu.com)

In 2022, I found this site to be quite beneficial to Instagram investigations. It relies on the Instagram API, so
you will not find any content which is not already public. However, the layout and analysis of profile data is
unique. It also allows direct URL input, so it will play well with our tools. Consider the following.

https:/ /toolzu.com/profile-analyzer/instagram/?username=(@ambermac

Toolzu creates a summary of the account, but then extracts all profile data and analyzes if to provide details
which are not available directly from Instagram. In this example, I now know that my target:

Posted over 2000 Instagram uploads

Has 35,600 followers

Posts 1.29 times weekly

Averages 5.54 posts per month

Is most likely to post on a Tuesday or Wednesday

Most commonly tags with Partner, TheFeed, CanadasSeniorCare, Seniors, and AmberMacMedia
Most commonly captions with newsletter, Canada, Tuesday, and technology

Interests include business (15,38%), travel (3,85%), marketing (3,85%), and art (3,85%)

Most commented post is https:/ /www.instagram.com/p/CiSniiBgqKH/

Most liked post is https:/ /www.instagram.com/p/CiSniiBgqiKH/

Suspension Warning

I have some bad news. I have witnessed suspension of Instagram accounts when using third-party Instagram
tools which requitre you to log in to an account. Always log in to a "junk" account and expect that you may be
blocked. Logging back in to the account and completing a Captcha usually reverses the suspension.

Threads (threads.net)

In 2023, Twitter's popularity and number of active users began to decline. Meta responded to this change by
opening up a competing microblogging service named Threads. Although hosted on its own domain, and having
a format more similar to Twitter, Threads functions more as an extension to Instagram than it does its own
platform. Threads in fact uses your existing Instagram login and anyone with an Instagram account can instantly
use it to generate an associated Threads account. Threads uses Instagram credentials so every Threads user also
has a corresponding Instagram account, but not every Instagram user has activated their corresponding Threads
account. At some point in the future, Meta may choose to separate Threads from Instagram, but currently one
is merely an extension of the other.

Locating targets on Threads is very straightforward. We can take our target's Instagram account name and easily
check to see if they are also on threads using the following URL structure.
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https://www.threads.net/@ambermac
We can also use our search operators to search for accounts or topics.

site:threads.net/ @, "accountname"
site:threads.net/ "keyword"

Threads does have its own search functionality and unlike Instagram, you can perform some internal queries
without being logged in, although you will receive additional filters if you are logged into a burner account.
Likewise, when viewing without authenticating you will receive only a limited number of results for your queries.
Unlike Instagram, the internal search feature on Threads does provide results for both accounts and posts.
Threads search feature can be accessed at https://www.threads.net/search or we can use the following URL
structure to manually formulate search queries.

https://www.threads.net/search?q=osint

The account identifiers will be identical to the target's Instagram account because on the back end it is all the
same account. This means the account ID will be the same number as the Instagram account. Once an Instagram
user joins Threads, they can change the bio and profile photo on the Threads account, so you may find some
new data points if they have activated their Threads account. There will typically be overlap in followers, but
there may be some unique followers on Threads.

Threads is still very new and has very limited functionality, so at this time the associated Instagram account
tends to be a much richer source of intelligence. In my workflow, I analyze the target's Instagram first and then
move on to their Threads account. Although Threads boasts a high number of users due to the integration with
Instagram, many users are not actively posting to the platform.

The Threads mobile application does not boast any significant advantages over browser access. In our tests, the
Threads application did not currently support contact exploitation, but this may change in future releases.
Contact exploitation is where we use a clean virtual or physical phone, load our target's information in as a
contact, and then prompt mobile applications on that device to locate "friends" by accessing our contacts list.
The contacts list only has one entry, our target, so any account which shows up in the social media application
would belong to our target. Hopefully this functionality will be added to the Threads application in the future.

I expect Threads to change rapidly as features are added as well as restrictions. Meta has a long history of
increasing restrictions around access as their platforms gain in popularity. Currently Threads is in the honey-
moon phase where it is easy to access and search, but this will likely change in the future.

Meta has already started to integrate Threads with some other microblogging ecosystems, such as Mastodon.
Part of Threads' development roadmap is to add this interoperability and some functionality is in place for those
who opt-in. Some of the other "fediverse" platforms ate not very excited about Meta connecting to their
communities, so it remains to be seen if this cross-platform communication will ever be fully supported.

IntelTechniques Instagram Tool

If this all seems like a lot of work for minimal information, consider using my custom Instagram Tool, which
includes many of the search options previously discussed. It cannot replicate the source code techniques, but
may save you time with username and keyword searching. The online version is available on my website at
https:/ /inteltechniques.com/tools/Instagram.html, and an offline copy is presented within your
downloads portal.
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CHAPTER TWENTY-ONE

SOCIAL NETWORKS: TIKTOK

The previous edition of this book included only a section about TikTok in the following chapter. The service
was popular, but not a household name. In the past two years, TikTok has exploded with users. If you are
investigating any person under 30 who is active within social media, they are very likely on TikTok.

TikTok (tiktok.com) is a Chinese-owned video-sharing social networking service which has become viral
globally. It is used to create short videos which appear to viewers in an endless stream of content. Posts accept
and display comments, both of which require login for access. There is a limited native search within the website,
but we can formulate URLSs to gain direct access to targeted details. The following URL structure displays the
user profile for "snubsie".

https://www.tiktok.com/@snubsie

If you suspect your target possesses a username which includes "osint", but do not know the exact profile name,
the following URL should assist. It displays every username which includes "osint" anywhere in the name.

https://www.tiktok.com/search/user?q=osint
Many users "tag" their posts with a keyword. The following displays posts which include the tag "osint".
https://www.tiktok.com/tag/osint

The search field within TikTok pages can be unreliable. Instead, we can formulate a URL with search terms.
The following presents posts which include "osint" within the original post (requires account).

https://www.tiktok.com/searchrq=osint

If you want to isolate this search to only display videos which include "osint", the following URL would apply
(tequires account).

https://www.tiktok.com/search/video?q=osint

Google indexes individual TikTok posts, so the following search query would present results which include the
term "osint" within any post ot author profile. This can be beneficial to discover deleted posts.

site:tiktok.com osint

Some TikTok users will broadcast live. Any current live streams can be found with the following URL.
https://www.tiktok.com/live

Once you find your target, navigating through the posts is similar to the techniques previously mentioned with
Instagram. However, we do have a few unique offerings. Each profile possesses three identifiers within the
source code view of the page. In the following example, I searched the following text within the source code
view of the TikTok page of @willsmith, with the result in parentheses.

"id" (6727327145951183878)

"uniqueld" (willsmith)
"nickname" (Will Smith)

254 Chapter 21 Order 0155851055



Note that nicknames are not unique. They are vanity names which can be reused. We can now search the user
number within search engines in order to identify additional posts which may no longer be present within the
TikTok website. Once you identify an individual post, it may appear as follows.

https://www.tiktok.com/@willsmith /video/7032216839878905134

This will usually include a video which can be played in full screen by clicking on it. Once in the player view,
you can right-click the video and save it natively as an MP4 file. However, there could be issues with this easy
technique. TikTok could remove the feature at any time and you are at their mercy for the file resolution. If they
believe you are on a mobile device, you may receive a smaller file with lower resolution. I believe there is a better
way to acquire TikTok files.

In the first section of this book, I explained my usage of a Terminal-based program called yt-dlp to acquire
YouTube videos. This method also works great for TikTok. The following command within your OSINT VM
(or any machine with yt-dlp installed) will download our target video.

yt-dlp https://www.tiktok.com/Q@willsmith/video/7032216839878905134

We can add --write-info-Jjson at the end of the command to acquire the metadata associated with the file.
This file included the following details within it.

"Accept-Language": "en-us,en;q=0.5",

"Sec-Fetch-Mode": "navigate", "Referer":
"https://www.tiktok.com/@willsmith /video/7032216839878905134"},
"channel": "Will Smith",

"channel_id": "MS4wLjABAAA2220bGXxt07FIBIh4QH3-g1 P1DHyChT2LLi2cn-vAE2R53-H672Z20",
"uploader": "willsmith",

"uploader_id": "6727327145951183878",

"uploader_url": "https://www.tiktok.com/@willsmith",

"track": "original sound",

"artists": ["gakuyen"],

"duration": 9,

"title": "Sometimes we just be feelin' cute on this #kingrichard promo tour!",
"description": "Sometimes we just be feelin' cute on this #kingrichard promo tour!",
"timestamp": 1637315587,

"view_count": 4500000,

"like_count": 406400,

"repost_count™: 542,

"comment_count": 1723,

"webpage_url_basename": "7032216839878905134", "
webpage_url_domain": "tiktok.com",

"extractor": "TikTok",

"extractor_key": "TikTok",

"upload_date": "20211119",

"CXt": "mp4"’

"vcodec": "h265",

"acodec": "aac",

"filesize": 1353054,

"width": 1080,

"height": 1920,"

This presents a ton of details, all generated directly by TikTok.
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Most videos display an upload date within the content, but I always prefer to obtain a full date and time of
upload. To do this, right-click a post and choose to view the page source. When this new tab of text opens,
search (cttl-f or cmd-f) for "~tplv". This should present a result similar to the following.

1637781925~tplv

The numbers directly before this search term represent a Unix timestamp, which was explained in previous
chapters (Instagram). We can convert this number at unixtimestamp.com, which produces the following result.

Wed Nov 24 2021 19:25:25 GMT+0000

We now know the exact date and time of the post. Accessing some features and content on TikTok requires
you to be logged in. I always recommend a "burner" account which is associated with a Gmail address or social
network connection. When you attempt to create an account, you will see a list of accepted associations. In my
experience, attempting to make a new account only associated with an email address will result in a demand to
download their app to continue. I never recommend this. Instead, I open a new Firefox container assigned
specifically to an investigative Google account. I then allow TikTok to build my account based on that data.
From a privacy perspective, I hate these associations. If the Google account is free of any activity or personal
information, I tolerate it. Associating an active Google account almost always bypasses the need to install the
app, and allows full functionality within a browser

The commenting system on TikTok is very similar to Facebook and Instagram. Each comment post presents a
username with hyperlink; the comment from that user; the date of the comment; the number of "likes"; and an
option to expand further comments to that comment. Screen captures may work well for unpopular posts, but
posts with many views may be a problem. Export Comments (exportcomments.com) will extract the first 100
comments from any post. A premium account is required to download larger content. There are several
"scraper” applications and Chrome extensions which claim to aid in comment exportation, but I have found
them all to be unreliable.

You can also see the comments within the browser element inspector under the section labeled
https://www.tiktok.com/api/comment/list/. If you load our previous video, right-click outside the video atea,
choose Inspect, click the Network tab, and play the video, you should see comments populating within the page.
Conduct a search within the lower Inspect area for "comment/list". This should limit you to a single file. Right-
click that entry and select "Open in new tab". This should launch the JSON view of the comments. The
following is a very partial entry from this text-only view, highlighting the most interesting data. This presents
more granular detail from the comments, and is the same way that online extraction services pluck this data.

"comment_language": "en",

"create_time": 1637626005,

"desc": "TianeMarshax(D =1 A 7 |,

"reply_score": 0.00056,

"text": "I thought Robert was on the loose. I neatly damn cried &,

"nickname": "TianeMarshax",
"uid": "6866147955729728517",

Most users will display a small avatar icon next to their account details. If a larger image was uploaded, we can
usually retrieve it through the source code. Let's test this for our current target (Will Smith). Navigate to
https://www.tiktok.com/@willsmith, right-click the avatar and save the image. In my attempt, this downloaded
a 55 kb jpeg image. Return to the avatar on the profile, but this time right-click and choose "Inspect”. This
should open a lower frame with this image selected. Right-click the highlighted image. Mine appeared as follows.
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https://p19-pu-sign-useast8.tiktokcdn-us.com/tos-useast8-avt-0068-
tx2/62fcd65727a185278429a12d6bfecced~c5_720x720.jpegrlk3s=a5d48078&nonce=4635&refresh_token=5
19f43cd9d35bc895cd7ee813fe3248f&x-expires=1726412400&x-
signature=E3aqvnZoVgUmkmD%2Fo825{BqfTcw%03D&shp=a5d48078&shcp=81£88b70

This opened the same 720p version of the profile image which we retrieved by simply downloading the icon.
However, we want the largest image possible. Return to the profile, and right-click to select "View Page Source".
Within this text, seatch for "jpeg". I observed only five files. One of which was the following,.

"https:\u002F\u002Fp16-pu-sign-useast8.tiktokcdn-us.com \u002Ftos-useast8-avt-0068-
tx2\u002F62£cd657272185278429a12d6bfecced~c5_1080x1080.jpegrlk3s=a5d48078&nonce=83375&refresh
_token=f0{967025448777565{868d4cf4b1e7{&x-expires=1726412400&x-

signature=ch2w6gl CASRKyDTw46ZhT89%2BxOc%3D&shp=2a5d48078&shcp=81£88b70"

Opening this link will fail. However, we can use the previous URL and this URL to combine the text needed to
access the larger image. Notice in the 720p link, the image name started with "62fcd657". We see in this larger
URL the same characters. If we copy every character beginning with "62fcd657" through the end of the URL
and replace the text in the previous smaller image URL, we should receive the larger image. My URL was the
following.

https://p16-pu-sign-useast8.tiktokcdn-us.com/tos-useast8-avt-0068-
tx2/62£cd657272185278429a12d6bfecced~c5_1080x1080.jpegrlk3s=a5d48078&nonce=83375&refresh_token
=10£967025448777565{868d4cf4b1e7{&x-expires=17264124008&x-

signature=eh2wG6gl CASRKyDTw46ZhT89%2BxOc%3D&shp=a5d48078&shcp=81{88b70

This presented a 1080p image, and is the largest available. Was this a lot of effort for little reward? Quite possibly.
If you want an easier route, online extractors such as ttsave.app do the same thing for you. Personally, I prefer
the manual way which I can articulate in my report. Figure 21.01 displays the process of using the browset's
Inspect tool.

There are also numerous third-party TikTok services which provide analytics on target profiles. I prefer those
which allow submission within the URL, such as the following, which display results for "vancityreynolds" (Ryan
Reynolds, who was an owner of Mint Mobile, which may be of interest to listeners of my show).

https://tokcount.com/?user=vancityreynolds
https://tokcounter.com/?user=vancityreynolds

https://exolyt.com/uset/vancityreynolds/ full

These four sites confirm the following details about my target.

25.5M Followers Latest Bio Details

15 Following Profile Image

157M Likes All Recent Posts

43.7k Average Post Comments Daily Engagement Rate Changes
39.4M Average Plays Follower Growth Chart

108k Average Shares Daily Performance Score
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Figure 21.01: Using our browset's developer tools to inspect comments

While most of these granular details will not be very helpful to an investigation, they should all be documented.
I have included most of the TikTok search features within the Communities Search Tool presented in the next
chapter. There were not enough options to justify its own page.

The popularity of the TikTok platform across many demographics has made it a fertile source of intelligence
and I now regularly include it in my investigations. When assisting law enforcement colleagues with a recent case
involving underground street racing, TikTok was pivotal in exposing involved individuals, video evidence of
crimes, and intelligence on forthcoming events. Whereas the targets had privatized content on other platforms,
they had used identical account names on the TikTok platform and were publicly posting valuable investigative
leads. This tactic of searching known usernames across popular platforms is a key technique in our arsenal and
TikTok's popularity makes it one of the best places to look for our target's alternate accounts and postings.

At the very least, understand how to properly create screen captures and full video exports as evidence. It is
important to understand this platform and the many ways of exploring the content.
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CHAPTER TWENTY-TWO

ONLINE COMMUNITIES

Online communities are very similar to social networks. The thin line which has separated the two is slowly
disappearing. While social networks cater to a broad audience with many interests, these communities usually
relate to a specific service or lifestyle. Some online communities do not get indexed by search engines; therefore,
the presence of a target's participation will not always be found through Google or Bing. Any time that a target's
interests or hobbies are located through the previous search techniques, you should also seek the online
communities that cater to that topic. This can often identify information that is very personal and private to the
target. Many people post to these communities without any regard to privacy. Some communities require
registration to see the content, which is usually free. Occasionally, a cached version of the pages on the site is
available without registering. This chapter will provide methods of infiltrating these communities to maximize
the intelligence obtained.

While we see high usage on the most popular social network sites, such as TikTok and Instagram, we may not
see much incriminating evidence. Instead of finding your suspect confessing to your investigation on Facebook
or Twitter, you may be more likely to find his grandmother testifying to his innocence. Your suspect may feel
exposed on the bigger sites, but a bit more private on smaller communities.

For OSINT purposes, I believe social networks are defined as generic areas which cater to a wide audience with
various interests. We see much more general engagement between members within these platforms. People
from all walks of life are on Facebook, regardless of their profession or age.

On the contrary, I believe online communities cater to a niche audience and are likely ignored by the masses
which do not have a similar interest. I place LinkedlIn, Snapchat, and dating services in this category. Most people
on Tinder are single, and Snapchat primarily consists of a young audience. These are specialty sites with which
my mother is unfamiliar (I hope).

It is impossible to mention even a fraction of potential communities which may contain online evidence about
your target. Instead, I focus on those which have large numbers of members and are common to most internet
users. My goal is to present various investigation tactics within each popular community which can be carried
over to networks which are not discussed.

As an example, the Google "site" queries which will be used to identify LinkedIn content can also be used for
hundreds of other networks. Please watch for techniques instead of specific resources or links. I promise that
the following methods will need to be adjusted over time, but the overall strategies should prove to be useful
when we see changes in the search infrastructure from the networks. Let's start with the most popular options
and work our way down to the niche sites.

LinkedIn (linkedin.com)

When it comes to business-related social networking sites, LinkedIn is the most popular. It is owned by
Microsoft and currently has more than 675 million subscribers internationally. The site requires searchers to
create a free profile before accessing any data. As with any social network, I recommend creating a basic account
with minimal details. The search field of any page offers a search using a real name, company, location, or title.
These searches will often lead to multiple results which identify several subjects. The site was redesigned in 2020,
which provides new options. The upper center portion of any search result page will offer some basic
refinements to the search to filter by Jobs, Posts, Groups, People, Products, Companies, Schools, Courses,
Events, and Services. These can also be queried by direct URL. The following includes a summary of each filter
and the direct search URL which we will add to our custom search tools.
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Jobs: (https:/ /www.linkedin.com/jobs/index/?keywords=john%20wilson)

This presents current job openings and includes numerous additional filters. While beneficial for employment-
seckers, I find this less useful than the other queries when my target is a person. However, it can be quite useful
when investigating a company. Network penetration testers can use this to identify software applications used
by the client, which could lead to identification of vulnerabilities.

Posts: (https://www.linkedin.com/search/tresults/content/?keywords=john wilson)
This option is similar to Facebook and presents posts including the provided search terms. This helps find
content about (or by) our target. Further filters include search by date, author, and industry.

Groups: (https://www.linkedin.com/search/results/groups/?keywords=john wilson)
This option presents LinkedIn groups which contain your keyword within the title or description. It does not
search for member names.

People: (https://www linkedin.com/search/results/people/?keywords=john wilson)
This is the most common filter which presents profiles of people. Further filtering includes location and
employer. This URL would find people named John Wilson.

Products: (https://www.linkedin.com/search/results/Products/?keywords=osint)
This search often nets limited results, but when researching a company, it may prove useful to also query their
product and service offerings on LinkedIn.

Companies: (https://www linkedin.com/search/results/companies/rkeywords=john wilson)
This query strictly identifies companies which include the searched keywords. Further filters include location,
industry, and company size.

Schools: (https://www.linkedin.com/search/results/schools/?keywords=john wilson)
This queries schools with the keywords in the title.

Courses: (https://www.linkedin.com/search/results/learning/rkeywords=osint)
This search returns results for courses hosted on the LinkedIn Learning platform, which is built on what was
originally Lynda.com until they were acquired by LinkedIn in 2015.

Events: (https://www.linkedin.com/seatch/results/events/?keywords=john wilson)
This queries events with the keywords in the title.

Services: (https://www.linkedin.com/seatch/results/services/?keywords=osint)
The results from a services query will list service pages which is primarily made up of contractors.

Knowing the real name of your target will be most beneficial. The results page should include the target's
employer, location, industry, and possibly a photo. After identifying the appropriate target, clicking the name
will open that uset's profile if the user has not restricted access in the visibility settings of their account. If
searching a common name, the filters will help limit options.

Profiles

The profiles on LinkedIn often contain an abundance of information. Since this network is used primarily for
business networking, an accelerated level of trust is usually present. Many of the people on this network use it
to make business connections. Some of the profiles will contain full contact information including cellular
telephone numbers. This site should be one of the first stops when conducting a background check on a target
for employment purposes. The target profile often contains previous employment information, alumni details,
and work associates. Aside from searching names and businesses, you can search any keywords that may appear
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within someone's profile. Since many people include their phone numbers or email addresses in their profile,
this can be an easy way to identify the user of that specific data. Visiting this profile identifies further information
as well as confirmation of the target number. You can also search LinkedlIn for a specific username, which may
be directly associated with a profile. As an example, the following URL connects directly to a target.

https://www.linkedin.com/in/ambermac/
Posts

In years prior, LinkedIn was a place to create a profile and communicate directly with another person. Today, it
is a true social network with Posts, Likes, and Comments. Conducting a keyword search through any LinkedIn
page or my own custom tool will present anything applicable. From there, consider the following.

e (licking the three dots within a post allows you to copy a static URL of the content, which is beneficial
during documentation.

e Expanding all comments before generating a screen capture presents additional evidence within your
documentation.

e Many posts ate redacted to save space. Click "...see more" to enable this hidden content before
generating a screen capture.

e Clicking the number next to the "clapping hands" icon presents a list of people interested in the post,
which looks almost identical to the Instagram options.

e The Instagram media capture techniques previously presented work the same for LinkedIn. Use the
Network tab in your browsers developer tools to filter for images or filter for "mp4" to isolate direct
links to video files.

Timestamps

Much like other social networks, LinkedIn hides the dates and times behind generic announcements such as
"posted 2 weeks ago". As online investigators, we need something more specific. Let's conduct a detailed
example, which can be replicated across all of LinkedIn. Consider the post in Figure 22.01. The date of posting
is "1w" in the upper-right corner, insinuating the post was published one week prior to today's date. In that
image, I have already clicked the three dots in the uppet-right which presented a new menu. I clicked "Copy link
to comment", which was the following,.

https://www.linkedin.com/feed/update/urn:li:activity:6996561887907692544°commentUrn=urn%3Ali%3Ac
omment%3A%28activity%3A6996561887907692544%2C6996572489061474307%29

Loading that URL in the browser presented the same comment, but it was technically a unique page from the
original post which generated this response. Next, I right-clicked on the page and selected the option to "View
Page Source", much like we did previously with Instagram. I searched through this code for the message, which
is "Congratulations!" in this scenatio. I then saw the following text, and I have bolded the important areas.

Congratulations!&quot;,&quot;$type&quot;:&quot;com.linkedin.voyager.common. TextViewModel&quot; }
&quot;created Time&quot;:1668112871423

The numbers represent Unix time, the same as with Instagram. We can visit the Epoch Converter site at
epochconverter.com again to convert this number to GMT time, which happens to be Thursday, November 10,
2022 at 20:41:11. We now have a specific date and time of the post.
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Figure 22.01: A generic timestamp on a LinkedIn post.

I believe this is the most reliable way to investigate this, but we have one additional option which does not
require viewing any source code. Let's revisit the URL above, but break down the pieces. The first numbers
(6996561887907692544) represented the original postet's activity number for the post. The second numbers
(6996561887907692544) repeated this activity number again, but the third numbers (6996572489061474307)
presented a unique activity number for the "Congratulations" response, which is our target. We can now create
two unique addresses. The first URL below would present the original post. The second URL would present an
error, but contains the timestamp of the "Congratulations!" response in the source code.

https://www.linkedin.com/feed/update/urn:li:activity:6996561887907692544
https://www.linkedin.com/feed/update/urn:li:activity:6996572489061474307

You could paste both of these URLSs, or any other LinkedIn URL, into my LinkedIn timestamp tool, which is
explained in a moment, to immediately see the timestamp of each post. My tool relies on JavaScript originally
created at github.com/Ollie-Boyd. Figure 22.02 displays the result from this demonstration.

‘https://www.Iinkedin.com/feed/upc | Timestamp |
Date: Thu, 10 Nov 2022 20:41:11 GMT (UTC)

Figure 22.02: Timestamp results using https://inteltechniques.com/tools/Linkedin.html
Searching by Personal Details
You might get lucky and find your target with a simple name search. Unfortunately, this is rarely the case. With
hundreds of millions of profiles, LinkedIn must make some assumptions when choosing the profiles to display
after a search. This is especially true with common names. Let's conduct several queries as part of a
demonstration of LinkedIn's URL structure. Searching "John Smith" produces practically useless results at the
following URL.
https://www.linkedin.com/search/results/people/?keywords=john%20smith
Instead of the default "keywords" parameter, let's force a change with the following URL.
https://www.linkedin.com/search/results/people/?firstName=john
Changing to "firstName" displays content associated with people named John. This is still fairly unhelpful and
includes a lot of content which is not applicable to our target. Now, let's specify the full name of our target in

the following URL.

https://www.linkedin.com/search/results/people/?firstName=john&lastName=smith
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The results now only include links to profiles of people with the real name of John Smith. This is much more
useful and may be all you need to identify your target. With a name such as John Smith, we need to go a few
steps further. The following URL adds his employer (Microsoft).

https://www.linkedin.com/search/results/people/?firstName=john&lastName=smith
&company=microsoft

If you wanted to go further, we could specify his title (Manager) and school (Oklahoma) in the following URL.
If you know these details about your target, you could start with this, but I find that providing too many details
can work against you. Figure 22.03 displays the result of this URL, which identified the only person on LinkedIn
which fit the criteria.

https://www.linkedin.com/search/results/people/?firstName=john&lastName=smith
&company=microsoft&title=manager&school=Oklahoma

The previous URL query is the most precise option we have. This has been the most beneficial structure I have
found to navigate directly to my target. However, it can fail. If your suspect did not provide the school attended
or current employer to his profile, you will not receive any leniency from LinkedIn within this search. However,
we can rely on Google to help us. Your target may have mentioned an employer somewhere else within the
profile or listed a school within the "Interests" area. The following reveals many profiles associated with the
target.

sitezwww.linkedin.com john smith Microsoft manager Oklahoma
Searching by Company

If you are searching for employees of a specific company, searching the company name often provides numerous
profiles. We can easily structure the following URL which queries for a person (John Smith) associated with a
specific company (Microsoft).

https://www.linkedin.com/company/microsoft/people/?keywords=john%20smith

Unfortunately, clicking on any of these profiles presents a very limited view with the name and details redacted.
The name of the employee is usually not available, but the photo and job description are usually visible. You are
now required to upgrade to a premium account, or be in the same circles as the target, in order to get further
information. Instead, consider the following technique. Search for the business name of your target company,
or the employer of your target individual. I typed "Uber" into the search bar and received the official business
page on LinkedIn. Clicking the "See all 88,788 employees on LinkedIn" link presented me with numerous
employee profiles such as the one visible in Figure 22.04. Notice the name is redacted and only "LinkedIn
Member" is available. Clicking this first result prompts me with "Profiles out of your network have limited
visibility. To see more profiles, build your network with valuable connections". We struck out, but there are
ways that you can proceed in order to unmask these details. First, copy the entire job description under the
"LinkedIn Member" title. In this example, it is "Account Executive at Uber". Use this in a custom Google search
similar to the following,.

site:linkedin.com "Account Executive at Uber"

The results listed will vary from personal profiles to useless directories. Since Uber is such a large company, 1
had to view many pages of results until I identified my target. When I opened the 24t search result, the LinkedIn
page loaded, and her photo confirmed it was the correct target. The easier way would have been to search the
images presented by Google. After the above search is conducted, click on the Images option within Google
and view the results. Figure 22.05 (left) displays a section, which easily identifies the same image as the LinkedIn
target. Clicking this will load the profile page with full name and details.
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Another way to accomplish this is to navigate through the profiles in the "People also viewed" column. These
pages include other profiles viewed that are associated with whichever person you are currently analyzing. These
people may not be friends or co-workers with your target, but there is a connection through the visitors of their
pages. As an example, I returned to the Google search at the top of this page. I clicked on the first search result,
which was not my target. However, in the "People also viewed" area to the right, I saw my target, including her
full name and a link to her complete profile. Figure 22.05 (right) displays this result. In 2024, LinkedIn replaced
"People also viewed" with "More profiles for you" which functions similarly.

Finally, the last option is to conduct a reverse image search on the photo associated with the target's profile. Full
details of this type of search will be presented later. For this demonstration, I will right-click on her photo and
choose "Copy image location". On the Google Images page, I can click the camera icon and submit this URL.
While the first result is not the target, clicking the page does present a link to the target's unmasked page. I will
later explain many detailed ways to fully query reverse image search options within the upcoming Images chapter.

Showing 1 result

John Smith
Sales Manager at Microsoft

)klahoma City, Oklahoma Area

Figure 22.03: A LinkedIn result via direct URL.

.r Linkedin Member
's9~  Account Executive at UBER

Service Representative at Uber

Figure 22.04: Redacted employee results from a business search.

People Also Viewed

‘ William BOUSQUET

<« Anais Trinel
-~ nt Execut

@

Figure 22.05: Google Images results (left) and un-redacted LinkedIn results (right).
Searching by City or Country

To complete a query and filter the results by country or city, 1 first conduct a keyword search as usual using the
LinkedIn seatch field. I then scroll to the type of results I am interested in, such as "People" and click on See all
people results". This will bring up additional filters including "Locations", which will allow you to add a specific
city or country.

PDF Profile View

You may want a quick way to collect the publicly available details from the profiles that you find. One option is
to have LinkedIn generate a PDF of the information. While on any profile, click the "More..." button and
choose "Save to PDF". This will not extract any private details, but will make data collection fast.
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Google Search

When all else fails, go to Google. It scrapes and indexes most of LinkedIn's profiles and pages. The following
search would identify profiles of our target, followed by the direct URL.

site:zwww.linkedin.com john smith microsoft
https:/ /www.google.com/search?q=site%3Awww.linkedin.com+john+smith+microsoft

Google Images

The results may be overwhelming. Often, I know the face of my target and I simply want to browse images
from LinkedIn. The following URL queries Google for any images (&tbm=isch) associated with my target's
name (john+smith) on LinkedIn (site:linkedin.com). In a moment, we will replicate all of this with my tools.
https://www.google.com/searchrq=site:linkedin.com+john+smith&tbm=isch

Google Videos

Many LinkedIn posts contain embedded videos. While a keyword search directly on LinkedIn may not find
them, a query on Google should. The following URL replicates our image search, but focuses only on videos
(&tbm=vid)

https:/ /www.google.com/search?q=site:linkedin.com+john+smith&tbm=vid

Bing Search

While Google is typically our most powerful search engine, I prefer Bing for LinkedIn queries. Microsoft owns
both Bing and LinkedIn, and indexes LinkedIn data well. The following search on Bing replicates our Google
attempt, followed by the direct URL.

site:linkedin.com john smith microsoft
https://www.bing.com/searchrq=site%3Alinkedin.com+john+smith+microsoft

Yandex Search

Finally, we should always consider Yandex as a LinkedIn search engine. The following search on Yandex
replicates our Google attempt, followed by the direct URL.

site:linkedin.com john smith microsoft
https://www.yandex.com/search/?text=site%3Alinkedin.com+john+smith+microsoft

IntelTechniques LinkedIn Tool

These search techniques may seem complicated, but we can simplify them with our custom search tool. The
"LinkedIn" section of the offline tool, which you previously downloaded, possesses several advanced search
features. Most techniques mentioned in this section are available as automated queries within this tool. The
online version is available at https:/ /inteltechniques.com/tools/Linkedin.html.
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Snapchat (snapchat.com)

Overall, Snapchat is a difficult OSINT resource. It is available officially as a mobile application, and there is
minimal native web search. The majority of the content is set to auto-destruct after a specific amount of time,
and is privately delivered from one user to another. In 2018, we started to see much more public content, and
in 2020, we saw better search options. In 2024, we witnessed many of our favorite search techniques disappear.
Today, Snapchat is locked down more than ever before. While there are some extended search options within
the app itself, I will only focus on traditional web resources here. Let's start with official options within the
Snapchat website. However, you will always receive better results within the Snapchat mobile application.

Keyword Search: (https://www.snapchat.com/explore/osint) This queries the search term throughout
Snapchat. I find it to fails often, but should be attempted.

User Search: (https://www.snapchat.com/add/inteltechniques) This option may forwatd to the "Story" page,
which can also serve as the landing page for that profile. The privacy settings on the target account may limit
our results.

Google/Bing/Yandex

You should expect by now that we can use traditional search engines to query specific sites and services. A query
of site:snapchat.com "inteltechniques" would search for any mention of "inteltechniques" within Snapchat
across the three major search engines. I include Snapchat query options within the Username Tool, which is
explained later.

Google Networks

Every Google account has been issued a specific numeric ID which associates the account with any Google
service used. This includes Gmail addresses, YouTube accounts, photo albums, and other areas. My goal is
always to identify the Google ID and then research any areas which may be associated with my target. First, we
must find the ID itself. There are several ways, let's start with the manual option.

e Login to any covert Google account and navigate to mail.google.com/chat.
e Right-click on the page and select "Inspect”.

e  Click "Find a Chat" and enter your target's email address.

e  Strike enter but do not send any communication.

e In the "SearchHTML" field, enter the email address of your target.

Striking enter or return on your keyboard should cycle through the results. One of the results should contain
data such as "data-member-id="user/human/100202552162672367520". The numbers after "human/" is the
Google User ID of your target. I typically document this within my report for future reference. The following
URL should display any public map contributions made by this target. However, this technique seems to be less
reliable every year.

https://www.google.com/maps/contrib/100202552162672367520

Let's conduct a real example using my friend Justin Seitz as the target. We know his personal email address is
justin.seitz@gmail.com (he is the creator of Hunchly and provided permission to do this). This means that he
has a valid Google account, so he should also have a Google ID. I used the premium Epieos tool (epieos.com)
to search his email. The result appears in Figure 22.06 (left). This identifies his Google ID as
"100202552162672367520". Clicking "Reviews" presents the content in Figure 22.06 (right).
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Email : justin.seitz@gmail.com

AVShop.ca

Name : Justin Seitz = 235 Hood Rd #1, Markham, ON L3R 4N3, Canada
GooglelD : a year ago
100202552162&72367520 | have purchased MIDI controllers, audio interfaces, and

\5?’7 =(P t Eg § DJ controllers from AVShop.ca and their service is by far
Last Update : 2021-10-31 12:57: ] ’ - .

one of the best in online retailing. Quick responses, easy

Maps https://www.google.com/maps/contrib to update order mistakes, knowledgeable staff and great
/100202552162672367520 inventory. Keep coming back to them time and time

again!
Photos https://get.google.com/albumarchive
/100202552162672367520/albums/profile-

Lik Sh
hiotsa 5 Like < Share

Figure 22.06: Google ID number (left) associated with a map review (right).

We now know his interests and potential area of residence. We can also use this technique to confirm association
from our target to malicious negative reviews. My success rate of viewing public photo albums with this method
is low, but the availability of mapping data has been high. This will immediately display reviews of businesses
and photos of locations which have been shared by your target with the Google Maps service.

Tumblr (tumblr.com)

Tumblr was purchased by Yahoo in 2013, Verizon became the owner when it acquired Yahoo in 2017, but then
sold Tumblr to WordPress owner Automatic in 2019. While I believe neither Yahoo or Verizon took advantage
of the reach of this network, I suspect we will see Tumblr continue to thrive over the years under control of
Automatic. Tumbilr is half social network and half blog service. At the time of this writing, there were hundreds
of millions of blogs and hundreds of billions of posts. These posts can include text, photos, videos, and links to
other networks. The search method and layout are no longer user-friendly. The search feature will only identify
blogs that were specifically tagged by the creator with the provided search terms. I suggest using a custom
Google search. As an example, I conducted a search of "osint" within the official Tumblr search and received
three results. I then conducted the following search in Google and received the appropriate 611 results.

site;tumblr.com "osint"

Once you find a blog associated with your target, consider the Photo Gallery Tool explained in Chapter Four.
It will retrieve all of the images and videos. Opening each post within a browser allows you to see and capture
all "likes" and "reblogs". Similar to other networks such as Instagram, people can "tag" items with specific terms.
The following URL presents any posts tagged "osint". At the time of this writing, the tag URL presented many
morte items than a keyword search on Tumblr.

https://www.tumblr.com/tagged/osint

Usernames cannot be queried, but a direct URL may locate the content. If your target uses "inteltechniques" on
other sites, you may find applicable content at the following URL.

https:/ /inteltechniques.tumblr.com
Most profiles contain a search field dedicated to the authot's posts. It can also be quetied with a direct URL. If

you wanted to search for any posts by "inteltechniques" which contain the term "osint", the following URL
would apply.
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https://inteltechniques.tumblr.com/search/osint

Many Tumblr blogs display a large layout which hides many of the posts. Therefore, I always prefer to browse
a uset's posts with the "Archive" display.

https:/ /inteltechniques.tumblr.com/archive

I have incorporated some of these queries into the Username Tool, which is explained in a later chapter. While
accessing the Tumblr site you may receive popups requiring you to login to an account. You can remove these
popups by blocking them with uBlock Origin using blocking rules or the zapper tool (the lightning icon in
uBlock Origin).

Telegram (telegram.org)

Much of the content on Telegram is encrypted private communications between individuals. However,
"Channels" were added in 2015 and have become quite populat. These are publicly visible and often include
content replicated from other social networks and websites. There is no official search option on telegram.org,
but options exist based on the public data. I have found site searches on Google to be the most helpful. The
following examples may help explain. I searched "osint" within different official Telegram domains and received
very unique results from each.

site:telegram.me "osint" (2620 results)
site:t.me "osint" (22 results)
site:telegra.ph "osint" (255 results)

Although the results tend to be limited, I sometimes have luck structuring a query to search specifically for
groups.

site:t.me/joinchat "osint"

We can also use URL manipulation to manually query usernames, although the level of detail included in the
results will vary based on the target account's profile settings.

https://t.me/inteltechniques

Limited results will likely open within browser windows if you do not have Telegram installed, and may launch
the Telegram desktop application if it is available. Note that I will dive much deeper into Telegram usage
within the data breaches chapter.

Telegram Analytics (tgstat.ru - telemetr.io)

I believe these are the most robust Telegram Channel search options currently available. A keyword search
presents channels which are associated with the terms and immediately displays analytics including subscribers,
growth, and post reach. Clicking on the channel name presents further details about post behaviors and history.
Some search features on these sites require that we create a free account using a burner email address such as

SimpleLogin (app.simplelogin.io).
Access to Private Profiles

There have been several "hacks" in the past that would allow a type of "back door entry" into a profile that is
marked as private. By the time these methods become known, the vulnerability is usually corrected by the social
network host. Websites or applications that publicly claim to be able to access this secured data are most often
scams or attempts to steal your own passwords. In my experience, it is best to avoid these traps and focus on
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tinding all available public information. At the time of this writing, an application had recently surfaced that
claimed to be able to obtain all information from within private Facebook accounts. The program did not work,
but installed a malicious virus instead. If it seems too good to be true, it probably is.

Contact Exploitation

Previously, I explained how to add cell phone numbers and email addresses as contacts to an Android virtual
machine in order to supply them to various apps. When programs received the numbers directly from the
contacts list, it believed the contacts were "friends"; therefore, they often identify the names and accounts
associated with each number or email. I refer to this technique as contact exploitation, and the Android
technique is not the only option for this type of activity. This technique works throughout several social
networking environments. I keep covert Gmail accounts solely for adding my target's contact information and
asking networks to find friends based on this data. I am often presented with profiles in my target's true name
as well as alias accounts.

We now know that locating someone's social network profile can reveal quite a lot about them. Just knowing a
target name can make use of the people search engines that will identify places to seek more information.
Unfortunately, sometimes the investigator does not know the target's name. A common scenatio is an
investigation into some type of event. This could be a specific violent crime, a bomb threat on a campus, or
inappropriate chatter about a particular business. All of these scenarios require search engines that monitor
social network traffic. There is an abundance of these types of services. Some will work better on reactive
investigations after an incident while others show their strength during proactive investigations while monitoring
conversations. Many of the sites mentioned here will find the same results as each other.

Overall, some of the strongest methods of searching social network traffic have already been discussed in the
Facebook and Twitter chapters. Searching for traffic at the source, such as on x.com, will usually provide more
accurate and updated content than on an aggregated website of multiple sources. Furthermore, searching specific
services through Google or Bing may sometimes quickly locate results that would be difficult to obtain anywhere
else. The use of the site operator previously explained will take you far. Aside from direct searches on social
networks and targeted search engine queries, there are other options. The accuracy of the services mentioned in
the rest of this chapter varies monthly. Hopefully, you will find some of these websites to have value in your
investigations. I believe that the options in this chapter should be used to supplement, not replace, the results
obtained from previous methods.

Social Searcher (social-searcher.com)

I had previously discouraged users from attempting searches on the first version of Social Searcher. Since then,
I have begun to rely on their free service to digest data located on the main social networks. You can provide
any keywords, usernames, or terms and receive the most recent results from Facebook, Twitter, Instagram, and
the overall web. It allows email alerts to be created for notification of new content matching your query. One
of the unique features of this website is the free ability to export search results into CSV format. This output
contains the username, date & time, and entire message among other information. Having this in a spreadsheet
format can be incredibly beneficial. This document also included dozens of Reddit and other network posts.
The document could be imported into any other collection system.

International Social Networks

While this book is heavily focused on social networks popular in the United States, they tend to be fairly global
with an international presence. This is especially true for Facebook and Twitter. However, there are many social
networks which are not popular within the United States that are the primary networks to local residents abroad.
This section attempts to identify and explain the most popular foreign networks that may be used by your
international targets.
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Russia: VK (vk.com)

VK is basically a Russian version of Facebook. You can create a new free account or log in using your existing
Facebook credentials. Most search options function without logging in to an account. The page at
vk.com/people offers advanced search options which allow filtering by location, school, age, gender, and
interests. Most profiles publicly display a uset's birthday, location, and full photo collection.

Russia: Odnoklassniki (ok.ru)

Odnoklassniki works similar to most other social media platforms. It is intended to be a way to communicate
with friends, as well as an opportunity to network with other people with similar interests. The service is
concentrated on classmates and old friends, and translates to "Classmates" in Russian. The official search page
is located at ok.ru/search, but you will need to create an account to take full advantage of the options. I have
found a targeted site search on Google to be most effective. Searching for Michael Smith could be conducted
with "site:ok.ru michael smith". The links connect directly to profiles, which can be browsed as normal. These
will appear very similar to Facebook profiles. The upper-right portion of a profile will announce the date of the
user's last login. Most of the profile details are public, and do not require any type of URL trickery in order to
expose the details.

China: Qzone (qq.com)

Qzone is typically used as a blogging and diary platform. Most of the loyalty to the platform is due to the
popularity of the instant messaging tool "QQ". This is a one-to-one messaging platform, so opportunities for
public search are not present. The search options on qq.com pages provide results similar to Chinese search
engines such as Baidu. The searches are not restricted to the social network profiles. I have found searching on
Google or Baidu to work best for English queries. The format of "site:user.qzone.qq.com michael smith" should
begin your query, although results will be sparse. We can use the password recovery page located at
https://accounts.qq.com/psw/find to query email addresses, although anytime we use this method assume that
the platform will notify the account holder that a password recovery was attempted.

Newer Social Networks

These social networks represent only a portion of the available options. Overall, resort to custom Google
searches when new services appear. As I write this, I am monitoring newer sites such as Parler (parler.com),
Gab (gab.com), Gettr (gettr.com), and Mastodon (mastodon.social), all of which claim to be the next generation
of social networks. The search techniques previously presented throughout this book also apply to these new
platforms. Let's briefly dissect each.

Patler was previously shutdown, but has been recently been reopened after being acquired by a new company
in 2023. Conducting queries on Parler is very straightforward and we can start by using our Google site: operator.

site:patler.com "keyword"

Once you identify a target profile, such as "inteltechniques", or a topic, such as "bomb", the following should
disclose details.

https://app.patler.com/inteltechniques
https://app.patler.com/searchrtype=user&s=inteltechniques
https://app.patler.com/search?type=hashtag&s=bomb

Clicking through options such as "Media", "Following", and comment notifications should present data similar
to Twitter and Instagram. There is no real magic here, what you see is what you get.

270 Chapter 22 Order 0155851055



Gab has been widely described as a haven for extremists including neo-Nazis and white supremacists, and has
attracted users who have been banned from other social networks. We have the following direct query URLs
assuming your target is "inteltechniques" and your keyword of interest is "osint". Note that an account is required
to view most data.

https://gab.com/inteltechniques
https://gab.com/search/toprq=osint
https://gab.com/search/people?q=osint
https://gab.com/search/groups?q=osint
https://gab.com/search/statuses?q=osint
https://gab.com/search/links?q=osint
https://gab.com/search/feeds?q=osint
https://gab.com/search/businessesrq=osint
https://gab.com/search/marketplace?q=osint
https://gab.com/search/hashtagsrq=osint

We can also use our site: operator on Google although results tend to be limited. If we start with site:gab.com
osint, one of the top tesults is https://gab.com/Numbers_Stations. We can click on the three vertical docs next
to that Google result to open the "About the source" panel. If we click on "More about this page" we will see
an option at the bottom which reads "See previous versions on Internet Archive's Wayback Machine". Selecting
that will take us to previously saved versions of the target Gab profile on Archive.org. This has proven useful
for locating old posts and deleted content.

Gettr is a Twitter clone targeted toward far-right political beliefs. The structure of all accounts and feeds follows
the Twitter examples previously presented. The following would apply if I were a member.

https://www.gettr.com/uset/inteltechniques
https://www.gettr.com/uset/inteltechniques/followers
https://www.gettr.com/uset/inteltechniques/ following
https://gettr.com/uset/inteltechniques/recommend
https://www.gettr.com/search?q=to:inteltechniques
https://www.gettr.com/search?q=from:inteltechniques
https://www.gettr.com/uset/inteltechniques/comments
https://gettr.com/uset/thedahmercase/live
https://gettr.com/user/thedahmercase/gtok
https://www.gettr.com/uset/inteltechniques/medias
https://www.gettr.com/uset/inteltechniques/likes

Seatch is straightforward and we have options for using both Google and Gettt's own seatrch feature.

site:gettr.com "osint"
https://gettr.com/search?q=osint

Mastodon received a lot of attention in late 2022. As Elon Musk began taking over Twitter, many people exited
and sought alternative options. Mastodon is a very popular Twitter clone, so many people ended up there. While
search engines will push you toward joinmastodon.org, that domain will not offer many search possibilities. You
might find mastodon.social, but it is only one of many communities which allow connection through the
Mastodon network. This is because Mastodon is a decentralized social network which can be self-hosted and
is available on numerous servers. Services such as Twitter are centralized. You must connect through x.com
and Twitter has the power to prevent your access. You can join and participate in Mastodon from a number of
servers, each independent of any Mastodon domains. This can cause a lot of confusion. Let's start with
mastodon.social, but we will rely on official APIs for our OSINT research. Assuming your target was
"alexwinter" and he was present on the "mastodon.social" instance, the following would apply.

Order 0155851055 Online Communities 271



https://mastodon.social/ @alexwinter
https://mastodon.social/ @alexwinter/with_replies
https://mastodon.social/ @alexwinter/following
https://mastodon.social/ @alexwinter/followers
https://mastodon.social/ @alexwinter/media

These URLs would display his profile and all messages; messages with replies; the people following him; the
people he follows; and posts which contain media. This should seem very familiar after the Twitter chapter.
While his username on "mastodon.social" is simply "alexwinter", his full Mastodon username, including the
community where he joined, is "@alexwinter@mastodon.social". This means that someone could join
Mastodon through another server with his exact username. The following are examples of multiple accounts
with a username of "JohnDoe".

https://social.tchnes.de/@]JohnDoe
https://social linux.pizza/@]JohnDoe
https://mastodon.top/@JohnDoe

This is why you should never rely on one site, such as mastodon.social. While it may connect you to everything
on the Mastodon network, your results could be filtered without you knowing. Next, let's compare a typical
graphical view of a profile with the API option. I will return to https://mastodon.social/ @alexwinter. I can see
the date he joined, an image, and general biographical details. Let's compare that to the following URL.

https://mastodon.social/api/v2/searchrq=alexwinter&limit=40&type=accounts

This URL reveals the following text-only result.

id "109292970397906870"

username "alexwintet"

acct "alexwinter@mastodon.social"
display_name "Alex Winter"

locked false

created_at "2022-04-25T00:00:00.000Z"

note "Boring, suburban dad, mostly making things at Trouper Productions."
url "https://mastodon.social/ @alexwintet"
followers_count 6229

following_count 468

statuses_count 138

last_status_at "2022-11-12"

verified_at null

I believe this provides more explicit details, and can be easily copied into a report. The "limit=40" is the
maximum number of results which can be returned. Next, let's repeat this with a different server, specifying
something different than the server which the user joined.

https://infosec.exchange/api/v2/search?q=alexwinter&limit=40&type=accounts

The results are identical since each server is relying on the overall Mastodon API for this data. We can also use
the API to query hashtags. Mastodon has greatly improved cross instance search results so that we now receive
almost identical results when we compare the following API queries.

https://mastodon.social/api/v2/search?q=osint&limit=40&type=hashtags
https://infosec.exchange/api/v2/search?q=osint&limit=40&type=hashtags
Similarly, the following two URLs display very similar results.
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https://mastodon.social/ tags/osint4good
https://infosec.exchange/tags/osint4good

These new search options are included within the Communities Tool, which is discussed later in the chapter.
There is no way to predict which social networks will be the next big thing. However, possessing a sharp set of
Google and OSINT skills will take you far. If desired, you could add these options to the custom search tools
explained in Section One. Until I see wide-spread usage of these platforms, I will wait.

Reddit (reddit.com)

This social news aggregation, web content rating, and discussion website went from a place for those "in-the-
know" to a resource often cited on mainstream media. More users than ever post, reply to, and read the uset-
submitted content in the form of either a link or text, each submitted to a specific category known as a Subreddit.
Other users then vote the submission up or down, which is used to rank the post and determine its position on
the website's pages. The submissions are then discussed on the "comments" page of every entry. The Subreddits
cover practically any topic you can imagine. If your target has the slightest interest in the internet, he or she has
probably been to Reddit. As of 2024, there were over 850 million registered users.

Reddit Search

The official search option on Reddit has been plagued with problems since inception. The search field in the
upper right of every page will allow you to query any terms you desire, but the results have not always been
optimal. In 2016, I saw the search function improve drastically, and even with some added new features. When
typing terms into the search field on any Reddit page, the results will be from all pages, including thousands of
Subreddits. While you should understand this option, and even execute target searches from the home page on
occasion, we should consider some advanced search options. We can replicate that standard keyword search
within a URL. This is beneficial for bookmarking searches of interest that need checked often. The format for
a search about OSINT is as follows.

https://www.reddit.com/searchrq=OSINT

The results from such a generic search can be quite overwhelming. With the following URL, we can force Reddit
to only deliver results if our search term is within the title of a post, and not simply present within comments.

https://www.reddit.com/search?q=title:OSIN'T
If you know the name of the Subreddit, you can navigate directly with the following structure.
https://www.reddit.com/t/OSINT/

If you locate a username of interest while searching Reddit, you can load all of that user's posts and comments
by clicking on the name. Alternatively, the following URL can be used.

https://www.reddit.com/user/inteltechniques

If you want to see a summary of all original posts, the following URL can be used.
https://www.reddit.com/user/inteltechniques/submitted/

If you want to see a summary of all original comments, the following URL can be used.

https://www.reddit.com/uset/inteltechniques/comments/
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If you have a target website, and you want to know if the URL has ever been posted as a submission link, the
following URL will display all results.

https://www.reddit.com/searchrq=site:inteltechniques.com

If Reddit is not providing the results you think you should be receiving, you should return to our previous
instruction on Google searching. The following query would identify any posts, categories, or users that included
the word "surveillance".

site:reddit.com "surveillance"

If you wanted to force Google to restrict its searching to a specific Subreddit, such as OSINT, you would add
"/t/osint" after the first portion. If you wanted to restrict the searching to a specific uset, you would add
"/uset/inteltechniques" to the end. The following are two examples.

site:reddit.com/r/osint "surveillance"
site:reddit.com/uset/inteltechniques "surveillance"

Each of these queries could be replicated within both Bing and Yandex. While Google is good at indexing new
content within Reddit, I have witnessed better performance from Yandex when the content was associated with
pornography and other adult content.

"Old" View

Since 2018, Reddit has been changing the layout and function of their website. This also includes many additional
trackers which collect information about your usage. I prefer the "old" view of Reddit, which can be achieved
by replacing "www" with "old" within any Reddit link. This is personal preference, and I believe the old view
provides a more compressed experience which displays more content within each page.

Deleted Content

If you have identified any Reddit content of interest, you should consider checking any online third-party
archives. These historic representations of an account will often disclose previously deleted or modified content.
It is extremely common for Reddit users to edit or delete a comment entirely, especially if it was controversial.
I have investigated numerous Reddit accounts where the evidence I expected to find was not present. First, I
always search the standard archive options which were previously explained. The following direct URLs would
attempt to display historic versions of a Reddit uset's profile. The first only works occasionally. You could
replace the Reddit user URL within each of these with a Subreddit address or Reddit post URL.

webcache.googleusercontent.com/search?q=cache:https:/ /www.reddit.com/user/mikeb
web.archive.org/web/*/https:/ /www.reddit.com/user/mikeb

You may get lucky with these queries, but the results are often limited. These will display the historic view of a
Reddit account at a specific moment in time. While this may provide evidence for your investigation, you should
also identify any further deleted content. In order to dig much deeper, we must understand Pushshift
(pushshift.io) and PullPush (pullpush.io).

Pushshift was an active archive which contained most of the content which was publicly posted to Reddit from
2005 through 2023. This provided an amazing collection of data, including most deleted posts. Any time your
target wiped out various Reddit posts before you could collect the evidence, Pushshift revealed the deleted
content. This site allowed you to take advantage of their robust application programming interface (API). In
2023, Reddit drastically changed their own API which eliminated Pushshift's ability to access any new content.
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The sites are still up, but the functionality has been shuttered. A new project called PullPush acquired the data
and returned the search functionality.

First, let's assume that you are only interested in a specific user that has deleted all content. Figure 22.07 displays
a partial post which I created on Friday, July 19, 2019. On September 1, 2019, I deleted all of my posts from
Reddit, including that initial content. Figure 22.08 displays the confirmation my account was empty. As I wrote
this in 2024, the following URL queried the data set for posts that have been archived by PullPush for user
inteltechniques.

https://api.pullpush.io/reddit/search/comment/?author=inteltechniques
This URL presented a lot of information about my deleted posts, but I was most interested in the data visible

in Figure 22.09. It displayed the entire deleted comment and the subreddit location. Furthermore, it provided a
Unix time of 1563580052, which converts to Friday, July 19, 2019 5:47:32 PM GMT.

IntelTechniques Hi guys any reading material to get into osint so I can teach my self.

IntelTechniques ¢ 1
I estimate 10% of the book is outdated/inaccurate. Mostly the Facebook section

Figure 22.07: A Reddit post prior to deletion.

hmm... u/IntelTechniques hasn't posted anything

Figure 22.08: A Reddit post after deletion.

body: "I estimate 10% of the book is outdated/inaccurate. Mostly

created_utc: 1563580052

Figure 22.09: A PullPush result of a deleted post.
This URL will display up to 99 of the most recent posts, regardless of whether they are still on Reddit or have
been removed. This is a great start, but our target may have thousands of posts. The following URL adds two
options at the end to force sorting in ascending format and force display of 100 comments within a single page.
https://api.pullpush.io/reddit/search/comment/?author=inteltechniques&sort=asc&size=100
Likewise, we can force a descending view with the following URL.
https://api.pullpush.io/reddit/search/comment/?author=inteltechniques&sort=desc&size=100
If you are seeking a specific post with unique wording, you can accomplish this with the following URLs. The
tirst example would identify public and deleted posts mentioning my username in ascending order while the

second is in descending order.

https://api.pullpush.io/reddit/search/comment/?q=inteltechniques&sort=asc&size=100
https://api.pullpush.io/reddit/search/comment/?q=inteltechniques&sort=desc&size=100
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Each of these searches may present too much content and may not be easy to digest. We can filter unwanted
content in order to produce less results. The following would repeat our previous queries, but only display
content from the Subreddit Privacy.

https:/ /api.pullpush.io/reddit/search/comment/?q=inteltechniques&subreddit=privacy&sort=asc&size=100
https:/ /api.pullpush.io/reddit/search/comment/?q=inteltechniques&subreddit=privacy&sort=desc&size=100

In order to demonstrate the value of this, consider the following random example. On November 8, 2020, a
Twitter user posted the Tweet seen in Figure 22.10. Reddit user Defaultyboi6829 posted on Twitter "Good
thing I deleted my Reddit account”. Today, in 2024, we can confirm this account was deleted by viewing
https://old.reddit.com/user/Defaultyboi6829. I navigated to the following URLSs, which each displayed 100
deleted posts in ascending and descending order from this user. His latest post was a disagreement about
Minecraft with another user as seen in Figure 22.11. Evidence of this interaction is not present anywhere on the
live view of Reddit.

https://api.pullpush.io/reddit/search/comment/Pauthor=Defaultyboi6829&sort=asc&size=100
https://api.pullpush.io/reddit/search/comment/Pauthor=Defaultyboi6829&sort=desc&size=100

Good thing | deleted my Reddit account

11:34 AM - Nov 8, 2020 - Twitter for iPhone

Figure 22.10: A Twitter post announcing deletion of a Reddit account.

author: "Defaultyboi6829"
author_created_utc: 1551167898
author_flair_background_color: null
author_flair_css_class: null

author_flair_richtext: [1

author_flair_template_id: null
author_flair_text: null
author_flair_text_color: null
author_flair_type: "text"
author_fullname: "t2_3aw2lcrz"
author_patreon_flair: false
F body: "The first comment I was like ok and the second comment I was like WHAT ITS AN ENDERMAN"

Figure 22.11: A deleted Reddit post.

Note that all of these searches only identify results which are comments and not user submissions. A submission
is a new topic, and a comment is a post within a specific submission. In order to replicate all of these queries
for user submissions, simply replace "comment" in each example to "submission". The following URLs only
displays my deleted su